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1. Pentest box

Black box Grey box White box
No knowledge of your 
system, infrastructure.


Zero access

Some knowledge of 
system, infrastructure.


Partial access

Complete knowledge of 
your system, 

infrastructure.

Full access



1. Pentest box

Black box Grey box White box
Attacker Customer, Partner Developer



Hackers targeted you

• They want

• High privilege on system

• Own backdoor

• Spyware, monitoring

• Steal sensitive data

• Stop service, systems

• …


2. Attacks



Social engineering

Malware

MiTM

Business logic vuln

Supply chain 

…

2. Attacks

Relative attacks 

WAF

Firewall

EDR

IDS, IPS

…

Secure infrastructure, network, application

Cloud . . As a service … Auth,Configuration,

Group rule …



3. Techniques

• Automated pentesting • Manual pentesting 

• Automated scan tools

• Cloud automated tools


• Logic flaws

• Design implementation

• Auth

• Bypassing 




Which is the most important 
for pentest ?

Standardized report Practical result

VS



3. Techniques

• Automated pentesting • Manual pentesting 

• False positive

• Unnecessary vulnerable


• Long time 

• Certified bugs




4. Pentest with redteaming

CLASSICAL PENTESTING  RED TEAMING

Static methodology Flexible methodology

Commercial pentest tools are used All kinds of resources are used 

Employees or blue team are aware of the test Except for a few manager, nobody knows while 
testing

Target is just the technology part Target is technology, physical and human factors

Testers take advantage of known vulnerabilities Experts try to discover new vulnerabilities

…. …



4. Pentest with redteaming
Test 1 – Malicous code, command injected

• Blackbox


• Image & pdf upload form webapp


• Tested header & type


• Edr, antivirus, antimalware


• WAF


• Data filtering


• Command, code injection security


C2



4. Pentest with redteaming
Test 2 – Social engineering & supply chain 
designed

• Greybox


• Reverse shell injected php file deploy


• Standard techniques tested


• Social engineering for System engineer


• From supplier or v endor employee email


DMZ

Attacker



Test 2 – Social engineering & supply chain 
designed

4. Pentest with redteaming



• WAF

• Code deployment procedure skipping

• Malicious code scan & clean

• Vendor, supplier’s security

4. Pentest with redteaming
Test 2 – Social engineering & supply chain 
designed



5. Bug bounty & bootcamp

• Bug bounty platform

Hackerone, Bugcrowd, Open bug bounty …

• Bug bounty program

Time based, challenge …



Bug bounty



5. Bug bounty & bootcamp

Pentesting each other

• Meeting

• Training

• Pentesting

• Reporting 


• Short time

• Quality

• Experience 
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Conclusion

Most powerful pentest tool 
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