Analysis on new web app attacks
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Dependency Confusion
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e Paypal bug hunt




Dependency Confusion

XapB33 private dependency-Tan nxun HaPTaN package AOTOP XOPTOM KOA,
XUMrasg npm a33p banpwyynban aax 63?

package.json



Dependency Confusion: Root cause

npm install
Downloading dependency
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“auth-paypal”:”199.0.0”
@public registry

“auth-paypal”:”*2.0.0”
@private registry




Dependency Confusion

“auth-paypal”:”199.0.0”
@public registry

Installing dependency

Package Manager

“auth-paypal”:”72.0.0”
@private registry




Dependency Confusion

Xakepyya, Private dependency-r xaaHaac o 60n10x B3?

e JS pann
Public github repo
e Pastebin

* Jlor pannyyn



Dependency Confusion

Paypal+Shopify+Tesla+Microsoft+... = S130K
bounty




Dependency Confusion: Mitigation

Package manager-33 upgrade xunx
NxaHx package manager-yyasa 6angar "scope"-bir awmnrnax. Xmwsanban npm [3p scope

Toxmpyynaag package-bir gyyaaxgaa "@somescope/somepackage" 6aiianaap ayyanar

y4paac UXKun HapTan package-tan aHayypargaxrym
Dependency-r ayyaaxaaa ar xyBunbapaap Hb Ayyaax *Kuwssnbsn "1.5.8" rax mat



HTTP Parameter Pollution /HPP/

N3knn HapTaM HTTP napameTtpyyabir 3oxmuuyynax amap HaraH RPC ctrangapt 6anaarrym yupaac web
application 6yp eepuinHxeepee 30xmMLyyIanT Xunasr
http://api.example.com/transaction?amount=100&amount=15




HTTP Parameter Pollution /HPP/

ASP.NET/IIS All occurrences of the specific parameter parl=vall,val2

ASP/IIS All occurrences of the specific parameter parl=vall,valz
PHP/Apache Last occurrence parl=wval2
PHP/Zeus Last occurrence parl=wal2
J5P,Servlet/Apache Tomcat First occurrence parl=wvall
JSP,Servlet/Cracle Application Server 10g First occurrence parl=vall
JSP,Servlet/Jetty First occurrence pari=wall
IBM Lotus Domino Last occurrence parl=wval2
[BM HTTP Server First occurrence parl=wvall
mod_perl,libapreg2/apache First occurrence parl=wvall
Perl CGl/Apache First occurrence parl=wall

mod_perl,lib???/Apache Becomes an array ARRAY{0xBbo059C)

mod_wsgi (Python)/apache First occurrence pari=wall

Python/Zope Becomes an array ['wall', "wal2']
Icewarp Last occurrence parl=wval2

AXIS 2400 All occurrences of the specific parameter parl=vall,val2
Linksys Wireless-G PTZ Internet Camera Last occurrence parl=wal2
Ricoh Aficio 1022 Printer First occurrence parl=vall
webcam#P PRO First occurrence pari=wall

DBEMan All occurrences of the specific parameter parl=vall~~wval2

https://owasp.org/www-pdf-archive/AppsecEU09 CarettoniDiPaola vO0.8.pdf



https://owasp.org/www-pdf-archive/AppsecEU09_CarettoniDiPaola_v0.8.pdf

HPP: Server side

Pollute server side variable

http://bank.com/transaction?to=John&amount=100 ?ﬁf&_ JW;I;\ent-gateway:SOS1/transaction?to=John&amount=100&from=James
“ Authorization: Bearer eyJhbGciOil.. rom=James
1
-JA
L]
http://bank.com

Decode JWT
http://paym%iﬁgg&%ex@%ﬂtra nsaction?to=John&amount=100&from=Victim&from=Attacker

http://bank.com/transaction?to=John&amount=100&from=Victim

Authorization: Bearer eyJhbGciO3J..



HPP: WAF evasion

http://example.com/showproducts.asp?prodiD=9 UNION SELECT 1,2,3 FROM Users WHERE id=3 —

@ prodID=9 UNION SELECT 1,2,3 FROM Users WHERE id=3 — ®

http://example.com/showproducts.asp?prodID=9 /*&prodID=*/UNION /*&prodID=*/SELECT 1 &prodID=2 &prodIiD=3 FROM
/*&prodID=*/Users /*&prodID=*/ WHERE id=3 —

@ prodID:9/*° @ orodID=2 Q @ prodiD=*/ WHERE id=3 — o
@ prodID =*/UNION /* Q @ prodID=3 FROM /* Q
@ prodID =*/SELECT 1 Q @ prodID=*/Users /* Q



HPP: Mitigation

 GET/POST NapamepTtpyyauir back end-pyy gam»cyynaxblH ©MHE
Wwanrax. "KHb Regex

* GET/POST napameTpbir aamxyynaxgaa URL encode xmiix
 WAF awwurnax /Comercial or HPP nnpyynax yagamram/



Prototype Pollution

Javascript 6on

Prototype yaamwwun
JS awmrnagar xan

nst human = {
leg: 2
1
human.__proto__ = animal;

console.log{human.leg);

null

<=

Object

heart:

eye:

leg:

2,

'ﬂ-

onst animal
1,

st bear = {

teeth: 42

bear.__proto_ =animal;

console.log(bear.leg);




Prototype Pollution

if (user.isAdmin) {

//do something

}
> Object.prototype.isAdmin = true
true

> let user = {}
undefined

> user.1sAdmin
true



Prototype Pollution

DEMO



Prototype Pollution

testObject. proto  .polluted = true
testObject.prototype.polluted = true

testObject.constructor.prototype.polluted = true



Prototype Pollution: Mitigation

* Upgrade merge package

* Schema validation of JSON input

e Use Map instead of Object

* Object.create(null) let test = Object.create(animal)



Acyynt/Xapuynt



