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OpreTreceH ayauT xsaHaaTbiH Tyxam — Advanced Audit Policy
Tyraaman xaparuy33t yunaanmH 6yptran - Some Useful Windows Security Events
Windows Powershell 6yptrannnr Toxmpyynax — Windows Powershell Log Monitoring

Microsoft Sysinternals Sysmon nporpambiH awmraan nor asax — Use Sysmon for Monitoring



=] Local Group Policy Editor
File Action View Help

e nE = HE

roJ1 AJ/iraa

=7 - - -

File Action View Help
ol AReAl ol (N

Ynamxnant ayauTt 6010H epreTreceH ayamT

=/ Local Computer Policy
v A& Computer Configuration
| Software Settings
v | Windows Settings
| Name Resolution Policy
& Scripts (Startup/Shutdown)
F Security Settings
v [ Account Policies
‘4 Password Policy
4 Account Lockout Policy
4 Local Policies
__ 7 Audit Policy
4 User Rights Assignment
‘4 Security Options

| Windewe Nefender Firewall with Advanced Secnrite

<

Policy

15 Audit account logon events
[z Audit account management
15 Audit directory service access
ls| Audit logon events

[Js| Audit object access

[ Audit policy change

12| Audit privilege use

[2e| Audit process tracking

[2g| Audit system events

v || Advanced Audit Policy Configuration

v I8 System Audit Policies - Local Group Policy Object
/54 Account Logon
55 Account Management

(5 Detailed Tracking
15 DS Access
. Logon/Logoff
:é Object Access
/5 Policy Change
/5 Privilege Use
5 System
/5 Global Object Access Auditing
alh Policy-based QoS
| Administrative Templates
v 4% User Configuration
| Software Settings
| Windows Settings

Subcategory
| Audit Application Generated

o] Audit Certification Services

5| Audit Detailed File Share

| Audit File Share

ie| Audit File System

| Audit Filtering Platform Connection
o] Audit Filtering Platform Packet Drop
o] Audit Handle Manipulation

| Audit Kernel Object

| Audit Other Object Access Events
it Audit Registry

5| Audit Removable Storage

] Audit SAM

5] Audit Central Access Policy Staging



OpreTreceH ayaAuT XAHANATbIH TOXMProoHbl byaryyAa

Account Logon 4
Account Management 6
Detailed Tracking 6
DS Access 4
Logon/Logoff 11
Object Access 14
Policy Change 6
Privilege Use 3
System 5

9 YHACOH 60/10H 59 A34 Toxmproo bangar



Advanced Audit Policy and Logs

Windows 7, Windows 2008 R2 3xn3H 6uun 6051coH

Auditpol kKoMMaHZAbIr alWMrAaH 10Kaa KOMMNbOTEPUMH TOXMPrOOT YHLLMX 8epuaiex 6010MXKXToMN,
AOM3VH kKomnbloTep 60 group policy awmrnaxa.

Success — ynaasn amxunttan, Failure —ynnasn amxuntrym
No auditing — xumxrymn, Not configured — Toxmpyynaaryi 6ytoy eMHeX TOXMProor eepynexryin aBHa

Gpedit.msc — Local Group Policy Editor
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy
Configuration\Audit Policies\

Toxmproor eepunases 3H3 Gana eepyNerseHs.
"%6WINDIR%\system32\grouppolicy\machine\microsoft\windows nt\audit\audit.csv”



» dc.windomain.local » wef.windomain.local » winl0.windomain.local DetectionLab » logger

BX Administrator: C:\Windows\system32\cmd.exe

C:\Windows>auditpol /list /subcategory:*

Category/Subcategory
System

Security State Change

Security System Extension

System Integrity

IPsec Driver

Other System Events
Logon/Logoff

Logon

Logoff

Account Lockout

IPsec Main Mode

IPsec Quick Mode

IPsec Extended Mode

Special Logon

Other Logon/Logoff Events

Network Policy Server

User / Device Claims

Group Membership
Object Access

File System

Registry

Kernel Object

SAM

Certification Services

Application Generated

Handle Manipulation

File Share

{69979848-797A-11D9-BED3-505054503030}

{BCCE9210-69AE-11D9-BED3-505054503030}
{BCCE9211-69AE-11D9-BED3-505054503030}
{©CCE9212-69AE-11D9-BED3-505054503030}
{BCCE9213-69AE-11D9-BED3-505054503030}
{BCCE9214-69AE-11D9-BED3-505054503030}

{69979849-797A-11D9-BED3-505054503030}

{BCCE9215-69AE-11D9-BED3-505054503030}
{BCCE9216-69AE-11D9-BED3-505054503030}
{BCCE9217-69AE-11D9-BED3-505054503030}
{BCCE9218-69AE-11D9-BED3-505054503030}
{BCCE9219-69AE-11D9-BED3-505054503030}
{BCCE921A-69AE-11D9-BED3-505054503030}
{BCCE921B-69AE-11D9-BED3-505054503030}
{BCCE921C-69AE-11D9-BED3-505054503030}
{OCCE9243-69AE-11D9-BED3-505054503030}
{BCCE9247-69AE-11D9-BED3-505054503030}
{©CCE9249-69AE-11D9-BED3-505054503030}

{6997984A-797A-11D9-BED3-505054503030}

{BCCE921D-69AE-11D9-BED3-505054503030}
{BCCE921E-69AE-11D9-BED3-505054503030}
{BCCE921F-69AE-11D9-BED3-505054503030}
{BCCE9220-69AE-11D9-BED3-505054503030}
{©CCE9221-69AE-11D9-BED3-505054503030}
{©CCE9222-69AE-11D9-BED3-505054503030}
{BCCE9223-69AE-11D9-BED3-505054503030}
{B®CCE9224-69AE-11D9-BED3-505054503030}

DETECTION




auditpol /export [file:filename.ini,

auditpol /import /file:filename.ini,

auditpol /clear — 6yx Toxmproor xy4mHryn 6oaroHo

Disable: auditpol /set /option:CrashOnAuditFail /value:disable
Enable: auditpol /set Joption:CrashOnAuditFail /value:enable

Security n0rbiH 4906 AyraapTaun 0T yTra eepyiersBe YYCH3



Jlor xaaHa buumrasx Ba ... eventvwr.msc

El cvent Viewe
File Action View Help Log Properties - Security (Type: Administrative) X
At d i |l o8 General
@ Event Viewer (Local)
+ Custom Views Full Name: Security
v [m Windows Logs
i Application Log path: %SystemRoot%\System32\Winevt\Logs\Security.evtx
ia Security Log size: 20.00 MB(20,975,616 bytes)
E| Setup
- stem reated: unday, October 18, 14
Sy C d: Sunday, October 18, 2020 8:14:59 PM
£] Forwarded Events
& Applications and Services Log Modified: Monday, October 19, 2020 7:57:13 PM
23 Subscriptions Accessed: Monday, October 19, 2020 9:06:35 PM

Enable logging
Maximum log size (KB ): 20480 ©
When maximum event log size is reached:

(® Overwrite events as needed (oldest events first)

O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )




Security /10rbIH TOXMProo

® Windows Registry
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security\
® File
® MaxSize —J1orblH XaMrMUH UX XaArasax xamx>3
® Retention

® o: Disabled - Jlor ayypBan wuH3 6M4n3rasp xXyyumHr gapHa

® oxfffffff: Enabled — [lapaax ToxuprooHooc xamaapy nor Ganibir XIpX3H XaAranaxbir
LWUMNAHD

® AutoBackupLogFiles
® 1-Jlor a4yypBaa Xyy4uH Ior Ganabir HEELeH WMHI3P JIor Gana yyCraHd

® o-Jlor AyypBa/ WWH3 BUYN3M Xaaranaxrym



® Group policy
Aapaax xoép banpwmng nor GanabiH XaMXKI3I 3aaHa.

Computer Configuration\Policies\Administrative Templates\Windows Components\Event Log
Service\Security\ Specify the maximum log file size (KB) - gaByy 3pxTain, xamrunH 6aragaa 20480
KB yTra aBHa

Computer Configuration\Policies\Windows Settings\Security Settings\Event Log\Maximum security
log size

“Control event log behavior when the log file reaches its maximum size” : enabled — nor dpannbir

HeeLue/He.
Archive- FILENAME -YYYY - MM - DD - hh - mm - ss — msec.evtx
EventlD: 1105



Location, MaxSize, Retention

ﬁ Reaictry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security

OneApp_IGCC " || Name Type Data
f Paran.1eters ab| (Default) REG_SZ (value not set)
¥ Lo Securty 24| AutoBackupLogFiles REG_DWORD 0x00000001 (1)
fss A a ]DlsplayNamanle REG_EXPAND_SZ %SystemRoot%\system32\wevtapi.dll
Microsoft-Windows-E & ]DlsplayNameID REG_DWORD 0x00000101 (257)
Microsoft-Windows-S ab]File REG_EXPAND_SZ %6SystemRoot%\System32\winevt\Logs\Security.evix
SC Manager 4 Isolation REG_DWORD 0x00000002 (2)
Security 4| MaxSize REG_DWORD 0x7d000000 (2097152000)
Security Account Man £ MaxSizeUpper REG_DWORD 0x00000000 (0)
ServiceModel 4.0.0.0 ?‘3] PrimaryModule REG_SZ Security
Spooler e ]RestnctGuestAccess REG_DWORD 0x00000001 (1)
TCP/IP 4| Retention REG_DWORD OxfFFFffff (4294967295)
VSSAudit 48] Security REG_BINARY 01 00 14 80 a4 00 00 00 b0 00 00 00 14 00 00 00 44 00 00 ...
Ctata




Account Logon—-LM, NTLM, NTLMv2
MPOTOKOJIbIH X3P3r/133I XAHAX

[34 ToxXmuproo

Yinanunu ayraap - EventiD

Audit Credential Validation

4774, 4775 4776, 4777

Audit Kerberos Authentication Service

4768, 4771, 4772

Audit Kerberos Service Ticket Operations

4769, 4770

Audit Other Account Logon Events

4649, 4778, 4779, 4800, 4801, 4802, 4803, 5378, 5632,
5633

® 4776 —H3BTPAAT WanrargcaH 60 yycH3. X433 Xaawaa HIBTIPY Oy KOMMNbIOTEPUINH HIPIIC X134
ASNM3P3HIYM M34,33/19/1 OUUUTAIXTYN, XapyH HyyL, Yp Bypyy, banxryn xaparnary 33par angaaHol KA

6uunrasHs.




Account Management

[34 ToXnproo

Yunanunu ayraap - EventiD

Audit Application Group Management — Microsoft Auth manager
basic and LDAP query application groups

4783, 4784, 4785, 4786, 4787, 4788, 4789, 4790, only AD

Audit Computer Account Management

4741, 4742, 4743, only AD

Audit Distribution Group Management

4744, 4745, 4746, 4747, 4748, 4749, 4750, 4751, 4752, 4753, 4759,
4760, 4761, 4762

Audit Other Account Management Events

4782, 4793 — Password policy checking or hash import API

Audit Security Group Management

4727, 4728, 4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, 4754,
4755, 4756, 4757, 4758, 4764 —local or AD group

Audit User Account Management — 6apar 6yrguur ngaBxxyyasx

4720, 4722, 4723, 4724, 4725, 4726, 4738, 4740, 4765, 4766, 4767,
4780, 4781, 4794, 5376, 5377

4728 ryLwyyH rnoban rpynT(3eBXeH AOM3IH) HIM3r3X.

4732 TULLYYH IOKaA FPYAT HIM3r43X.

4720|A (local) user account was created

4722]A user account was enabled

4723|An attempt was made to change an account's password.

4724]An attempt was made to reset an account's password.

4725]A user account was disabled.

4726[A user account was deleted.

4738|A user account was changed

4740]A user account was locked out .....




Detailed Tracking

[34 ToXmproo

Yunanunu ayraap - EventiD

Audit DPAPI Activity

4692, 4693, 4694, 4695

Plug and Play Events

6416, 6419, 6420, 6421, 6422, 6423, 6424

Audit Process Creation — XxaMrmmH 4yxan xacar 4688, 4,696
Audit Process Termination — xapar 6onoxrym 4689
Audit RPC Events — smapu sior yycaxrym 5712

6416 - WKH3 Texeepemx USB nopToHA xonborgox
4688 - XxaMrMH Yyxan Ayraap nNpouecc WWH33P YYCIX YeA 3H3 NI0T YYCHS
4696 - npouecc UAC, RUnAS alwmrnaH eep TOKEH 3pX33p aXWanax yes 3H3 JIor YYCH3




DS Access

A34 TOXuproo YunpnniH gyraap - EventlD
Audit Detailed Directory Service Replication 4928, 4929, 4930, 4931, 4934, 4935, 4936, 4937
Audit Directory Service Access 4662
Audit Directory Service Changes 5136, 5137, 5138, 5139, 5141
Audit Directory Service Replication 4932, 4933

36BX6H A0M3NHA, 30puyaarscaH TOXMProOHbI X3C3r
Directory Service Access: Failure ToxupyyncaH yea domain replication xunBan xaa3H apsaH cast Event 4662 nx
X3MX33r33p YYCH3. DH3 log collector 3orcooxoa xyprax 6osHo.



Logon/Logoff

A>4 TOXuproo Yunanunu ayraap - EventiD
Audit Account Lockout 4625
Audit IPsec Extended Mode 4978, 4979, 4980, 4981, 4982, 4983, 4984
Audit IPsec Main Mode 4646, 4650, 4651, 4652, 4653, 4655, 4976, 5049, 5453
Audit IPsec Quick Mode 4977, 5451, 5452
Audit Logoff 4634, 4,647
Audit Logon 4624, 4625, 4,648, 4,675
Audit Network Policy Server 6272, 6273, 6274, 6275, 6276, 6277, 6278, 6279, 6280
Audit Other Logon/Logoff Events 4649, 4778, 4779, 4800, 4801, 4802, 4803, 5378, 5632, 5633
Audit Special Logon 4964

4624 — HIBTPIX NPOLLECC aMXMATTan BOICOH yea A3r3paHrym or yycH3, Logon type 3 60/ cy/1k33H33¢, 20 RDP 33p H3BTIPCIH.
4625 — H3BTP3X NPOLLECC aMXMUATIYM 6ONCOH yes ASAr3PIHIYM JI0T YYCHI

4648 — MNpouecc AaByy IPXTIN XIPIM/IIry33p aXKUANAX Yes, YYCHI

Account lockout: Success 3eBxeH 6aliBa 30XMMXKTOWM




{4l Event Properties - Event 4624, Microsoft Windows security auditing

General Details

An account was successfully logged on. A

Subject:
Security ID: SYSTEM
Account Name: WIN-GG82ULGCSGOS
Account Domain: WORKGROUP

Logon ID: Ox3E7
Logon Information:
Logon Type: 2
Restricted Admin Mode:
Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:
Security ID: CONTOSO\Administrator

Account Name: Administrator

Account Domain: WIN-GG82ULGCSGO

Logon ID: 0x8DCDC

Linked Logon ID: 0x0

Network Account Name: -

Network Account Domain: -

Logon GUID: {00000000-0000-0000-0000-000000000000}

Process Information:
Process ID: Oxddc
Process Name: C:\Windows\System32\svchost.exe

Network Information:
Workstation Name: WIN-GG82ULGCSGO
Source Network Address:  127.0.0.1
Source Port: 0

Detailed Authentication Information:
Logon Process: User32
Authentication Package: Negotiate
Transited Services: -

Package Name (NTLM only):
Key Length: 0 ”
Log Name: Security
Source: Microsoft Windows security Logged: 11/11/2015 4:24:35 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-GG82ULGCIGO
OpCode: Info

More Information: Event loa Online Helo

X

A624(S): An account was successfully logged on.

Event Description:

This event generates when a logon session
accessed, where the session was created.

Note For recommendations, see Security |

Event XML:

- <Event xmIns="http://schemas.microsoft.

- <System>
<Provider Name="Microsoft-Windows-Se«

<Event|D>4624</EventID>

. . )3
<Version>2</Version>

<Level>0</Level>

<Task>12544</Task>
<Opcode>0</Opcode>

<Keywords>0x8020000000000000</Keyw

<TimeCreated SystemTime="2015-11-12T
<EventRecordID>211</EventRecordID>

<Correlation ActivitylD="{00D66690-1CDF2, 5633

<Execution ProcessID="716" ThreadID="7i

<Channel>Security</Channel>
<Computer>WIN-GG82ULGC9GO</Compt
<Security />
</System>

- <EventData>
<Data Name="SubjectUserSid">S-1-5-18x,

M AatAas ANMama~nIC, i amctl e mavrAla s ~AILWATINL 7

PCH.



Logon/Logoff

Logon Type Logon Title Description
2 Interactive A user logged on to this computer.
3 Network A user or computer logged on to this computer from the netw
Batch logon type is used by batch servers, where processes m:
4 Batch . .
Intervention.
5 Service A service was started by the Service Control Manager.
7 Unlock This workstation was unlocked.
A user logged on to this computer from the network. The user
8 NetworkCleartext unhashed form. The built-in authentication packages all hash ¢
credentials do not traverse the network in plaintext (also calle
. A caller cloned its current token and specified new credentials
9 NewCredentials . . . .
same local identity, but uses different credentials for other ne
10 Remotelnteractive A user logged on to this computer remotely using Terminal Sel
11 Cachedinteractive A user logged on to this computer VYIth network cr.edentlals th
controller was not contacted to verify the credentials.




Object Access

[34 ToXmnproo

Yunanunu ayraap - EventiD

Audit Certification Services

4868, 4869, 4870, 4871, 4872, 4873, 4874, 4875, 4876, 4877, 4878,
4879, 4880, 4881, 4,882, 4,883, 4,884, 4885, 48864887, 4,888, 4889,

4890, 4891, 4892, 4893 4894, 4895, 4896, 4897, 4898

Audit Detailed File Share

5145

Audit File Share

5140, 5142, 5143, 5144, 5168

Audit File System

4664, 4985, 5051

Audit Filtering Platform Connection

5031, 5140, 5150, 5151, 5154, 5155, 5156, 5157, 5158, 5159

Audit Filtering Platform Packet Drop

5152, 5153

Audit Handle Manipulation

4656, 4658, 4690

Audit Kernel Object

4659, 4660, 4661, 4663

Audit Other Object Access Events

4671, 4691, 4698, 4699, 4700, 4701, 4702 ,5148, 5149, 5888, 5889,
5890, COM+, Scheduled task etc ...

Audit SAM

4661

Removable Storage

4:656,4658,4663

6yr share xaHaraaHa)

Audit detailed File Share — 6yx cy/x33H4 share xucaH pann, xaBTacHYYAbIH XaHAANTbIF A3Ar3paHryM 6ypTraHa (SACL TaBMX xaparTan)
Audit File Share — share yycax, 6onnynax, eepusex, 36BXeH XaHAANTbIH SXHUW X3C3T 33par YUAAIN XaHargaHa. (SACL TaBux xaparTrym yumnp

Audit Other Object Access Events — Event ID 4662, Bitlocker 33par sior nx xamM»33ra3p yycragar 3x CypBasixXyyAblr Xaax
Filtering platform — EventID 5152, 5157 ux yycax yump Multicast Name Resolution xaax




Policy Change

A>4 TOXuproo Yunanunu ayraap - EventiD
Audit Audit Policy Change 4715, 4719, 4817, 4902, 4904, 4905, 4906, 4907, 4908, 4912
Audit Authentication Policy Change 4713, 4716, 4717, 4718, 4739, 4864, 4865, 4866, 4867
Audit Authorization Policy Change 4704, 4705, 4706, 4707, 4714
4709,4710,4711,4712,5040,5041,5042,5043,5044,5045,5046,5047,5048,5440,5
Audit Filtering Platform Policy Change 441,5442,5443 5444,5446,5448 5449,5450,5456,5457,5458,5459,5460,5461,54

62,5463,5464,5465,5466,5467,5468,5471,5472,5473,5474,5477

Audit MPSSVC Rule-Level Policy Change 4944,4945,4946,4947,4948,4949,4950,4951,4952,4953,4954,4956,4957,4958

Audit Other Policy Change Events 4714,4819,4826,4909,4910,5063,5064,5065,5066,5067,5068,5069,5070,5447,6

144,6145
Audit Non Sensitive Privilege Use 4673, 4674, 4985
Audit Other Privilege Use Events 4985
Audit Sensitive Privilege Use 4673,4674,4985

fAmap Security policy axcyn anb Har 3ynammH SACL eepunent opox yes s0r YYCHI




System

[34 ToXnproo

Yunanunu ayraap - EventiD

Audit IPsec Driver

4960, 4961, 4962, 4963, 4965, 5478, 5479, 5480, 5483, 5484, 5485

Audit Other System Events

5024, 5025, 5027, 5028, 5029, 5030, 5032, 5033, 5034, 5035, 5037, 5058,
5059, 6400, 6401, 6402, 6403 ,6404, 6405, 6406, 6407, 6408

Audit Security State Change

4608, 4609 ,4616, 4621

Audit Security System Extension

4610, 4611, 4614, 4622, 4697

Audit System Integrity

4612, 4615, 4618, 4816, 5038, 5056, 5057, 5060, 5061, 5062, 6281

4608 — uar eepunergex




BUHAOYCbIH KOMMAHAbIH /IO

BUHAOYC YUNAANWH CUCTEMZ aXAYYACaH KOMMaHAYYAbIH I0rbIr aBax 6onomxTon bangrmnr TypyyH
AYPACaH. [3XA33 3H3 Hb XaHTraATryn yump bycazs TOXMProoTon XamT alumraax ECTOMW.

IH3 6onomxmnr Windows 7 rooc g,33w xyBmuabapT awmriax bonomxron berees, axayysicaH
KOMMaHAbIH MepUIr BYTH33pP Hb 10T YPYYy XaArasiHa.

N a3Bxxyyn3axa33 gpedit.msc bytoy aytonryn 6ananbiH TOXMProo XMMUry KOMMaHZAbIT alnriaH gapaax
XOEP X3CIrT XUNH3.

® Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy
Configuration\System Audit Policies\Detailed Tracking:Success

® Computer Configuration\Administrative Templates\System\Audit Process Creation
® "Include command line in process creation events™: Enable

Event ID 4688 ayraaptau nor 6muunar yycHa. Jlor yHwmx 6010MXTOM BYX XYH KOMMaHZAbIH
napamMeTepyyaunr xapHa.



dc.windomain.local - VMware Workstation

e [ I~ & 0 @2 0B 0F b -

Edit View VM Tabs

!

Type here to search

7]

J My Computer

i [ Windows Labs
g [7 Kali

0[] Linux

0[] Analyst

0[] Exploit

3 [} DetectionLab

BVIHAOy i logger
iy wef.windomain.local
AypAca

iy dc.windomain.local
@ win10.windomain.los
JH>3 60s
KOMMat

NasBx
XO0Ep X3

® Co
Co

® Co

® Eventll

napame

iy dcwindomain.local [ wef.windomain.local

[ win10.windomain.local

[} petectionLab

[ logger

‘= Group Policy Management
& File Action View Window Help
e 2@ G

2 Group Policy Management
v _ﬁ Forest: windomain.local
v (55 Domains
v 3 windomain.local
@/ Default Domain Policy
> |21 Domain Controllers
> |3 Servers
v 3 Workstations
=% Allow Domain Users RDP
i3 Custom Event Channel Permissions
=3 Disable Windows Defender
i3 Powershell Logging
=3 Windows Event Forwarding Server
=% Workstations Enhanced Auditing Policy
v [ 5 Group Policy Objects
=/ Allow Domain Users RDP
=/ Custom Event Channel Permissions
=/ Default Domain Controllers Policy
\=/ Default Domain Policy
= Disable Windows Defender
=/ Domain Controllers Enhanced Auditing Policy
=/ Powershell Logging
=/ Servers Enhanced Auditing Policy
=/ Windows Event Forwarding Server
.=/ Workstations Enhanced Auditing Policy
> [ WMI Filters
> [ Starter GPOs
> L@ Sites
#% Group Policy Modeling
(%, Group Policy Results

Workstations Enhanced Auditing Policy
Scope Details Settings Delegation Status

Audit Detailed File Share

Audit File Share

Audit File System

Audit Filtering Platform Connection
Audit Other Object Access Events
Audit Registry

Audit Removable Storage

Policy Change
Policy
Audit Audit Policy Change
Audit Authentication Policy Change

Audit Other Policy Change Events
Privilege Use

Policy

Audit Non Sensitive Privilege Use

Audit Sensitive Privilege Use
System

Policy

Audit Other System Events

Audit Security State Change

Audit Security System Extension

Audit System Integrity

Administrative Templates

System/Audit Process Creation

Policy
Include command line in process
creation events

Audit MPSSVC Rule-Level Policy Change

Policy definitions (ADMX files) retrieved from the local computer.

Setting
Enabled

Success,
Success,

Success,

Failure

Success,
Success,

Success,

Setting

Success,
Success,
Success,

Success,

Setting

Failure

Success,

Setting

Success,
Success,
Success,

Success,

Failure
Failure

Failure

Failure
Failure

Failure

Failure
Failure
Failure

Failure

Failure

Failure
Failure
Failure

Failure

hide

=3
g




Windows Powershell normnr aBax

BVUHAOYCbIH aBTOMATXXYY/1aATblH CKPUAT NPOrpPaMy/iablH X3

Windows Powershell, Powershell Core, Powershell 7, WinRM

Batch, WMIC, VBScript nayy 6010MXTon, Mall epreH Xaparnarasx 6amHa
Windows 7/2008 cepBepebiH powershell 2.0 nor maw 6ara maasanantan
AapaarumH xyBunbapyya Hb UAyy Camxpyy/icaH Jor aBax 6010MxTou

PowerSploit, Powershell Empire, Nishang, Powerup 6on0H Evil-WinRM 33par onoH
XaKepblH nporpamyys 6umn 60,1coH

Pawnn yycraxrymrasp supycHyya (File less malware) axxmnnax 6oncoHoop Bupyc
XaMraasasTbliH MPOrpamMyys UApyya3x 6010MXrym 601K 3X31C3H



Lee Holmes — Atoynryn 6ananbiH 6onomKyya,

Bash No** No* No No Yes No No Yes No

CMD [ BAT No No No No Yes No No No No

JScript No No No No Yes Yes No No No

LUA No No No No No No No Yes Yes

Perl No No No No No No No Yes Yes

PHP No No No No No No No Yes Yes

PowerShell Yes Yes Yes Yes Yes Yes Yes Yes No**

Python No** No No** No No** No** No No No**

Ruby No No No No No No No No** Yes

sh No** No No No No No No Yes No

T-SQL Yes Yes Yes No No No No** No** No

VBScript No No No No Yes Yes No No No

zsh No** No No No No No No Yes No

* Feature exists, but cannot be enforced via policies
**Experimental




Powershell norbiH TOXMprooHs! Wwaapanara

Windows 10, 2016 cepBep canxpyy/caH OrMUN aBaxad HIMIAT 3yWU Waapaaara yryu.

Windows 7/8.1/2008/2012 cuctemyyg Powershell 5.0 cyyaraBan gapaaxbir cyyirax xapartan:
® .NET 4.5
® Windows Management Framework (WMF) 4.0 (Windows 7/2008 3eBxeH)
® Windows Management Framework (WMF) 5.0 3H3 Hb Powershell 5.0 cyyaray, tom

® Windows 7 and 2008 R2 a33p axamx Windows Management Framework (WMF) 4.0 cyyarax 6amx WMF 5.0 cyyaraHa.

Windows 7/8.1/2008/2012 cuctemyyg PowerShell 4.0 cyynraBan gapaaxbir cyyarax xaparTan :

® .NET 4.5
Windows Management Framework (WMF) 4.0 e 3H3 Hb Powershell 4.0 cyyarau tom
The appropriate WMF 4.0 update
- 8.1/2012 R2 - KB3000850
- 2012 -KB3119938
- 7/2008 R2 SP1 - KB3109118

Windows Powershell 2.0 aBu xasax




Powershell nor Toxmpyynax

® gpedit.msc—atoyarymn 6angbiH TOXMProoHbl Haraxx KOMMaHA X3p3rTan
®  [lapaax 3 XaCrunr nasBxxyy/1ax

®  Administrative Templates — Windows Components — Windows PowerShell

® Module logging, Event ID 4103, MOAYy/b KOMMaHAbIH MEPUIT 6OI0H YP AYH, MEH CKPUNTbIH X3CrMIAT

° HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\ModuleLogging\EnableModuleLogging: 1
HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\ModuleLogging \ModuleNames : * *

®  Script Block, Event ID 4104, 4105 3x13,4106 Tercren, axsyyacaH CKpUNTbIr 3XMUT /1 BYT3H aBHa, YP AYH aBaxryu
° HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\ScriptBlockLogging\EnableScriptBlockLogging:1
S Powershell 5.0 na3Bxxyyn33ryi yes caxurtai kogbir EventID 4104 warning 6ypTrax aBHa

®  Transcription, Powershell Terminal g33p axnyyncaH koMMaHAbIH OPOAT, FrapanT JIOTbIr X3P3rA3ry TyC OYPTUMH AOKYMEHT XaBTCaHA,
“Powershell_transcript” Hap33p 3x31C3H TekcT Ganng xaarasaHa. 3eBXOH OUUNX IPXTIN CY/IXKIIHUMN XaBTCaHZ XaAraNax 30XMMXKTON.

s HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\Transcription\EnableTranscripting: 1
HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\Transcription\EnablelnvocationHeader = 1
HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\Transcription\OutputDirectory = “ (Enter path. Empty = default)

®  ByxxaparsaruuniiH sorbir aBHa raeasn C:\Windows\System32\WindowsPowerShell\vi.o\profile.psa,

® a.sLogCommandHealthEvent = strue  Command Line Details

® b.sLogCommandLifecycleEvent = strue Command Line Details

® c. sLogPipelineExecutionDetails = strue Module Loading (within scripts)

® d. $PSVersionTable.PSVersion Shows the version of PowerShell installed
®  Microsoft-Windows-PowerShell-Operational, EventID 4104 — ckupnTbiH KOAE,4100,4103,4104
®  Application and Service Logs-Windows Powershell, EventID 200,400,500,501, 800
®  AuditFileSsytem EventiD 4656 daiin eepunerasen

®  Microsoft-Windows-Windows Remote Management-Operational



ain.local iy wef.windomain.local

¥ win10.windomain.local

[} DetectionLab

E] PowerShell_transcript. WIN10.XqJz_bfz.20201025221544.txt - Notepad .

File Edit Format View Help

PSRemotingProtocolVersion: 2.3
SerializationVersion: 1.1.0.1

28 8¢ 28 35 28 35 28 35 28 25 28 25 8 280 28 i 2 0 8 Ok X
280 28 8 i 28 28 8 i 2 8 8 R i 2 8 i R R R O KOk

280 28 3 i 28 280 28 R 2 28 80 R i 8 0 80 R R 3 R K OK
280 28 38 280 280 8 R 8 280 R R 8 8 0 R R 8 R k0K

280 28 380 80 280 280 28 80 80 280 80 8 R 8 80 80 R R 8 R KK

PS C:\Windows> cls

280 280 380 80 280 280 28 R 8 280 280 R R 8 80 80 R 8 8 R K0K

28 35 28 35 28 35 280 38 280 25 280 25 28 280 2 80 5 R0 8 ROk X

Status  Name

Stopped AarSvc_8044b
Stopped AJRouter
Stopped ALG

Stopped AppIDSvc
Stopped Appinfo
Stopped AppMgmt
Stopped AppReadiness
Stopped AppV(Client
Stopped AppXSvc

Running Audiosrv
Stopped autotimesvc
Stopped AxInstSV

PS C:\Windows> Get-Service

Stopped AssignedAccessM...
Running AudioEndpointBu...

Command start time: 20201025221546
PS>. "C:\Windows\System32\WindowsPowerShell\vl.@\profile.psl®

Command start time: 20201025221552

Command start time: 20201025221602

DisplayName

Agent Activation Runtime_8044b
AllJoyn Router Service
Application Layer Gateway Service
Application Identity

Application Information
Application Management

App Readiness

Microsoft App-V (Client

AppX Deployment Service (AppXSVC)
AssignedAccessManager Service
Windows Audio Endpoint Builder
Windows Audio

Cellular Time

ActiveX Installer (AxInstSV)

Boot Time: 10/25/2020 9:31 PM
CPU: Dual 2.20 GHz Intel Core i7-8750
Default Gateway: 192.168.38.1
DHCP Server: (none)
4102 ARQ 20 9EA
l 5 | 20201025 - |
File Home Share View
&« v P <« Windows 2016 (C:) » pslogs > 20201025 v 0 Search 20201025

s Quick access
[l Desktop
4 Downloads
Documents
[&] Pictures

This PC

|_" Network

~
Name Date modified

PowerShell_transcript.DC.IZxWSIPn.20201025214402.txt 10/25/2020 9:44 F

. PowerShell_transcript.DC.V68wll1y.20201025213454.txt 10/25/2020 9:38 F
o PowerShell_transcript. WEF.8qXp_NzP.20201025054751.txt 10/25/2020 5:47 #
* PowerShell_transcript. WEF.EiLAFMuj.20201025033545.txt 10/25/2020 3:35 £
» PowerShell_transcript. WEF.lqgfMBw5.20201025043323. txt 10/25/2020 4:33 £
PowerShell_transcript. WEF.L6HgwxIX.20201025213642.txt 10/25/2020 9:40 F
PowerShell_transcript. WEF.RDHSSN50.20201025040059.txt 10/25/2020 4:01 £
PowerShell_transcript. WEF.Rf3eGQr1.20201025033600.txt 10/25/2020 3:36 £
PowerShell_transcript. WEF.rJ6DtWxy.20201025054750.txt 10/25/2020 5:47 £
PowerShell_transcript. WEF.WDbkEWRX.20201025043313.txt 10/25/2020 4:33 £
PowerShell_transcript. WEF.YpVNjwZa.20201025040100.txt 10/25/2020 4:01 £
PowerShell_transcript. WIN10.hYX0YV8q.20201025213525.txt 10/25/2020 9:40 F
PowerShell_transcript. WIN10.XqJz_bfz.20201025221544.txt 10/25/2020 10:15
<

13items  1item selected 691 bytes  State: 3R Shared

wYyDicil 1ype. wCIVTI, Yiwaliiu=aiviic, 1ciiiinial 9v

User Name: vagrant



https://github.com/danielbohannon/Revoke-Obfuscation
https://github.com/danielbohannon/Revoke-Obfuscation

Microsoft Sysinternals Sysmon

Sysmon nporpam Hb CUCTEMUIH ApaurBep x3163p33p axumanax berees BUHA0YC YUAAANNH CUCTEM A33P AyYAArAaH aXuanax dyu
NpOoLeCcCbiH M34,3313/1 60/1I0H TYYHUUT AYYAQH aXJYYCaH NPOLECCUMMH HIPHI3C raHa Aapaax M3433aununr xapraasax EVENT ID
raap /ior ypyy 6uuH3. MeH pansbiH xaww bytoy TyxalH Ganbir Te18616X MaTEMUTUKUNH YUAANI3P FapraXk aBCcaH TOOH LyBaar
aBax 6010MXTOW.

Mpouecc yycax Mpouecc ypyy eep npouecc WMIEventFilter nnpax
XaHAax

MpoueccninH yycrarascaH uar 11 ®ann yycax 20 WMIEventConsumer napax

eepunergex

Cynxa3HA xonborgox 12 Perucrep yycax, ycrax 21 WMIEventConsumerToFilter

NAP3X

Sysmon eepuiiHX CTaTyC 13 Peructep yTra eepunergex 22 DNS 1311 xon6ooTon ynasn

eepunergex

Mpouecc 3orcox 14 Perucrep Hap eepunergex 23 ®ann ycrax

[JpanBap avaanax 15 TaTaracaH ypcrasbiH Xall yycax 255 Sysmon angaa

Mpoueccasc moayn ayyaax 16 Service blH TOXMProo eepyiergex

Mpouecc goTop eep npouecc 17 Named pipe yycax

opox

\\.\ bytoy ctaHgapT b6yc apraap 18 Named pipe xon6orgox

dann ypyy xaHaax


file:///%5C%5C.%5C

Sysmon KOMMaHZ,bIH XULL33

¢ Cyyarax

sysmon —accepteula —i c:\windows\config.xml
¢ Boanynx 3orcoox

sysmon —u

¢ Toxumproor WuH3YAIX

sysmon —c c:\windows\config.xm|

®  ToxuprooHbl byTaunnr xapax

sysmon —s

¢ Tlpouecc 60n0H yunanyyamumnr 4ypmasp siaraH nor aBax 6onomxrou (is, is not, contains, excludes, begin with, end with,
less than r.m)

® Microsoft-Windows-Sysmon/Operational
®  Toxuproo Hb XML dann 6anx 6erees ynnasn 6ypg 3opuyncaH eep eep Tanbapyyabir aryyncaH bytauram 6anHa.

®  Xwuws3 Hb:

C https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml

G https://github.com/olafhartong/sysmon-modular



https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/olafhartong/sysmon-modular

AHxaapas TaBbcaHg baspnanaa.
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AlmMrnacaH xaparus3T BabyyA

® https://github.com/OTRF/ThreatHunter-Playbook

® https://github.com/cyberdefenders/DetectionLabELK

® https://docs.microsoft.com/en-us/archive/blogs/jepayne/monitoring-what-matters-windows-event-forwarding-
for-everyone-even-if-you-already-have-a-siem

® https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES

® https://www.fireeye.com/blog/threat-research/2016/02/greater visibilityt.html

® https://github.com/danielbohannon/Revoke-Obfuscation

® https://github.com/danielbohannon/Invoke-Obfuscation

® https://devblogs.microsoft.com/powershell/defending-against-powershell-attacks/

® https://docs.ansible.com/ansible/latest/user quide/windows winrm.html

® https://devblogs.microsoft.com/powershell/powershell-the-blue-team/

® https://aka.ms/WEF

® https://www.varonis.com/blog/disabling-powershell-and-other-malware-nuisances-part-i/



https://github.com/cyberdefenders/DetectionLabELK
https://github.com/cyberdefenders/DetectionLabELK
https://docs.microsoft.com/en-us/archive/blogs/jepayne/monitoring-what-matters-windows-event-forwarding-for-everyone-even-if-you-already-have-a-siem
https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://github.com/danielbohannon/Revoke-Obfuscation
https://github.com/danielbohannon/Invoke-Obfuscation
https://devblogs.microsoft.com/powershell/defending-against-powershell-attacks/
https://docs.ansible.com/ansible/latest/user_guide/windows_winrm.html
https://devblogs.microsoft.com/powershell/powershell-the-blue-team/
https://aka.ms/WEF
https://www.varonis.com/blog/disabling-powershell-and-other-malware-nuisances-part-iii/

AWwmnrnacaH HOMHyyA

® Windows Security Monitoring Scenarios and Patterns
ISBN-13: 978-1119390640

® Blue Team Handbook: SOC, SIEM, and Threat Hunting (V1.02): A Condensed
Guide for the Security Operations Team and Threat
ISBN-13: 978-1091433896



secedit /export /cfg c:\temp\baska-secedit.csv

wevtutil gl security

wevtUtil ge Security /q:"*[System[(EventID=4688)]1]" /rd:true [f:xml
wevtUtil ge Security /q:"*[System[(EventID=4688)]]" /rd:true /f:text
wevtutil el

logman query providers

secedit /configure /cfg Security.csv /db defltbase.sdb /verbose

Get-WinEvent -ListLog *, Get-WinEvent -ListLog *wmi* | select logname

X3parTaun bycag KoMMaHAYYA

https://community.spiceworks.com/how_to/108867-transfer-all-group-policy-settings-from-one-system-to-another



AwmnrnacaH ¢anayya

® Windows Advanced Audit Policy Map to Event IDs.xlsx

https://github.com/Spacial/awesome-csirt

® Windows 10 and Windows Server 2016 Security Auditing and Monitoring Reference.docx

https://www.microsoft.com/en-us/download/details.aspx?id=52630



https://github.com/Spacial/awesome-csirt
https://www.microsoft.com/en-us/download/details.aspx?id=52630

