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HISTORY

ESTABLISHED IN 2014 AS SECURITY COMMUNITY MEETUP

Transformed as non-governmental, non-profit organization in 2015

MISSION

Improve the technical capabilities of constituents

Provide support during incident response and threat intelligence activities

Establish the professional trust community for cyber security related information
sharing and collaboration.

Raise the security awareness of the general public
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ORGANISED EVENTS \



“Haruul Zangi”
CTF

Since 2013
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CYBER DRILL

Since 2016




Cyber Security Training \

Since 2016



FIRST CSIRT training CISSP training
MISP training




ACTIVE PROJECTS \
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2017.02.22  Incidents Member Submission: "Re:_TWO_(2)_NEW_ORDERS" - NetWire-RAT Phishing E-mails e ndiatorsen
2017.02.22  Incidents Member Submission: "Re: Confirm Remittance” - SWIFT / HSBC-Themed Phishing E-mail bt
2017.02.22  Incidents Member Submission: "P.O #3792-200-298-06-44 Rev" - Pony-Trojan Phishing E-mail
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MISP.ALERT.MN

Actions t Global Ac Admi ion Audit Tuvshinbayar

List Events
Add Event Events
Import from...

REST client

List Attributes n My Events Org Events iter value to search

Search Attributes Published Org Owner org Clusters Tags

View Proposals NCETA 357 MNCERT Q trickbot tuvshinbayar@mncert.org

Events with proposals

NCFTA_357 MNCERT Emotet tuvshinbayar@mncert.org

View delegation requests
NCFTA_357 MNCERT Q trickbot tuvshinbayar@mncert.org

camichel.com MNCERT Q [tipg Q | misp:threat-level="low-risk" | & circl:incident-classification="phishing" otgonpurew@mncert.org

NCFTA_357 MNCERT @ trickbot tuvshinbayar@mncert.org

Export

Automation
NCFTA_357 MNCERT Q trickbot tuvshinbayar@mncert.org
NCFTA_357 MNCERT S trickbot tuvshinbayar@mncert.org
NCFTA MNCERT S trickbot tuvshinbayar@mncert.org
NCFTA MNCERT QS RamnitRIG tuvshinbayar@mncert.org
SwissPost MNCERT Q@ DESKTOP-group | @ tip:green tuvshinbayar@mncert.org

NCFTA MNCERT Emotet tuvshinbayar@mncert.org

CIRCL_3779 MNCERT Q |tip:green c’f—ﬂ’sl \cident-classification="s F"ﬂl ecsirt:other="unknown" clrcl:toplc="lndlvldual" otgonpurew@mncert.org

camichel.com MNCERT O osint:source-type="automatic-collection" § @ dnc:driveby-type="Malspam" tlp:amber tuvshinbayar@mncert.org
@ misp-galaxy:banker="Retefe" | @ misp-galaxy:tool="Smoke Loader"
@ misp-galaxy:malpedia="Retefe (Windows)" | @ misp-galaxy:malpedia="SmokeLoader"

MiL.be_2693 MNCERT tuvshinbayar@mncert.org
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Input F lobal A Sy \ct Admir N Audit Tuvshinbayz

View Event

i Baiaben et 2019-01-25: Lazarus Pakistan Toolkits

View Event History

Related Events

Event ID 10092 air... Lazarus PowerRatankba.B toolkit

g & & - Cy... 2019-01-28 9
Edit Event uuIiD 5c4cb9a7-0454-42eb-8f63 383368f8980f y.

Delete Event Creator org VK-Intel air... Lazarus DPRK Malware Sample

Add Attribute Owner org MNCERT cy... 2019-01-25 3

Add Object Email tuvshinbayar@mncert.org

Add Attachment Tags Acior. Lazarusn @ DPRK x | @ Malware: PowerRatankba,b x | @ |PowerShell Installer x
Populate from... Keyloggern Q@ Country: Pakistan x | @ type:OSINT x || @ |osint:lifetime="perpetual" x
Enrich Event & osint:certainty="50" x tlp:white B B
@ misp-galaxy:malpedia="PowerRatankba" x
Merge attributes from...
@ misp-galaxy:mitre-enterprise-attack-intrusion-set="Lazarus Group" x
Propose Attribute @ misp-galaxy:malpedia="Lazarus" x
Propose Attachment @ misp-galaxy:mitre-enterprise-attack-intrusion-set="Lazarus Group - G0032" x
Q@ misp-galaxy:mitre-intrusion-set="Lazarus Group" x | @ misp-galaxy:tool="PowerRatankba" x
°
Download as...

Date 2019-01-26

List Events Threat Level Medium

Add Event ) »
Analysis Initial

Distribution All communities

lov

Info 2019-01-25: Lazarus Pakistan Toolkits

Published Yes (2019-09-26 02:02:05)
#Attributes 27 (6 Objects)

First recorded change 2019-01-27 10:50:55

Last change 2019-09-25 10:03:20




i Scope (EE G CE $= Physics B Display Y Filters Export *D History md5: c9ed87e9f99c631cda368f6f329ee27e

@ Back Click on an Object and drag the edge to another Object (or Attribute) to connect them.

virustotal-report: https:/www.v[...]

analysed-with

file: c9ed87e9f99c631cda368f6f32]...]

1Y

analysed-with.

file: 5cc28f3f32e7274f13378a7244]...]
virustotal-report: https://iwww.vl...] Unreferenced Objects

-
Unreferenced Attributes (9)

1675025491 1 cdd33db576b2c90ef]...]

virustotal-report: https://www.v[...]
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MEMBERSHIP




Information sharing

e Local and international threat sharing, warning,
vulnerability disclosures within member organizations.

e [ast, responsible and professional.




Trainings and Meet-ups

e Information security trainings

e Security experts monthly meet-ups and experience
sharing




Professional Services

e Cyber drill workshops (onsite & webex)
e Incident Response (MNCERT members and worldwide)
e [nternational conferences and event participation
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