
Монголын банкны сектор руу чиглэсэн имэйл халдлага

1

МБХ – МАБ мэргэжлийн зөвлөл
З.Ганбагана (Голомт банк)



1.6 сая 
доллар

2

60 хувь
31 хувь 

12 хувь 
нэг 

хортой хавсралт 

Яагаад имэйлийн аюулгүй байдал чухал вэ?

1 2 3 4 5

Эх сурвалж: https://heimdalsecurity.com/blog/cyber-security-threats-types/

https://heimdalsecurity.com/blog/cyber-security-threats-types/
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Blocked 

Messages, 

53.3%

Clean 

Messages, 

46.7%

Bad reputation

Spam (including Phishing)

Invalid recipients

Malware

87.6%

8.7%

3%

0.7%

Date Range: 2019/01/01 to 2019/08/31

Total email: 2,426,153
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№ Sender Domain

Stopped by 

Reputation 

Filtering

1 No Domain Information 46.17%

2 google.com 3.55%

3 hostwindsdns.com 2.83%

4 arubacloud.fr 2.46%

5 163data.com.cn 1.45%

6 sendgrid.net 1.01%

7 vnpt.vn 1.00%

8 zare.com 0.85%

9 quadranet.com 0.75%

10 arubacloud.com 0.68

- Sender Base Reputation 
Score (SBRS)

- Spam complaints, spam 
traps, unknown users

Date Range: 2019/01/01 to 2019/08/31
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Case

ID 1 2

Date 30-Jul 12-Sep

Hostname exmoda.jp No domain

Quantity 82.1k 154.1k

Blocked 

Reason

Black Listed Unknown 

Domain

IP address 133.242.24[.]196 176.107.198[.]174



- Free Email service

- Training (Kuala Lumpur, Malaysia)

Spam (including Phishing)

2
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№ Sender Domain Total

1 yahoo.com
3.79%

2 latest-businesstrends.com 3.51%

3 corporate-courses.com
2.97%

4 Beastmasterclass.com 2.60%

5 outlook.com 2.43%

6 unistrategic.com 2.38%

7 Google.com 1.82%

8 i-globalearning.com 1.72%

9
masterclass-

learninggroup.com 1.53%

10 eventtrainingexpert.com 1.50%

№ Spam/Phishing 

1 Mailbox size limit exceeded

2 Electrical Maintenance (High Voltage)

3 [Copied display name]

4 Power & Distribution Transformers

5 Хүлээгдэж буй Мэйлүүдээ хүлээн авахын тулд 

шинэчилнэ үү

Date Range: 2019/01/01 to 2019/08/31
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Case



• The sender says they have used 
that password to hack your 

computer, install malware, and 
record video of you through your 

webcam.

• Bitcoin wallet

• Scam email includes a password 
that you probably have used at 

some point.

Case

9







Detected by Anti-Virus: 1933

Detected by Advanced 
Malware Protection: 138

(can’t detect AV)

Malware

3
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Top Virus Type

Total Infected 

Messages

CXmail/MalPE-AC 48.32%

CXmail/IsoDl-A 13.24%

Mal/Fareit-U 4.09%

CXmail/RtfObf-D 3.26%

Troj/PDFUri-GXL 3.16%

CXmail/MalPE-P 2.33%

Troj/RtfExp-FB 2.07%

CXmail/PEAut-D 1.81%

CXmail/MalPE-H 1.55%

CXmail/RtfObf-B 1.45%





Campaign 1
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Date Phase – 1: 2019-06-11

Phase – 2: 2019-06-13 

Sender email bmw@investpalata.net

Target Mongolia

Source IP 193.5.85[.]67

Subject RE: Swarovski Purchase Order 

47234614

Attachment Invoice_revsered_.jar

Malware Name AlienSpy RAT

Primary CnC host 95.140.125.91

Backup CnC Host mattwems38.ddns.net

MD5 c320c306fc40e98fb367299ae4

1237a1

• AlienSpy RAT нь Java суурьтай.

• Windows, Linux, OSX үйлдлийн систем 
дээр ажиллах чадамжтай.

Боломжууд:

- Дэлгэц хянах

- Зайнаас удирдах

- Keystroke 

- Нэмэлт хортой код татаж суулгах. 

mailto:bmw@investpalata.net
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Campaign 2
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Date 2019-04-09 -> 2019-07-01

Sender email *@fills.ro , *@rbrauto.ro

Target Mongolia

Subject Fwd: Faktura/payment

Attachment payment.doc

Malware Name Trojan.Fareit

CVE-2017-11882 (17-Year 

Old)

Sender IP 89.40.239[.]246

Primary CnC host my-spa[.]rs

mailto:*@fills.ro
mailto:*@rbrauto.ro


1 2 3 4 5
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000webhostapp.
com

(Let’s Encrypt) 

(pdf, doc)

Имэйл халдлагын нийтлэг шинж тэмдэг

1 2 3 4 5
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Имэйл халдлагаас урьдчилан сэргийлэх 

арга хэмжээнүүд

1 2 3 4 5



““Information Security Is Everyone’s Responsbility”
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