INFORMATION SECURITY WITH Al



Why we should adopt Al now?

alh
—o ENGINEER SHORTAGE A Z.BM Cybersecurity roles remain unfilled [1]

FALSE POSITIVES & o ) False alarm rate [2]
PRECISION 86 %

Analysts suffer from overloading due to high false alarm rates

@_. CYBER ATTACK A 5263 large and successful ransomware attacks [3]

INCREASING One-third (1,424) targeting industrial enterprises—a 15% increase over 2023

% INFORMATION 12 % Employees actually know their organization’s security policies and rules [Kasp]
SECURITY POLICIES

Reference [1] CG & Global Cybersecurity Forum (2024 report)
Reference [2] arXiv.org
Reference [3] Wikipedia




Usage 1 Policy & Procedure Issue

* No one likes to read policies & procedure
We are moving towards a prompt-based policy flow, where anyone can ask about a specific policy section and

instantly receive an answer.

Setup PostgreSQL with
pgvector

* PostgreSQL

* Pgvector
extension
 Database

configuration

Ingested local policies

(YAML » DB)

Parse YAML
Transform data
Load into
PostgreSQL

Created embeddings
using OpenAl mode (1536

dims)

Fetch text from
DB

Call OpenAl
embedding API
Store vectors in
DB

Implemented hybrid

search (vector +
keyboard)

Define vector
search logic
Add keyword
filtering
Combine result



Usage 1 Policy & Procedure Result

* Formulate the relevant questions that must be asked, then provide clear answers based on the established
scoring criteria.

(.venv) dashzeveg.b@afka-MAB:~/policy$ python3 search.py --q "Hyyu yrums bopgnoro” --k 3 --mode fts_only --debug
[DEBUG] DB_DSN: postgresql://unitel:unitelpass@localhost:5432/policies?sslmode=disable&gssencmode=disable
[DEBUG] MODEL/DIM: text-embedding-3-small 1536

[DEBUG] mode: fts_only

[DEBUG] phrases: ['Hyyuy yr']

[DEBUG] q_ts (to_tsquery): (Hyyu & yr)

[DEBUG] conn: ('unitel', 'policies')

1) UNT-P-007-02 §3.0 — lypaB. Hsp ToMbé&o — Hyyy yr

vec=None fts=0.3000

1yyy yr Hb M3Q33//IMNH CUCTEM, CYNK33, TOXOEPOMXKML HIBTP3IX3[ awurnarpax, akunTaH eepee M3[3X Hyyulantah Mep WM.

2) UNT-P-007-02 §7.1 — onoo. Xamraanant 6a xsHant — Hyyu yrumH caxunra

vec=None fts=0.1500
CMCTEMUAH TYBWHWA RaBYY 3PXT3M axunTtaH byp cucteMm Tyc bypTt HYYL YIr awurnaHa; Hyyu Yruur pgamkyynax, Guumx xagranaxeir X

JPUTNIOHO; T3H3TUWH WANranTyyn XWiiH3.

3) UNT-P-007-02 §5.4.1 — Hyyy yrunH x3p3rnas — EpeHxumn
vec=None fts=0.1333
X3p3rASrunminH TYBWHUIA Hyyy yr Hb “Maw Hyyy” aHrunang xamaapHa; 3agpyynaxryil, angarpaxaac C3pruiinx xamraanda; TYyTaM CONMbX

UAH3YUNHS .

(.venv) dashzeveg.b@Kafka-MAB:~/policy$ I



Usage 1 Policy & Procedure Result

* Formulate the relevant questions that must be asked, then provide clear answers based on the established
scoring criteria.

(.venv) root@afka-MAB:/home/dashzeveg.b/policy# ~C

(.venv) root@afka-MAB:/home/dashzeveg.b/policy# python3 search.py --gq "xamruiH roé& nuyuya" -k 3 --mode fts_only --debug
[DEBUG] DB _DSN: postgresql://unitel:unitelpass@localhost:5432/policies?sstmode=disableagssencmode=disable

[DEBUG] MODEL/DIM: text-embedding-3-small 1536

[DEBUG] mode: fts_only

[DEBUG] phrases: ['xamr roé nuuua']

[DEBUG] ¢_ts (to_tsquery): (xamr & roé& & nuuua)

[DEBUG] conn: ('unitel'. 'pbolicies')

A This 1s not related to Information Security Unit policy.

(.venv) root@ atka-MAB:/home/dashzeveg.b/policy# Jj

params = {
"g_ts":q_ts,
"g_vec": g_vec,
"wv'": args.wy, "wt": args.wt,
"prefilter": args.prefilter,
"threshold": args.threshold,
"k": args.k,
"sim_gate": args.sim_gate,
"fts_gate": args.fts_gate, - full text search



Usage 1 Policy & Procedure Code Section

* Responses will be systematically normalized and fine-tuned to ensure clarity, accuracy, and consistency

FALLBACK_MESSAGE = "4 This 1is not related to Information Security Unit policy."

#ommmm - Deterministic Mongolian normalizer + curated synonyms (NO AIL) ----------
(1] n n mn n n n n n n (1] n n n n n n )

_SUFFIXES = ( "II"IFIH","I:IH","HII‘IFI","Hbl","yyn","YYH","aap",":-)E)p","Taﬁ","T:—)ﬁ","ﬂ:—):—)p , pyy , pYY , FY-Te , 33¢C , an , an , n , T

def strip_suffix(t: str) -> str:
for s in _SUFFIXES:
if t.endswith(s) and len(t) > len(s) + 1:
return t[:-len(s)]
return t

def normalize_mn(text: str) -> str:
t = (text or "").strip().lower()
“.-WAH/-bH/-HUA/ -Hbl Bopnoro” - base word only
= re.sub(r"\b([a-sey&a-z0-9]+? ) (uiH|bH | HWA | HBI )\ s+6ognoro\b", r“\1", t)
drop bare “6opgnoro”
= re.sub(r"\b6ognoro\b", " ", t)
toks = [strip_suffix(tok) for tok in t.split()]
return " ".join(tok for tok in toks if tok)

# Curated SAFE synonyms

CURATED_SYNONYMS = {
"uaBap wups33": ["usBsp wmp3a", "uysesp panray”, “clean desk", "clean desk policy"],
# add more curated keys - list of phrases as needed




Usage 1 Policy & Procedure Fine-Tuning

* Normalization + synonym expansion (args.q) = builds the FTS query and embedding text.Embedding generation
— produces q_vec

Layer Model choice Fine-tune Method Why it helps

Stable, robust recall;
No — no need to
customize early

Embedding (ANN Strong multilingual
recall) embedder

Largest accuracy

bge-reranker / Pairwise/listwise

Reranker (CE) MiniLM CE Yes ranking gain; ilxes wrong
top-1
Handles
Query Rewriter 7—-8B instruct LLM Yes LOR.A SFT (+ Mongolian/English,
optional DPO) synonyms,

acronyms




Usage 2 Incident Response

Stage-1 classifier: XGBoost exported to ONNX, served via FastAPl + ONNX Runtime

Stage-2 LLM (conditional): call OpenAl with your strict JSON schema; keep prompts short, use

RAG from Postgres/Feast

Data Ingestion

* "Data Ingestion" {
Splunk » Kafka :
stream alerts
Socradar » Kafka
: Tl feed}

Processing & ML

Preprocessor :

normalize &
enrich
FeatureStore :
store features
MLService :
invoke
classification
API

Orchestration

Firewall : API
block calls
EDR : hash/IP
block & isolate
EmailGW :
sender/URL
block
BotService :
escalate
indeterminate

Monitoring & Feedback

log actions &
metrics

label alerts
FeedbackUI
ModelRepo :
add labeled
data



Usage 2 Incident Response Goal

To automate SOC level 1 with SOAR

SOC level 1 SOC level 2

Engineer

g Al analysis Tl analysis 2% (analysis &
All incident Y e Y / \ )

90% false positve 8% True positve respond if

l ! necessary

Auto block by API




Usage 2 Incident Response Result False Positive analysis

False Positive False positive rate was 98 %




Usage 2 Incident Response Result True Positive analysis

True positive rate was 90 %

Malicious

Incident

orig status

&= Al Analysis




Feedback

Feedback JSON (attach to every closed ticket)

{
"alert_id": "A-2025-09-001234",
"final_label": "FP | TP | BENIGN_BUT_NOISY | NEEDS_PLAYBOOK",
"model_decision": "FP | NEEDS_ANALYST | LIKELY_TP",
"model_confidence": 0.87,
"correct": true,
"error_code": "MISSED BASELINE | TI_OUTDATED | ASSET_ROLE_MISREAD | RULE_TOO_BROAD | INSUFFICIENT_CONTEXT |
OTHER",
"missing_enrichment": ["process_tree","dns_reverse","geoip","identity_risk"],
"allowlist_action": { "added": true, "scope": "rule+asset"”, "ttl_days": 30 },
"rationale_note": "Weekly backup caused SMB burst",
"model_version": "cls-2025-09-01_xgb; [Im-2025-08-28",
"timestamp_closed": "2025-09-02T10:12:33Z"

}



Feedback

Store feedback cleanly to Postgres and LLM fine-tune (slower loop, monthly/quarterly)

Training rows looks like

{
"input": "<SYSTEM+USER PROMPT WITH [ALERT_JSON] + [TOP-K CONTEXT]>",

"output": "{\"classification\":\"FP\",\"confidence\":0.84,\"key factors\":[\"known
baseline\"],\"required_enrichment\":[]}“

}

Effects

* FP + high confidence + non-critical - propose auto-suppress with TTL.
 New allowlist entry (scope + TTL) - update store.

* TI_OUTDATED error - refresh the specific feed.
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