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WHO AM I?



AGENDA
Defination of Security Operation  
Center

Endpoint security assessment

System and process monitor

Detection & prevention capability  
measure

Breach and attack simulation  

Detection coverage

Result



Security Operation Center

Security Operation Center (SOC) is a centralized function
within an organization employing people, processes, and
technology to continuously monitor and improve an
organization's security posture while preventing, detecting,
analyzing, and responding to cybersecurity incidents.



According to a study by the Ponemon Institute, 68% of organizations  
have experienced one or more endpoint attacks that successfully  
compromised data and/or theirIT infrastructure.

53% of organizations were hit by a successful ransomware attack in  
2021, and around 77% of those were hit more than once.

Virtual team, Red and Blue work together to improve the overall  
security of theorganization.

Goal - Red Team emulates adversary TTPs while blue teamswatch  
and improve detection and response policies, procedures, and  
technologies in real time.

Endpoint Security Assessment

https://webinarcare.com/best-endpoint-protection-platforms-software/endpoint-protection-platforms-statistics/

https://www.morphisec.com/hubfs/2020%20State%20of%20Endpoint%20Security%20Final.pdf


MITRE ATT&CK MATRIX RED ATOMIC TEAM



SYSMON

Sysinternals - System monitor v14
Windows
Linux - 2021

Process Create &Terminated

Powershell & cmd  
command

DNSQuery

CreateRemoteThread

File create &delete

Network connection

Registry Event

WmiEvent

FileBlockExecutable

https://github.com/SwiftOnSecurity/sysmon-config

Created by: Mark Russinovich and  
Thomas Garnier - Defrag tools

SYSTEM AND  
PROCESS MONITOR



We believe purple teams using VECTR is the  
best way to assess and validate cybersecurity  
detections and improve SOCcapabilities.

Open source
Planing and tracking Red team &  
Purple team

Create new assessment template  

Powerful report

Automated Adversary emulation

DETECTION & PREVENTION  
CAPABILITY MEASURE



VECTRDASHBOARD



VECTR USE CASE PANEL

Sigma



Document  
Managament

Overlap
Use case manage, tune  
Created time, Report



BREACH AND ATTACK  
SIMULATION



Server and agent python 3  
Rat wriiten in C#  
MongoDB
Web interface JavaScript

CALDERAARCHITECTURE



One team One dream

1. Process update
2. New tasks to assign
3. New ideas



STEP 1

ONLY SYSMON  

DETECTION

STEP 2

SYSMON + EDR  

DETECTION + BLOCKED

Detection coverage



RESULT

False positive  
Caldera, Vectr update



Thank you for your attention


