e .
LN
LN TN ""‘A’ o

T ?'t';‘g' TR pempal. : Il
Sy . - : o - . ]

F::=RTINET

FortiGuard Labs Threat Landscape Highlights
MNSEC 2018
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Top 5 Prevalent Attacks — Global

PHP.CGI.ARGUMENT.INJECTION

MS.11IS.WEBDAV.PROPFIND.SCSTORAGEPATHFROMURL.BUFFER.OVERFLOW

ORACLE.WEBLOGIC.SERVER.WLS-WSAT.COMPONENT.CODE.INJECTION

GENERIC.JAVASCRIPT.CRYPTOCURRENCY.MINING.SCRIPT

APACHE.STRUTS.2.JAKARTA.MULTIPART.PARSER.CODE.EXECUTION
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Top 5 Prevalent Malware — Global

MSOFFICE/CVE_2017_11882.B!IEXPLOIT
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RISKWARE/AGENT

VBA/AGENT.3E09/TR.DLDR
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Top 5 Prevalent Botnets — Global

ZEROACCESS

SALITY

ANDROMEDA

PUSHDO
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Top 5 Prevalent Attacks — Mongolia

ORACLE.WEBLOGIC.SERVER.WLS-WSAT.COMPONENT.CODE.INJECTION
MS.SMB.SERVER.TRANS.PEEKING.DATA.INFORMATION.DISCLOSURE |
PHP.CGI.LARGUMENT.INJECTION \

BACKDOOR.DOUBLEPULSAR

GENERIC.JAVASCRIPT.CRYPTOCURRENCY.MINING.SCRIPT
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Top 5 Prevalent Malware — Mongolia

W32/KRYPTIK.GGXMITR

RISKWARE/COINHIVE

ANDROID/HIDDAD.HYITR
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Top 5 Prevalent Botnets — Mongolia

GOZ|
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CAN YOU PATCH ‘EM ALL?

KNOWN VULNERABILITIES (CVEs)

103,786

IT’S KEY TO USE THREAT INTELLIGENCE
TO PRIORITIZE PATCHING

%
SAgngE ONLY5I70/0

EXPLOITS OF KNOWN VULNERABILITIES
WERE TARGETED




Applications +  Places + [ Terminal =

Terminal

File Edit View Search Terminal Help
msf exploit(
€ 9 (©)10178.178.3 e +$ & O

&5 Mos edv JlOffensive Security "8 Kali Linux & Kali Docs " Kali Tools = Exploit-DB W Airc pdKali Forums & NetHunter

Welcome!

The demonstrates a variety of use cases and tag usages. Essentially, the
application e ses various framework features in isolation. The Showcase is not meant as a "best

practices” example.

For more "by example” solutions, see the EESUNENeLTIT T 4




AGILE DEVELOPMENT IS ON THE LOOSE

AGILE DEVELOPMENT THIS MALWARE IS
USED IN CONJUNCTION MORE DIFFICULT
WITH POLYMORPHISM TO DETECT

* A NEW RANSOMWARE SECURITY
TOOL WAS NEGATED
WITHIN 48 HOURS OF RELEASE




THREAT RESEARCH

GandCrab 2.1 Ransomware on the
Rise with New Spam Campaign

By Jasper Manuel, Joie Salvio, and Rommel Joven | April 25, 2018

Over the past few days, FortiGuard Labs has been observing a surge in an e
This article provides a basic overview of this malicious campaign, and points|

‘Spam Campaign

The image below is a screenshot from our KTIS (Kadena Threat Intelligence §

a GandCrab v2.1 sample being delivered as a payload.

THREAT RESEARCH

GandCrab V3 Accidentall
Systems with New ‘Ch
Wallpaper’ Feature

By Joie Salvio | May 04, 2018
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GandCrab is one of the most talked about ransomware families this year primarily due to its increasing distribu
previous article. At the end of last month, FortiGuard Labs discovered a new spam wave from the same campal

GandCrab v3.

THREAT RESEARCH

GandCrab V4.0 Analysis: New
Shell, Same Old Menace

By Joie Salvio | July 09, 2018

I he new GandCrab v4.0 was seen just a few days ago targeting ust
Malicious pages are currently being injected into legitimate websit]

It has been over two months since GandCrab has undergone a major up
structure, its major purposes are practically the same. While some of thg
place. Noticeably, the wallpaper change that had been added in the pre
biggest change, however, is the switch from using RSA-2048 to the mud
by the Petya ransomware in the past. Furthermore, it has done away wit|
means it is now able to encrypt users that are not connected to the Inte!
Note: Thanks to David Maciejak, Director of FortiGuard Research Team,
Note: Read previous research on this topic.

Compromised Websites Serve GandCrab V4.0

The malware was reportedly seen being distributed through compromisg

WordPress is a favourite target of exploitation. In fact, for this latest reled

pages (a few of which are shown in the figure below).

Magorzata Stachurska

In this new version, following in the footsteps of past infamous ransomware families such as Locky and Sage, this latest version now also changes
the wallpapers of its victims. However, when we analyzed this new feature we found a bug that can be detrimental to its goals, as well as more

frustrating to its unfortunate victims.

New Spam Wave, Same Old Tricks

The attack chain is practically the same as the one discussed in our previous article. Only this time, it uses Visual Basic Scripts as downloaders

instead of Java Scripts.

THREAT RESEARCH

GandCrab v4.1 Ransomware and
the Speculated SMB Exploit
Spreader

By Joie Salvio | July 12, 2018

O nly two days after the release of GandCrab 4.0, FortiGuard Labs found a newer version (v4.1) being distributed using the same method,
which is through compromised websites disguised as download sites for cracked applications.

With this new version, GandCrab has added a network communication tactic that was not observed in the previous version. In addition, we will be
sharing our analysis of currently circulating reports concerning an alleged “SMB exploit spreader” threat.

Network Communication

http://{host1}/../..] ..
http://thost2}/../..] .
Encrypted Victim Data A ———
http://{hostd}/../..] ..

http://{host5}/../../ ..

@_.

Figure 1 Malware sends

This new version of the GandCrab malware contains an unusually long hard-coded list of compromised websites that it connects to. In one binary,
the number of these websites can go up to almost a thousand unique hosts.

To generate the full URL for each host, a pseudo-random algorithm is used to choose from sets of pre-defined words. The final URL is in the
following format (e.g. www.{host}.com/data/tmp/sokakeme.jpg):

http://{host}/ {word1}/ {word2}/ {fname}. {extens

F RTINET 18



DRUPAL EXPLOIT LED

TO CRYPTOJACKING

10T DEVICES
SERVE AS A BASE
FOR CRYPTOJACKING

ax [
Yo\

“DRUPALGEDDON 2” ESPECIALLY POPULAR
DETECTIONS SHOWED CRYPTOJACKING TARGETS ARE
A THOUSAND-FOLD MEDIA DEVICES DUE TO

INCREASE OVER 24 HOURS POWERFUL GPUS



Web Honeypot

————————————————————————————————————————————————

Drupal CMS deployed on a Linux Instance "/Public \‘
!' Cloud FortiGate ‘:
: NGFW i
FortiGate NGFW in Monitoring Mode !
FortiAnalyzer for Centralized Reporting i ) i
5 VMe i
\ Drupal CMS FortiAnalyzer /"

e 578 P
—————————————————————————————————————————————
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Applications v Places v © Firefox ESR « Mon 15:34 w ) O~
Welcome to AWESOME ONLINE SUPERMARKET | AWESOME ONLINE SUPERMARKET.. @ @

@ Welcome to AWESO.. x | + File Edit View Search Terminal Help
Downloads/Drupalgeddon2# l

€ ©]10.178.178.4 v w8 »

k
f5]Most Visitedv [l Offensive Security S Kali Linux "% Kali Docs “& Kali Tools # Exploit-DB

7 AWESOME ONLINE SUPERMARKET

o
S

Welcome to AWESOME ONLINE SUPERMARKET

No front page content has been created yet

Follow the User Guide to start building your site.

Search

= =
MNantant
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Add Filter (Of A All Devicesw (© Custom... v May 02 To May 07

Category Threat Level

Drupal.Core.Form.Rendering.Component.Remote.Code.Execution
Oracle.WebLogic.Server.wls-wsat.Component.Code.Injection IPS
MS.1IS.WebDAV.PROPFIND.ScStoragePathFromUrl.Buffer.Overflow IPS: CVE-2017-7269
Apache.Struts.2.Jakarta.Multipart.Parser.Code.Execution IPS
Linksys.Routers.Administrative.Console.Authentication.Bypass IPS

@drupalserver:/var/log/apachel# netstat -ntap

dctive Internet connections (servers and established)

Froto Recv-0 5end-0 Local Address Foreign Address State FPID/Program name

tcp 0] HEES 2 0.8.0. 0:* LISTEN 1013/ ==shd

tcp (2 B 127.0.0.1:3306 0.0.0.0:* LISTEN T30 S mysald

tcp [ 2 251 ST SIS ESTABLISHED 9

tcp 0] 296 22 54787 ESTABLISHED 13686/sshd:. ubuntu

tcpt 2 [ i el LISTEN 10137/ sshd |
tcpb 0] R =10 Sl s LISTEN SEE9,

/| ® J €] = = B aa

Time SrcPort DstPort Length Protocol Info

2018-05-06 :44:14.340030 37380 53 DNS Standard X 5 S — - — — — — — — — —————————————————————— - ________
2018-05-06 :44:14.340070 37380 53 DNS Standard 0x7969| A pool.minexmr.com

2018-05-06 :44:14,.340096 37380 53 DNS Standard 0x80al| AAAA pool.minexmr.com

2018-05-06 :44:14.340101 37380 53 DNS Standard 0x80al\AAAA pool.minexmr.com

2018-05-06 :44:14.344263 53 37380 DNS Standard response 0x7969 A pool.minexmr.com A .
2018-05-06 :44:14.345626 53 37380 DNS Standard response 0x80al AAAA pool.minexmr.com.v\'LQ
2018-05-06 :44:14,347338 53 37380 DNS Standard response 0x7969 A pool.m%nexmr.com A §§@
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X

sorteosrd.com

&Y Process Explorer - Sysinternals: www.sysinternals.com [gavin-PC\gavin]

IR Y )

N

== FoE

== Top ‘% Windows Task Manager
File Options View Help

Applications | Processes | Services | Performance | Networking | Users

CPU Usage CPU Usage History

Physical Memory Usage Histor

Physical Memory (MB) System

Total Handles 15173

Cached Threads 625

Available Processes 42

Free Up Time 0:00:20:08
Commit (GB) 2/15

Kernel Memory (MB)

Paged i -
Nonpaged 4 Resource Monitor...

Processes: 42 CPU Usage: 4% Physical Memory: 25%

Transferring data from snippets.cdn.mozilla.net...

Process CPU  Private Bytes Working Set

B | System Idle Process 86.04 0K 24K
| System 0.39 264K 13,192K
| csrss.exe <0.01 2128K 4324K
# | wininit exe 1464 K 4452K
B | csrss.exe 0.80 2092K 7652K
# | winlogon exe 2732K 7072K

-, explorer.exe 22860 K 46,328 K

2y procexpb4 exe 12432K 23312K

- @ firefox exe 109.432K 151632K
@ firefox exe 75640 K 104,308 K

@ firefox exe 26,004 K 50,300 K

@ firefox exe 2292K 38.540 K

- &8 taskmgr exe . 2,756 K 8844K

<

PID Description
0
4
340
376
392
452
2024 Windows Explorer
536 Sysintemals Process Explorer
1572 Firefox
1968 Firefox
688 Firefox
2672 Firefox
3384 Windows Task Manager

CPU Usage:1396% Commit Charge: 16.80% Processes: 42 Physical Usage: 25.84%
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® FortiGuard Labs T s R Resourres
FortiGuard Labs
Global threat research and response
ZERO-DAY RESEARCH Forinct Do ey
Browser UnQuoted Service Path

Fortinet Discovers Naver Whale Browser UnQuoted Service...
FGVD-12-027 (Naver] - Jun 28, 2012

Fortinet Discovers Naver Whale Browser DLL Preloading...
FGD-17-189 (Naver) - Jun 28, 2012

Fortinet Discovers Tresorit for Windows DLL PrelLoading...
FG-VD-12-053 (Fresorit) - Jun 26, 2018

Fortinet Discovers VyprVPN Unquoted Service Path Privilege...
FG-VD-12-049 (Golden Frog] - Jun 22,2018

Fortinet Discovers Unprotected Wi-Fi Credentials in...
FG-VD-12-074 (Shenzhen Lingan Intelligent Technolazy) - Jun 22, 2012

Fortinet Discovers Telesquare SDT-CS3B1/SDT-CW3B1 Backdoor...

FGVD-12-106 (Felesquare ] - Jun 20,2018

Fortinet Discovers Microsoft Windows Webservices Library...
FG-VD-12-003 (Microsoft) - Jun 12, 2018

Fortinet Discovers Microsoft Windows Code Integrity...
FG-VD-12-013 (Microsoft) - Jun 12, 2018

On a AV
CERTIFICATIONS =

Vulnershility

*' THREAT BRIEF

FortiGuard Threat Intellizence Brief -

e 29,2018
ANTHVIRUS Ereunsgs
5PA433
MOBILE SERVICE Ereunsgs
57433
INTRUSION PROTECTION Lamasge
13403
APP CONTROL Fdmase
13405
ANTH-SPAM Theuwnsgs
10036272
WEEFILTER Theun s
2045420
WEBSECURITY Ldmasgs
aocais
ENDPOINTVULNPROTECTION  19dmasas
1145
NTERNET SERVICES DE Fdmasge
500290
BOTNET IP REPUTATION DB FLETPY
4357
NDICATORS OF COMPROMISE Ldmas

oooe

FortiGuard Labs @ fortiguard.com
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NSS Labs 3"-Party Testing

NGIPS

RECOMMENDED

AEP
ORI

ADVANCED ENDPOINT PROTECTION

RECOMMENDED

A A
FORTINET
FortiWeb-3000 v5.5.5

WEB APPLICATION FIREWALL

RECOMMENDED

BP

RECOMMENDED

9

Recommendations

out of 9!

SD-WAN

FortiGate 61E v6.0.1 GA Build 5068
SOFTWARE DEFINED WIDE AREA NETWORK

RECOMMENDED
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