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FortiGuard Labs Threat Landscape Highlights
MNSEC 2018
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2018 Threat Landscape Predictions
FortiGuard Labs
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FortiGuard Labs Threat Telemetry
Global and Mongolia – 2018 (Thus Far)
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Top 5 Prevalent Attacks – Global
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Top 5 Prevalent Malware – Global
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Top 5 Prevalent Botnets – Global
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Top 5 Prevalent Attacks – Mongolia
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Top 5 Prevalent Malware – Mongolia
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Top 5 Prevalent Botnets – Mongolia
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Quarterly Threat Landscape Report
Q2 2018
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CVE-2017-5638 – Apache Struts 2 RCE
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VM
Drupal CMS

Drupal CMS deployed on a Linux Instance

FortiGate NGFW in Monitoring Mode

FortiGate
NGFW 

FortiAnalyzer

FortiAnalyzer for Centralized Reporting
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CVE-2018-7600 - Drupal RCE
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Server Side Cryptojacking



23

Client Side Browser Based Cryptojacking
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FortiGuard Labs @ fortiguard.com
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NSS Labs 3rd-Party Testing

9
Recommendations 

out of 9!

Independent Testing

WAFBDS

NGIPS

BPS

DCSGDCIPS

AEP

NGFW

SD-WAN
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