A

ForeScout

Transforming Security Through
Visibility

Jargal.B

September 2017




Cybersecurity Trends

No Immunity

72% of the G2K companies
surveyed had 5 or more security
incidents in the last 12 months.

Source: Continuous Monitoring and Threat Mitigation
with Next Generation NAC, Frost & Sullivan

Average annual cost
of security incidents

50.7

million

s2.1

million

< 10,000
records

Source: 2016 Cost of Data Breach Study:
Global Analysis, Ponemon Institute

> 50,000
records

Regulatory mandates

FOog

ForeScout | 3



IT Security Challenges

KrebsonSecurity YAHOQ!
620 GB DDOS Attack Half a Billion V
Attackers used unsecure routers, Disabled the ar’
DVRs and cameras machines

Top 10

vulnerabilities exploited are
more than a year old

Eddie Bauer
350 Stores

US and Canada stores
breached. Used
internal computer
systems that are
connected to PoS

Source: HP Security Research. Cyber
Security 2016; page 32
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IT Security Landscape

Less than 10%o of new devices connecting to * 66 /0

corporate environment will be manageable tb’ :
traditional methods of all netyvorks will have an
loT security breach by 2018

IDC

i

2010

Source: Gartner, Bl Intelligence, Verizon, ForeScout Vo
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IT Security Landscape
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More staff’

Sec”

85%

of IT device management
activities will be automated by
2021 due to exponential growth in
IT devices; increase from the less
than 5% today.

Sr

Gartner
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ForeScout
Solution
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Control
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Orchestrate
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IT Security — With ForeScout
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splunk> I Check Point SOPHOS @) Mobilelron rogue devices.

Firewall SIEM Endpoint Patch

Control network access based on
user, device, policy

OO DO O D
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BYOD Devices Corporate Devices loT Devices Rogue Devices

Trigger update and patches on
managed endpoints

Detect transient devices and
trigger real-time vulnerability scans

Automate enrollment for guests
and BYOD including mobile
devices

Rapidly respond to incidents,
without human intervention
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IT Security — With ForeScout
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BYOD Dewces Corporate Devices

Rogue Devices

loT Devices

See corporate, BYOD, loT,
rogue devices.

Control network access based on
user, device, policy

Trigger update and patches on
managed endpoints

Detect transient devices and
trigger real-time vulnerability scans

Automate enrollment for guests
and BYOD including mobile
devices

Rapidly respond to incidents,
without human intervention
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IT Security — With ForeScout
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and BYOD including mobile
devices
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without human intervention
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IT Security — With ForeScout
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IT Security — With ForeScout
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IT Security — With ForeScout

(i@ Security @ ={; Bromium" ) TREND.
en i @ RAPID? ' <hmesotvare | e
3 Check Point f’)tenable v/ Symantec ERemedy’ XenMobile
heck Point e ) P Retwork sectity .
ArcSight <O FireEye (intel) securityw airwatch
o CheckP Y @ auans B Microsoft e See corporate, BYOD, loT,
splunk> 15 Check Point SOPHOS @) Mobilelron rogue devices.
Firewall SIEM Endpoint Patch

Control network access based on
user, device, policy

Trigger updates and patches on
managed endpoints

NN NNNN.

Internet
(D]
G

@00 6008 6

BYOD Devices Corporate Devices loT Devices Rogue Devices

Detect transient devices and
trigger real-time vulnerability scans

Automate enrollment for guests
and BYOD including mobile
devices

Rapidly respond to incidents,
without human intervention

FOog

ForeScout | 16



A

ForeScout

Technical Competitive Overview
— Cisco ISE




Why Customers Choose ForeScout

1. Visibility
@ v Continuous monitoring
v/ Agentless deployment

\ 2. Time-to-Value
v Rapid installation

v/ Existing IT systems

E ? 3. Orchestration
v/ Fragmentation reduction
v/ Automated response
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2016 Awards and Recognition

Gartner

Gartner loT Security
Market Guide
Gartner, 2016

Gartner

Gartner NAC Market Guide
Gartner, 2016

JPMORGAN
CHASE & Co.

JP Morgan Chase Hall of Fame
Innovation Award for Transformative
Security Technology
JPMC, 2016

r

N

Excellence Award for Threat
Solutions
SC Magazine, 2016

Forbes @i

_C.rT:b_

Cloudi100

Cloud100 World’s Best Cloud
Companies
Forbes, 2016

Computer Reseller News Top
Security Company
CRN, 2016

500

Technology Fast 500
NORTH AMERICA

Deloitte’s Fastest Growing
Companies in North America
Deloitte, 2016

Inc. 5000
Fastest Growing Companies
Inc. 5000, 2016

20 Fastest Growing Security
Companies
The Silicon Valley Review, 2016

) De®
o8 nCﬂ”lGlyZe

9 Hot Cybersecurity Startups
Nanalyze, 2016
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Acronym Glossary

AAA Authentication, Authorization and Accounting HIP Host Information Policy [Palo Alto Networks] OVAL Spen Vulnerability and Assessment SYSLOG System Log
- anguage :
ACL Access Control List HIPAA Health Insurance Portability and Accountability 05 Operating System TACACS é‘zrr:’t‘r'glals';g::f Controller Access
: Act
ACS Access Control Server [Cisco N
— - f ! HITECH Health Information Technology for Economic oT Operational Technology TAM Threat Assessment Manager [FireEye]
API Application Programming Interface and Clinical Health pop S TAP Threat Analytics Platform [FireEye]
ARP Address Resolution Protocol HPS Host Property Scanner TCO Total Cost of Ownership
i PAM Privileged Access Management i
ATD Advanced Threat Delectloln 1aas e 65 6 Sas oS 9 9 TIP Threat Intell'lgence PI?tform
ATP Advanced Threat Prevention 5 T o Palo Alto Networks Operating System 7.x 32/; Bscler Bet}as\nolrli\galytlcs
AWS Amazon Web Services : niversal senalbus
BYOD Bring Your Own Device IDaas Identity as a Service RC Personal Computer VA Vulnerability Assessment
CA Certificate Authority M Instant Messaging PCI Payment Card Industry vFW Virtual Firewall
CASB Cloud Access Security Broker 10C Indicators of Compromise PKI Public Key Infrastructure UBA User Behavior Analytics [Splunk]
c&cC Command and Control i0s iPhone Operating System [Apple] pxGrid Platform Exchange Grid [Cisco] USB el el Bis
EEE gf)mm;n ConﬁguratioZ‘Enumeration loT Internet of Things RADIUS Remote Authentication Dial-In User Service VDI Virtual Desktop Infrastructure
isco Express Forwardin ] ]
E .g P Iieme: Preless] Reauth Reauthorization VM Virtual Machine
CIs Center for Internet Security, Inc. - -
- - - i i i RTU Fanee Tmitel Uit VPN Virtual Private Network
CMDB Configuration Management Database ISE Identity Services Engine [Cisco] WAF Web Application Firewall
CoA Change of Authorization T . SANS System Administration, Networking, and il
9y Security Institute WAP Wireless Application Protocol
CPPM ClearPass Policy Manager : P - - :
oPU e Crre T ITAM Information Technology Access Management Saas SafiwED 65 8 S XCCDF 'I[;t;zCEriT)tteig:lt;l(;—,‘rrCnZFflguratlon Checklist
ITSM Information Technology Service Management
csc Critical Security Controls VAR Mac Authentication Bypass SCADA Supervisory Control and Data Acquisition XML Extensible Markup Language
CVE Common Vulnerabilities and Exposures i i i
_ N p MTP Mobile Threat Prevention [FireEye] SCAP Security Compliance Automation Protocol
- - MTTD WD e (@ DE s SCCM System Center Configuration Manager
DHCP Dynamic Host Configuration Protocol SDN Soft Defined Network
. MTTR Mean Time to Resolution GUSTENS DS NS
DLP Data Loss Prevention N R
’ SGT Security Group Tags [Cisco]
DNS Domain Name Server I potarpicatlc " -
e 3 7 3 ; SGT Security Group Tags [Cisco]
. " etwork Access Control
EDR Endpoint Detection and Response SIEM Security Information and Event Management
i ili NAT Network Address Translation
EMM Enterprise Mobility Management SNMP Simple Network Management Protocol
EPP Endpoint Protection Platform NERC North American Electric Reliability Corp.
. SOX Sarbanes-Oxley
FERC Federal Energy Regulatory Commission NetBIOS Network Basic Input/Output System
FW Firewall NGEW NowCamrmitn Favel SQL Structured Query Language
GCP Google Cloud Platform NIC Network Interface Card SSID Service Set Identifier 21
National Institute of Standards and ; ; / N
GUI Graphical User Interface NIST Technology S50 SinglelSionion \:/
Nmap Network Mapper STIG Security Technical Implementation Guide ForeScout |




