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Russia Ukraine war
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CNMF Discloses Malware in Ukraine

Original release date: July 21,2022
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U.S. Cyber Command’s Cyber National Mission Force (CNMF), in close coordination with the Security Service of Ukraine, has
released a list of indicators of compromise (I0Cs) of malware seen in Ukraine. According to CNMF, “Ukrainian partners are
actively sharing malicious activity they find with us to bolster collective cyber security, just as we are sharing with them.”

CISA encourages users and administrators to review U.S. Cyber Command’s press release, Cyber National Mission Force
discloses 10Cs from Ukrainian networks, as well as their VirusTotal= fand GitHub= pages for more information. See Mandiant’s
report, Evacuation and Humanitarian Documents used to Spear Phish Ukrainian Entities= , for additional information.
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New sample ingested Daily: 5]
2M+ file | 400k+ sandbox |
3M+ URL | 1M+ IP Address | 25M+ domain

Global data source: www.virustotal.com/qui/stats
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SUSPICIOUS FILE DETECTED
mkSandboxService.exe
MACHINE X | USER A

Google Cloud


https://www.virustotal.com/gui/file/8ce219552e235dcaf1c694be122d6339ed4ff8df70bf358cd165e6eb487ccfc5/detection

SUSPICIOUS FILE DETECTED
mkSandboxService.exe >11/72
MACHINE X | USER A
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https://www.virustotal.com/gui/file/8ce219552e235dcaf1c694be122d6339ed4ff8df70bf358cd165e6eb487ccfc5/detection

What was the Is this an APT /

distribution vector O-Day attack
Who's behind What are the What malware
this cyberattack C&C servers family I'm facing

SUSPICIOUS FILE DETECTED
mkSandboxService.exe >]3/72
MACHINE X | USER A

What techniques did Are there any other indicators

the attackers use | should know about
Can | do anything to What are the Could this be a
detect future attacks? attackers motivations false positive
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Security News This Week: North Korea’s Lazarus Group Was Behind
$540 Million Ronin Theft

North Korean Hackers Use Fake Job Offers to
Deliver New macOS Malware

North Korean state-sponsored hacker group
Lazarus adds new RAT to its malware toolset

Lazarus has used the new remaote access Trojan in campaigns that exploit the Log4Shell
vulnerability and target energy companies.

LAZARUS GROUP

Lazarus Group is a cybercrime group made up of

an unknown number of individuals run by the

North Korean state.

Google Cloud



1000+

56% of Large Companies Handle
1,000+ Security Alerts Each Day

For 70% of IT security professionals, the volume of security alerts
has doubled in the past five years.

Google



Are we ready to deal with 2000
alerts per day in 5 years?
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Wi VirusTotal Hunting

VirusTotal is the proud home of YARA

Victor M. Alvarez @plusvic - Sep 22, 2016

YARA is an ancronym for: YARA: Another Recursive Ancronym, or Yet
Another Ridiculous Acronym. Pick your choice.

1 8 O 14

Created by Victor Manuel Alvarez, VT engineer

£Y Google Cloud
Z VirusTotal
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VTHUNTING

VirusTotal Hunting

Apply Yara rules (Retrohunt) to hunt
back-in-time, across all submitted
samples in VirusTotal

Create LiveHunt rules to get alerts on
newly submitted samples. Hunt for
not-yet-detected matches, or
under-the-radar variants.

£Y Google Cloud

New retrohunt job

100 %

100 %

100 %

100 %

100 %

Finished

Finished

Finished

Finished

Finished

Help ~

New YARA ruleset

Templates

Add different templates to your ruleset
and make the most out of Yara.

Filter by name, category, descriptic

URLs matching a pattern that
downloads a PE file for first time

campaign-iocs Add +

New URLs serving certain hash

campaign-iocs Add +

New URL with a pattern serving
anew file

campaign-iocs Add +

/%
Network Livehunt YARA ruleset template

Learn more about writing network Livehunt YARA rules at
https://developers.virustotal.com/docs/nethunt.

Network Livehunt allows you to match URLs, domains and IP addresses
reports. In the case of URLs, you can also match the downloaded
contents, as if it was a regular file.
A ruleset is a collection of one or more Livehunt rules. A ruleset containing 3
YARA rules will consume 3 Livehunt rule credits. 2 rulesets, one containing 2
YARA rules and another one containing 3 YARA rules, will consume 5 Livehunt
rule credits.

*/

import “vt*

rule url_template
{
meta:
author = ""
description = ""
target_entity = "url"
condition:
vt.net.url.new_url and
vt.net.domain.raw == "example.com"

> ] VirusTotal
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Il VirusTotal Hunting
VTHUNTING

Tracking entire corpus
going forward on newly
submitted files

Live Hunt

RetroHunt

Retrospectively
hunting corpus
backward up to 12
months

£Y Google Cloud
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VirusTotal Hunting

VTHUNTING

VT Corpus Dataset
- B
y @3 W

VT Hunting Rule

Detected Results

\
“.
XL
L EXE

VT YARA Module

Matched on ~ Source type ~ Matched on (Desc) ~ Export ~ Actions ~ ] @ - 7 -
© Clear current search query, filters, and sorts
Source Detections Size First seen Matchedon  Submitters
@ © Mzahpp.apk 31/65  68384KB 4 2
android  telephony  reflection  apk —
@ © Alzahpp.apk 31/65 683.84 KB 4 2

<

android  telephony  reflection  apk

[

27FQ48EDBOTCB55A4B028BD837ACBDBF A222CCA6F 483951713641 FADF7892098

() @ © (1068).apk 38/65 48210 KB 10 -
android sends-sms reflection apk telephony persistence

27F@48EDBRTCB55A4B028B0837ACBDBF A222CCA6F 483951719641 FADF7892098

@ © (1868).apk 38/65 48210KB 10 -
android sends-sms reflection apk telephony persistence

£Y Google Cloud
VirusTotal



https://github.com/Cisco-Talos/IOCs/blob/main/2022/11/Emotet_hashes.txt
https://github.com/Cisco-Talos/IOCs/blob/main/2022/11/Emotet_hashes.txt

rel . .
Wi VirusTotal Hunting : Use Case

There are a number of use cases for using YARA with VT Hunting:

e Identify and classify malware
e Find new samples based on family-specific patterns
e Incident Responders can deploy YARA rules to identify samples and compromised devices

e Proactive deployment of custom YARA rules can increase an organization’s defenses

£Y Google Cloud

Z VirusTotal



|"°'|. ) . 2 VirysTotal
I VirusTotal Hunting : Update avirustotal
VTHURTING Today we announce YARA Netloc, a new feature extending YARA's
supported entities from traditional files to network infra, including
domains, URLs and IPs. This opens endless possibilities for hunting and

|n July we have release YARA monitoring. All details here, by @leximagination:

. blog.virustotal. /2023/07/action...
Netloc that extends YARA detection it o o
to network based 1oCs (E.g. IP - § i

Add differnt tempiatos 10 your nueset and

add resses, URLS, Domain, etc) in ”"":'\::;:;ULE, LIVEHUNT, NETLOC, YARA
VT Corpus dataset. Actionable Threat Intel (IV) - YARA beyond files: extending rules to network
loCs

MONDAY, JULY 24, 2023 | ALEXANDRA MARTIN

We are extremely excited to introduce YARA Netloc, a powerful new hunting feature that extends YARA supported
entities from traditional files to network infrastructure, including domains, URLs and IP addresses. This opens

723 endless possibilities and brings your hunting to awhole new level. Let's get started!

£Y Google Cloud

Z VirusTotal



{3 VT YARA Netloc : Kimsuky Behaviour

VTHUNTING

e Depending on the importance level of the
campaign, threat actors may consider reusing
their assets

e Example : Kimsuky’s usage of config.php
between different URLs

e Hash of config.php :
256fa5009e8e82258876325b7d36f41cc3e74
e85627663206b042eec8736ceba

£Y Google Cloud

SentinelONe i, —
Reused Characteristics of Infrastructure - APTs

Even our more interesting APTs can be tracked in similar reuse of characteristics across their
campaigns. Let’s take a look at Kimsuky, one of a number of North Korean attributed threat

actors we actively monitor.

In May of this year, we wrote about Kimsuky evolving_reconnaissance capabilities in a new

global campaign, which was an interesting campaign making use of a new malware component
we call ReconShark. In some of the malicious URLs, we can see the actor making use of a
config.php file, reusing a small script for warning to enable JavaScript and acting as an input

for credential theft functionality.

Kimsuky’s config.php
Reference : https://www.sentinelone.com/blog/illicit-brand-impersonation-a-threat-hunting-approach/

Z VirusTotal




RULESETS

New Livehunt Ruleset «

New ruleset to get files

1
12
VTHUNTING

VT YARA Netloc : Kimsuky Behaviour

e \With the hash, we can now monitor if there is

any new URLs that serve the same php file New ruleset to get URLs

15 import "vt"
. . New| 16
e You can make use of Netloc functions in VT ° [l tengiete
New| 19 meta:

module when using YARA rule editor B | Sexertphion e
22 target_entity = "url"
23 condition:
24 vt.net.url.new_url and
25 vt.net.domain.raw == "example.com"
26 vt.net.url.l
27 B /2 analysis_stats

52 categories

/2 communicating_file

5o cookies

/2 downloaded_file

E] embedded_resources
/2 favicon

/2 first_submission_date
/2 hostname

E] html_meta_tags

A2 html_title

£Y Google Cloud S

Z VirusTotal
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VT YARA Netloc : Kimsuky Behaviour

= | Kimsuky YARA ruleset |

Eq Templates

Add different templates to your ruleset

e You can also make use of templates within o anmake the mostout o Yara

YARA rule editor

Filter by name, category, descriptic

URLs matching a pattern that

e This reduced time required when writing downloads a PE file for frst time

YARA rules or lookup of YARA rule format

£Y Google Cloud

campaign-iocs Add +

New URLs serving certain hash
campaign-iocs Add + 1
rule APT_Kimsuky_config_php {
meta:
description = "New URLs serving certain hash"
author = "virustotal"
target_entity = "url"
condition:
vt.net.url.new_url and
vt.net.url.downloaded_file.sha256 == "256fa5009e8e82258876325b7d36f41cc3e74e85627663206b042eec8736ce64‘
H

Z VirusTotal




VT Reference
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V%‘ JPCERT usage of VT for Malware Analysis Automation
e JPCERT setup an automated Malware JPCERT CCb . JPCERT/CC E
>C Eyes
Analysis Operations (MAOps) :

Top > List of “Security Technology” > Automating Malware Analysis Operations (MAOps)

e As part of the automation, VT APl was used

ucone §AR FH (Shusei Tomonaga) January 10, 2023

download |OCs for analysis Automating Malware Analysis Operations

(MAOps)

5 Use Cases =

| believe that automating analysis is a challenge that all malware analysts are working on for more efficient daily incident investigations. Cloud-based
technologies (CI/CD, serverless, laC, etc.) are great solutions that can automate MAOps efficiently. In this article, | introduce how JPCERT/CC

H » automates malware analysis on the cloud, based on the following case studies.
Malware C2 Monitoring
. 1. Malware C2 Monitoring
M a IWa re H u ntl ng 2. Malware Hunting using Cloud

3. YARA CI/CD system

YARA CI/CD system 5 ey Forondion G+
Surface Analysis System
Memory Forensic

ok~ wbh =

By Shusei Tomonaga
Reference : https://blogs.jpcert.or.jp/en/2023/01/cloud_malware_analysis.html

£Y Google Cloud

Z VirusTotal
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In one of their use case (C2 monitoring),
JPCERT downloads I0Cs from VT, performed
an analysis and if determined to be malicious,
reports to SafeBrowsing.

This provides a positive feedback loop to all

users (Future prevention)

£Y Google Cloud

= JPCERT: Malware Analysis Automation

Get PHP content from VT

Check C2

Get redirect URL form C2

Report to Google safe browsing

Blocked by web browser

@ Figure 1 — JPCERT/CC's lucky visitor scam C2 server monitoring flow.

aws VS O GitHub
@ EventBridge OPublic
Event Grrpush]
B K PutloC . E Get loC Git push :
0 Git checkout E
VirusTotal \
ki, Lambda GitHUb Actlons Private
| e f ___________________________ '
l Get HTML content Reponl
CINS CINN OIND
G2 Google Safe Browsin:
_ =EE o

@ Figure 2 — JPCERT/CC's lucky visitor scam C2 server monitoring system.

Reference : https://blog.apnic.net/2023/09/13/how-jpcert-cc-automates-malware-analysis/

Z VirusTotal




> ]Use cases by Team

- Security Automation team -

Automatic alert triage via APl interaction or
one-click integrations

Security telemetry enrichment,
continuously via feeds + APl lookups
Context-driven security orchestration,
through your SOAR or custom via API

- Incident Response team -

Root cause analysis and attack chain
exploration

Forensic analysis and breach containment
loC-driven SIEM threat hunting to
understand breach breadth

- Anti-abuse team -|

Corporate infrastructure abuse detection
& digital asset monitoring

Brand impersonation detection - fake
apps, online lures and others

Scoring of IP addresses interacting with
your services

£Y Google Cloud

- SOC/CERT -

True positive confirmation and false
positive discarding

Contextualization of observables found in
alerts

Incident campaign loC identification for
preventive & remediative actions

- Malware Analysis team -

Automatic dynamic analysis to understand
unknown files

Static dissection of weaponized
documents to reveal final payloads
Classification and attribution via genetic
analysis with n-gram searches

- Red team / Pentesting team -

Blackbox reconnaissance & passive
fingerprinting

Breach & attack simulation emulating
adversary TTPs

Security stack validation to identify
blindspots and mistaken setups

- Threat Intelligence team -|

Discovery of unknown threats to
complement existing defenses
Campaign monitoring to preventively
block malicious infrastructure

Threat actor tracking for proactive TTP
hunting & situational awareness

- Anti-fraud team -

Identification of phishing campaigns &
counterfeiting sites targeting your org
Mitigation of banking and identity theft
trojans against your company
Interception and study of phishing kits
and C2 panels for the above

- Vulnerability Management team -

Vulnerability prioritization & smart
risk-driven patching strategy
In-the-wild vulnerability weaponization
monitoring

Threat landscape exploration from a
vulnerability exploitation perspective



> ] Vision: Be Mongolia Cyber Tl Sharing Platform

*

Welcome Mongolian own AV engine to be part of VT engines in the
future

%* Welcome Mongolia different agencies to share Zero-Day with VT, like
MBA

% Welcome Mongolia Public and Private sector companies to share
samples through VT

& Google Cloud
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THANK YOU!
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