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VirusTotal History



World-largest 
threat observatory

• Massive amounts of data, instantaneous searching

• Any kind of threat observable (files, URLs, domains, IPs)

• Multi-angular detection (AVs, whitelists, sandboxes, etc.)

• Unparalleled history, going back to 2004

• Diverse, global, crowdsourced, real-time, actionable

19
YEARS

Observations going 
back to 2004

3M+
MONTHLY USERS 
sourcing data

45/71

70+ Antivirus
90+ URL blocklists

20+ Sandboxes
30+ Crowdsourced 

YARA, SIGMA, IDS repos
~ 100K Crowdsourced rules

6B+ URLs
6M+ URL analyses 

per day

5B+
Domains

170B+
pDNS

Resolutions

232
COUNTRIES 

submitting files

50B+ files
Any file type: peexe, php, apk, 
powershell, ios, mac, lnk, etc.  

2M
Analyses
per day

1.5B+
Sandbox
reports



New sample ingested Daily: 
2M+ file   | 400k+ sandbox
3M+ URL | 1M+ IP Address | 25M+ domain

Global data source: www.virustotal.com/gui/stats

http://www.virustotal.com/gui/stats


Global Partner/Contributor

Full Partner/ Contributor list 

https://support.virustotal.com/hc/en-us/articles/115002146809-Contributors
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❏ Incident Response

❏ Automation and enrichment for SOC

❏ Threat Hunting

❏ VT Reference from JPCERT

Agenda
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     Log4j

     Hafnium

     Ransomware
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mkSandboxService.exe     

MACHINE X | USER A

SUSPICIOUS FILE DETECTED

https://www.virustotal.com/gui/file/8ce219552e235dcaf1c694be122d6339ed4ff8df70bf358cd165e6eb487ccfc5/detection
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mkSandboxService.exe     1/72

MACHINE X | USER A

SUSPICIOUS FILE DETECTED

https://www.virustotal.com/gui/file/8ce219552e235dcaf1c694be122d6339ed4ff8df70bf358cd165e6eb487ccfc5/detection


Proprietary + Confidential

What was the 
distribution vector ?

Who’s behind
this cyberattack? What are the

C&C servers? What malware
family I’m facing?

Is this an APT / 
0-Day attack?

What techniques did 
the attackers use?

Can I do anything to 
detect future attacks?? What are the 

attackers motivations? Could this be a 
false positive?

Are there any other indicators 
I should know about?

? ?mkSandboxService.exe    3/72     

MACHINE X | USER A

SUSPICIOUS FILE DETECTED

https://www.virustotal.com/gui/file/8ce219552e235dcaf1c694be122d6339ed4ff8df70bf358cd165e6eb487ccfc5/detection
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Lazarus Group is a cybercrime group made up of 

an unknown number of individuals run by the 

North Korean state. 

LAZARUS GROUP



56% of Large Companies Handle 
1,000+ Security Alerts Each Day
For 70% of IT security professionals, the volume of security alerts 
has doubled in the past five years.

1000+



Are we ready to deal with 2000 
alerts per day in 5 years?



02Automation and 
enrichment for 
SOC
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SOAR

EDR / AV

Firewall

Proxy

IDS/IPS

Vuln

GRC/TPR

SIEM

Ticketing 
System

VT GUI
virustotal.com|

SOC Team

       3rd Party Integrations

VT API

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
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Direct API integration

VT API
SOAR

EDR / AV

Firewall

Proxy

IDS/IPS

Vuln

GRC/TPR

SIEM

PRIORITIZE HUNT

PRIORITIZE

PREVENT

PRIORITIZE

Ticketing 
System

ESCALATE

VT GUI
virustotal.com|

SOC Team

TRIAGE, MONITOR, HUNT

ALERTS

CONTEXT

RESPOND

       3rd Party Integrations

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
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Direct API integration

VT API
SOAR

EDR / AV

Firewall

Proxy

IDS/IPS

Vuln

GRC/TPR

SIEM

PRIORITIZE HUNT

PRIORITIZE

PREVENT

PRIORITIZE

Ticketing 
System

ESCALATE

VT GUI
virustotal.com|

SOC Team

TRIAGE, MONITOR, HUNT

ALERTS

CONTEXT

RESPOND

Off the shelf plugins with...

...and most security products.

VERAMINE

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNzZCAW
https://veramine.com/#
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03Threat Hunting



Created by Victor Manuel Álvarez, VT engineer

VirusTotal is the proud home of YARA

VirusTotal Hunting



VirusTotal Hunting

Apply Yara rules (Retrohunt) to hunt 
back-in-time, across all submitted 
samples in VirusTotal 

Create LiveHunt rules to get alerts on 
newly submitted samples. Hunt for 
not-yet-detected matches, or 
under-the-radar variants.
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Tracking entire corpus 
going forward on newly 

submitted files

Live Hunt

Retrospectively 
hunting corpus 
backward up to 12 
months

RetroHunt

VirusTotal Hunting



VirusTotal Hunting

VT Corpus Dataset

VT Hunting Rule

Detected Results

.yar

VT YARA Module

https://github.com/Cisco-Talos/IOCs/blob/main/2022/11/Emotet_hashes.txt
https://github.com/Cisco-Talos/IOCs/blob/main/2022/11/Emotet_hashes.txt


There are a number of use cases for using YARA with VT Hunting:

● Identify and classify malware

● Find new samples based on family-specific patterns

● Incident Responders can deploy YARA rules to identify samples and compromised devices

● Proactive deployment of custom YARA rules can increase an organization’s defenses

VirusTotal Hunting : Use Case



VirusTotal Hunting : Update

In July we have release YARA 
Netloc that extends YARA detection 
to network based IoCs (E.g. IP 
addresses, URLs, Domain, etc) in 
VT Corpus dataset.



● Depending on the importance level of the 

campaign, threat actors may consider reusing 

their assets

● Example : Kimsuky’s usage of config.php 

between different URLs

● Hash of config.php : 

256fa5009e8e82258876325b7d36f41cc3e74

e85627663206b042eec8736ce6a

VT YARA Netloc : Kimsuky Behaviour

Reference : https://www.sentinelone.com/blog/illicit-brand-impersonation-a-threat-hunting-approach/



● With the hash, we can now monitor if there is 

any new URLs that serve the same php file

● You can make use of Netloc functions in VT 

module when using YARA rule editor

VT YARA Netloc : Kimsuky Behaviour



● You can also make use of templates within 

YARA rule editor

● This reduced time required when writing 

YARA rules or lookup of YARA rule format

VT YARA Netloc : Kimsuky Behaviour



04VT Reference 
from JPCERT



● JPCERT setup an automated Malware 

Analysis Operations (MAOps) 

● As part of the automation, VT API was used 

download IOCs for analysis

JPCERT usage of VT for Malware Analysis Automation

By Shusei Tomonaga
Reference : https://blogs.jpcert.or.jp/en/2023/01/cloud_malware_analysis.html

5 Use Cases

1. Malware C2 Monitoring
2. Malware Hunting 
3. YARA CI/CD system
4. Surface Analysis System 
5. Memory Forensic



● In one of their use case (C2 monitoring), 

JPCERT downloads IOCs from VT, performed 

an analysis and if determined to be malicious, 

reports to SafeBrowsing.

● This provides a positive feedback loop to all 

users (Future prevention)

JPCERT: Malware Analysis Automation

Reference : https://blog.apnic.net/2023/09/13/how-jpcert-cc-automates-malware-analysis/



- Security Automation team - 
● Automatic alert triage via API interaction or 

one-click integrations 
● Security telemetry enrichment, 

continuously via feeds + API lookups 
● Context-driven security orchestration, 

through your SOAR or custom via API

- SOC/CERT - 
● True positive confirmation and false 

positive discarding 
● Contextualization of observables found in 

alerts 
● Incident campaign IoC identification for 

preventive & remediative actions

- Threat Intelligence team -
● Discovery of unknown threats to 

complement existing defenses 
● Campaign monitoring to preventively 

block malicious infrastructure 
● Threat actor tracking for proactive TTP 

hunting & situational awareness 

- Incident Response team - 
● Root cause analysis and attack chain 

exploration 
● Forensic analysis and breach containment 
● IoC-driven SIEM threat hunting to 

understand breach breadth

- Malware Analysis team - 
● Automatic dynamic analysis to understand 

unknown files 
● Static dissection of weaponized 

documents to reveal final payloads 
● Classification and attribution via genetic 

analysis with n-gram searches

- Anti-fraud team - 
● Identification of phishing campaigns & 

counterfeiting sites targeting your org 
● Mitigation of banking and identity theft 

trojans against your company 
● Interception and study of phishing kits 

and C2 panels for the above
- Anti-abuse team - 

● Corporate infrastructure abuse detection 
& digital asset monitoring 

● Brand impersonation detection - fake 
apps, online lures and others 

● Scoring of IP addresses interacting with 
your services

- Red team / Pentesting team -
● Blackbox reconnaissance & passive 

fingerprinting
● Breach & attack simulation emulating 

adversary TTPs 
● Security stack validation to identify 

blindspots and mistaken setups

- Vulnerability Management team - 
● Vulnerability prioritization & smart 

risk-driven patching strategy 
● In-the-wild vulnerability weaponization 

monitoring 
● Threat landscape exploration from a 

vulnerability exploitation perspective

       Use cases by Team



★ Welcome Mongolian own AV engine to be part of VT engines in the 
future

★ Welcome Mongolia different agencies to share Zero-Day with VT, like 
MBA

★ Welcome Mongolia Public and Private sector companies to share 
samples through VT

       Vision: Be Mongolia Cyber TI Sharing Platform
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Steven Chen  | Regional Lead VirusTotal - North Asia


