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CERT.PL: quick introduction

Established in 1996
Constituency:

population of Poland: 38M
internet users: 28M
no gov networks

Part of NASK:
research institute
.pl registry
software development
ISP
. . .

Member of FIRST, TF-CSIRT, APWG, . . .
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Goal: situational awareness

Goals of adversaries
Techniques & tools used by attackers
Indicators of Compromise for defense
Trends in attacks
Targets / Victims
. . . and more.
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Landscape in early 2000s

2001-07-15 Code Red
2001-09-11 Nimda
2003-01-25 SQL Slammer
2003-08-11 Blaster
2004-01-26 MyDoom
2004-04-12 Sasser
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ARAKIS monitoring system

Project started in 2006
Distributed sensor network
Server-side honeypots
Automatic traffic analysis
IDS signature generation (machine learning)
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November 2008: Conficker
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November 2008: Conficker
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. . .
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Landscape in 2010s

Scanners
Scanners
Scanners
. . .
2011-08-26 Morto
2012-04-23 Carna Botnet
. . .
Scanners
Scanners
Scanners
. . .
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Results

Automated analysis works
Generated signatures: possibly high-impact
Sources of scanning: low-impact

approx 1% from Poland
value?

Other anomalies detected: too much noise
Problem: distribution
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ARAKIS: development history
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ARAKIS: development history
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August 2016 – . . .
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May 2017
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Landscape in 2000s

Exploiting web browsers known but still not popular
2004 first client-side honeypots developed
2006 first exploit kits
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Honeyspider Network

Goal: detect drive-by downloads at medium scale
identify victims (possibly high-profile)
share malicious URLs

Hybrid client honeypots
low-interaction = emulated (crawlers)
high-interaction = real Windows/Linux system

Project started in 2007
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Honeyspider Network

Prototype detects malicious domains in the wild!

What next?
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Honeyspider Network 2

Goal 1: fix reliability
Goal 2: scalability / performance
Flexible framework
Multiple specialized analyzers
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Trend Micro, Evolution of exploit kits
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Results

Early successes
Threat evolved faster than we did
Problem: insufficient detection method
Small-scale deployment only
What worked: detecting changes in websites
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Honeyspider Network: development history
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. . .
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November 2016

Redirects:
http://sap.misapor.ch/vishop/view.jsp?pagenum=1

https://www.eye-watch.in/design/fancybox/Pnf.action
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November 2016

More details tomorrow: Irek Parafjańczuk (Team Cymru)
Who is behind the recent attack on Polish banking systems
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Automating malware analysis

Malware: the most visible problem
Many samples, few families, different configurations
Idea: automate configuration extraction
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Paweł Pawliński Threat monitoring 29 / 36

http://www.cert.pl/


Overview Sensors Drive-by attacks Malware Conclusions ,

an
dr

om
ed

a bu
bl

ik

bu
ni

tu

ce
rb

er

ch
th

on
ic

cit
ad

el

cr
yp

to
m

ix
cr

yp
to

sh
ie

ld

cr
yp

to
wa

ll

dr
id

ex dr
id

ex
-w

or
ke

r

dy
re

em
ot

et

em
ot

et
_s

pa
m

ev
il-

po
ny

go
ot

kit

h1
n1

ha
nc

ito
r

ice
ix

kb
ot

ke
go

tip

kin
s

ko
vt

er

kr
on

os

lo
ck

y

m
ad

lo
ck

er

m
m

bb

ne
cu

rs

ne
tw

ire

ny
m

ai
m

od
in

aff
pa

nd
a

po
ny

qu
an

tlo
ad

er

ru
ck

gu
v

sa
ge

se
nd

sa
fe

sh
ifu

sla
ve

sm
ok

el
oa

de
r

te
sla

cr
yp

t

tin
ba

tin
ba

_d
ga

to
fs

ee

to
rm

en
t

to
rre

nt
lo

ck
er

tri
ck

bo
t

va
wt

ra
k

vm
ze

us
vm

ze
us

2
ze

us

zlo
ad

er

53
malware families

since 2015
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Going one step further

Malware configuration can be dynamic
Idea: talk with botnet controllers

Paweł Pawliński Threat monitoring 31 / 36

http://www.cert.pl/


Overview Sensors Drive-by attacks Malware Conclusions ,
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Results

Actually relevant information:
botmasters’ activity
IoCs

Challenge: distribution (again)
approx 20% n6 users download IoCs regularly
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Conclusions

Monitoring: collect → analyze → distribute
Difficult to build
Research parts are fun regardless
Do not forget about low-hanging fruit
Complex solution 6= actionable output or high-impact
Avoid drowning in software development or system maintenance
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Interested?

Malware analysis service: pawel.pawlinski@cert.pl
Free data feeds: n6@cert.pl
Have something to share? Tell us!
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Thank you for your attention.

Part of this research has been supported by the European Union
Horizon 2020 programme under grant agreement No. 700176 (SISSDEN).

The opinions expressed in this presentation are those of the authors and do
not necessarily reflect the views of the European Commission.
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