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Targeting teens with fake webshops 

Fraudulent Webshops 



© 2017 SWITCH | 3 

Foundation purpose 

Excerpt from the deed of foundation  
Berne, 22 October 1987 
 

"The foundation has as its objective to 
create, promote and offer the necessary 
basis for the effective use of modern 
methods of telecomputing in teaching 
and research in Switzerland, to be 
involved in and to support such 
methods.  
  
It is a non-profit foundation that does not 
pursue commercial targets." 
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Registry for .ch and .li 
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Registry for .ch  

• Contract with the office of 
communication  

• Fight against Cybercrime is part  
• Law about internet domains (VID) 
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Internet criminals 

need domain names 
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•  Phishing 
•  Malware 
•  CC 
•  Social engineering 
•  Fraud 
•  DNS 
•  Ransomware payments 
•  …......... 

Internet criminals need domain names for: 
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To get access to 
domain names they 

need to make a 
decision 
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Take or Buy 
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Take 
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•  Phishing 
•  Malware 
•  CC 
•  Social engineering 
•  Fraud 
•  Click fraud 
•  Dropzones 

Internet criminals take domain names for: 
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Buy 
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•  Phishing 
•  CC 
•  Social engineering 
•  Fraud 
•  DNS 

Internet criminals buy domain names for: 
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Criminals buy domain 

names and register with 
fake or stolen identities 
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In 2016 737 .ch domain 
names where reported by 
the Swiss authorities to 
SWITCH because of (wrong) 
address data outside 
Switzerland 
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In 99.9% the registrant data 
was incorrect and the 
domain name was deleted 
after 30 days didn’t reply to 
our emails 
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In 2017 the number of 
reported domain names was 
increasing and we 
automated the process of 
requesting a Swiss contact 
address for domain names 
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We identified a pattern in 
the registration of domain 
names used for fraudulent 
web shops and found 4’469 
registrations in June 2017 
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On July 25th 4’469 domain 
names were entered into the 
identification process in a 
coordinated action from the 
Swiss federal police and  
SWITCH-CERT 
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On August 25th 4’468 were 
deleted from the registry 
database 
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Operational action 
to disrupt the 
business case of 
the fraudsters. 
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https://www.switch.ch/news/fake-webshops/ 
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Five tips  
for secure  

online shopping 
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•  Criminals have enough resources to 
spend on domain names 

•  There are many business cases that 
allow the purchase of domain names 

•  Domain name registrations with fake 
or stolen identities 

•  The number of abusive registration 
is increasing 

•  The domain name industry needs to 
be proactive to fight domain name 
abuse  

Conclusion 



© 2017 SWITCH | 38 38 © 2013 SWITCH 

http://securityblog.switch.ch/ 
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