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_ S\W/ITCH
Foundation purpose

Excerpt from the deed of foundation "The foundation has as its objective to
Berne, 22 October 1987 create, promote and offer the necessary
basis for the effective use of modern
methods of telecomputing in teaching
and research in Switzerland, to be
involved in and to support such
methods.

It is a non-profit foundation that does not
pursue commercial targets."
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SWITCH

Registry for .ch and .l




SWITCH

Reqistry for .ch

» Contract with the office of
communication

* Fight against Cybercrime is part

» Law about internet domains (VID)



Internet criminals

heed domain names




Internet criminals need domain names for:

Phishing

Malware

CC

Social engineering

Fraud
DNS

Ransomware payments




To get access to
domain names they

heed to make a
decision




Take or Buy







Internet criminals take domain names for:

Phishing
Malware
CC

Social engineering
Fraud

Click fraud
Dropzones




Malware-Bekémpfung in der Schweiz

135 35 1
N

Total 2013:
2718 Falle

Total 2014: 0-

1839 Félle
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Bereinigt nach ID-Request
@ Bereinigt nach Blockierung

@ Bereinigt nach
Benachrichtigung

@ Domain-Name geléscht

@ Akkreditierte
Behdrde informiert

@ Keine Lisung
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Internet criminals buy domain names for:

Phishing
CC
Social engineering

Fraud
DNS




Criminals buy domain
names and register with

fake or stolen identities




In 2016 737 .ch domain
names where reported by
the Swiss authorities to

SWITCH because of (wrong)
address data outside
Switzerland




In 99.9% the registrant data
was incorrect and the

domain name was deleted
after 30 days didn’t reply to
our emaills




In 2017 the number of
reported domain names was

Increasing and we

automated the process of
requesting a Swiss contact
address for domain names




» The Federal Council » Department: FDJP Contacts Links DE FR IT EN

c Schweizerische Eidgenossenschaft Federal Office of Police fedpol [ Q search ]
Confédération suisse
Confederazione Svizzera
Confederaziun svizra [ Topics A-Z | v ]
Latest News | Security = Crime | Police co- Passport & Publications & About us
operation Identity card services

v v v v v v v

Homepage fedpol > Crime > Cybercrime » Reporting form

¢ cme Reporting form "

Cybercrime

Are you a victim of computer crime?

Dangers on the internet . . . .
If you are in imminent danger to life or limb contact the next

police station or call the emergency number 117.

If you wish to report suspicious matter on the internet to
fedpol or are the victim of cybercrime, complete the online
reporting form((Anker)). The specialists at fedpol require your
information in writing to deal with the case. They will take the
necessary measures if possible and forward the case where
appropriate to the authorities responsible.

Reporting form

Here is what you should do:

= Submit in full all website addresses (URL) and e-mail addresses
you have involving the incident you are reporting, whether it
involves a specific cybercrime attack or suspicious internet
content.
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SWITCH

Valid Shop | CC, Fullz, TR1/TR2 , DUMPS , Paypal , RDP ...
100% COMPATIBLE Login : Password : Remember Me

& validshop.cc

Validshop.su | Buy WOW GOLD. Best price.

Validshop.su Login : Password : Remember Me : Validshop.su Login : Password : Remember Me ...

® validshop.su

Valid Shop | CC, Fullz, TR1/TR2 , DUMPS , Paypal , RDP ...
Email:* Password:* Verify:*

& validshop.cc/register.php

Valid CC Seller - Buy Shop Fresh Dumps Credit Cards CVV with PIN
Valid CC Seller - best fresh dumps credit cards shop. CVV CVV2 ZIP DOB SSN Track 101 201 pin.
N https://validccseller.com
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We identified a pattern in
the registration of domain
names used for fraudulent

web shops and found 4’469
registrations in June 2017




On July 25t 4’469 domain
names were entered into the
identification process in a

coordinated action from the

Swiss federal police and
SWITCH-CERT




On August 25" 4’468 were
deleted from the registry

database




Operational action
to disrupt the

business case of
the fraudsters.




News

Internet fraud: 5,000 online
shops deleted

Brand-name shoes for CHF 49 instead of CHF 149 - a tempting offer. Internet
bargain hunters may fall victim to fraudsters. The security experts at SWITCH warn
that the number of fraudulent offers online has increased drastically in 2017.
Together with the Swiss authorities, SWITCH is taking measures to fight this threat
and has reported its first successes in combating e-commerce crime.

Published on 28.08.2017

Shoppers who find brand-name products offered online at sensationally low prices should
proceed with caution. E-commerce crime is nothing new, but it has increased greatly in 2017.
In 2016, SWITCH deleted around 700 web addresses of online shops with a .ch domain
ending. By August 2017, the figure had already passed the 5,000 mark. Michael Hausding, a
security expert in domain name fraud and a member of the 14-person SWITCH-CERT team
of security experts, explains: “Thanks to close cooperation with the authorities and improved
processes, our targeted campaign allowed us to remove 4,500 fraudulent .ch online shops in
August 2017 alone. The fraudsters running these shops were attempting to steal money from

internet users or gain access to their credit card information. By taking this approach, we are

https://www.switch.ch/news/fake-webshops/
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Contact for media

representatives

Roland Eugster
3 Tel +4144 2539877
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Five tips
for secure
online shopping
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*  Der Bundewat *  Departement: LJFD

Contederaon o e
Contederarone Smrieis
Contedearmn swita

Startsatte fedpol > Kriminaltst > Cybercrk > Meldeto v
€ trmnonn Meldeformular
Cybercrime

Wurden Sie Opfer eines Angriffs oder Missbrauchs?

Bel unmittelbarer Gefahr fir Leib und Leben wenden Sie sich bitte an die
Meldeformular nachste Polizeidienststelle oder den Polizeinotruf Tel 117.

> Meldungen betreffend Facebook-Inhalte S —

Bitte beachten Sie auch unsere Rubriken Gefahren im Internet sowie Die
verschiedenen Betrugsarten mit allen Informationen zu wichtigen und
aktuelien Phanomenen der internetkriminalitat.
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Conclusion

Criminals have enough resources to
spend on domain names

There are many business cases that
allow the purchase of domain names

Domain name registrations with fake

or stolen identities
The number of abusive registration
IS Increasing

The domain name industry needs to
be proactive to fight domain name
abuse







