How to get started in bug
bounty



Who Am I?

Ganchuluun Z
@Infosolution LLC, Information security analyst
@HackerOne part-time bug hunter A.K.A: jur /Xyp/




Additional income

e Part-time remote work
* Freelance
* Bug bounty



Who is bug hunter?




Bug bounty platform

liackerone

Qbuqcrowd
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PayPal would like to recognize everyone who contributed a valid submission over the course of our entire program. We appreciate all efforts and contributions to our Bug
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Sirat Sami (analyz3r)
@siratsami71 - Sep 28

Nihad
I
Yay. | was awarded a $1000 bounty on @Hacker0x01! hackerone . @nihad_rekany - Sep 22

#TogetherWeHitHarder
Roberto Nunes
@0x_Akoko - Sep 29
};_C spread love

@Itumeleng_Les - Sep 28 Yay. | was awarded a $12,000 bounty on @Hacker0x01! My highest bounty till date

Yay, | was awarded a $250 bounty on @Hacl for single report.

#TogetherWeHitHarder
hackerone.com/roberto99

GitHub leaks |
iU leaks 1 Yay, | was awarded a $1,500 bounty on @Hacker0Ox01!

Thank you all of you @thecyberzeel @GodfatherOrwa @PawanRa20262178
Shahid Ahmed
@ehsahid - Sep 22

MANITVACUENNEAT
Yay, | was awarded a $100 bounty on @Hacker0x01! hackerone.com/ehshahid
#TogetherWeHitHarder

./on1 #TogetherWeHitHarder
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Shopify is a multi-channel commerce platform that helps people sell online, in-store,

|1 aC ke rone and everywhers in between.

https://www_shopify.com
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Methodology
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* Started personal project /MERN/
* Portswigger, PentesterLab, Research papers
* Followed some bug hunters on twitter
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¥ 2021/10

S Hello @jur,

Thank you for your submission! We were able to validate your report, and have submitted it to the appropriate remediation team for review. They will let

us know the final ruling on this report, and when/if a fix will be implemented. Please note that the status and severity are subject to change.

D

Thanks,

.
L |
]
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& Lessons learned

* 80/20 principle
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9 Lessons learned

» 80/20 principle
* Imposter syndrome
* Persistence is key

* Build your own methodology
* Money is secondary

* Follow right bug hunters
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Next

e \Video content
e OWASP content translation

 Podcast

Country MN)
Reputation
i \ jur
Country MmN Mongolia (MN)
Reputation

1. \ jur
@
; onorbayar




Thank You

Respect Your Soul



