A Risk Management Platform
RAPID)) Are You Ready For Compromised?




RAJ;aHl,DW N and contidence to embrace

iNnNovation and drive your business forward. Rapid’/

transforms your data and uncertainty into answers.



Shift to Risk-Based Security

NEW MODEL:
Risk-Based Security

OLD MODEL
Prevention-Based Security

Correction

Data &
Analytics

Correction

By 2020,

60%

of enterprise

information security
budgets will be allocated
for rapid detection

and response
approaches.

- Gartner: “Shift Cybersecurity Investment
to Detection,” dated 7 January 2016

RAPIDY)



Solve Critical Security & IT Questions

Am | Vulnerable? Am | Compromised? Am | Optimized?

Threat Exposure Incident Detection & Log Management & IT
Management Response Analytics

VULNERABILITY MANAGEMENT USER BEHAVIOR ANALYTICS Orchestration & Automation
APPLICATION INCIDENT DETECTION & INFRASTRUCTURE MONITORING
SECURITY TESTING RESPONSE & TROUBLESHOOTING
ATTACK SIMULATION ENDPOINT VISIBILITY & LOG MANAGEMENT &
INTERROGATION COMPLIANCE .






Security Automation & Orchestration Opportunity

Rapid7 Managed:

InsightVM ,
InsightAppSec InsightIiDR Managed Third-Party : g/‘eigigniz Detection and
Nexpose InsightOps Services Applications
AppSpider e Managed Vulnerability
Metasploit Management

e Managed Application Security

Rapid7 Consulting:
e Penetration Testing
e Security Maturity Assessment

e Program Development &
Benchmarking

Contextual Data Collection e Threat Modeling

e Incident Response

e |oT Strategy and Testing
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What to collect? E.g. Asset data, system log,
threat intelligence

How to collect? E.g. Scanner, syslog, agent,
external party

Who to collect? E.q. IT security team, asset
owner

When to collect? Schedule, manual, event
trigger, blackout

RAPID



COLLECT

1. Deploy an infrastructure to collect from end point to cloud

2. Feed with external threat intelligence (exploit database)

3. Asset ownership grouping

4. Integration with other system (e.q. for authentication)

5. Testing data (in-house penetration test, 3™ social engineering test)
6. Activity baseline

A customer in HK spent 2
weeks to located hosts out of 3

i :‘i " 7 '3_' few hundred which has
5 |

e — WannaCry by checking the

applied MS Patch
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Solution Architecture

Network
Events

Real-Time
Endpoint Events

Intruder Traps

Applications

Existing Security
Solutions, Alerts,
and Events

!ﬂ‘ll

|

Remote
Endpoints |:|

SSL
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Analytics

Enterprise
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[ | Cloud Apps
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]
BB Mobile Devices

* User Behavior

* Machine
Learning

* Fully Searchable Data
Set

Security Team
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Consideration

Lokt e R e e . " 1 Whatislog, event (e.g. a virus detected) and
AR Bt | | alert (take action)?
A N A LYS | S 2. Who to analyze? In-house team, outsourced,
3. How to analyze? Self learning (e.g. Dr. Watson),
manual built IF-THEN rule.
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Ready for Any Question
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Convert Data To Action

Relevant Enr!ched, i Take
SR Attributed Asset Acti
Events Status ction
Alert

Intelligence

Correlation

Collect
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ANALYSIS

Build a team or an army (security data science expert)
Automation

Ability to correlate data and information recursively
Continuous improvement (self learning, reduce false +ve/-ve)

> W N

Hidden Figures (2016) RAPID):)



Consideration

1. When the answer is ready? (Ad hoc, schedule)

2. Who will raise the question? (Asset owner,
CSO)

3.  What the question will be?

4. How to remediate?

Give the Right Answer
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ANNNSAY

»

1. Aagility to any question from all parties

2. Prioritized event and action

3. Feed to system for tuning (minimize the false +ve/-ve)

4. Minimize effort to get the answer and take remediation

5. Integration with other system (e.g. for automation, sharing with other)

ete getuid
Isername: NT AUTHORITY\SYSTEM
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NEXT STEP
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How It Goes

Can everyone get the required information?
What is the workload to have the information?
How accurate is the information?

How can you response to a risk or breach?

Can you predict where the hacker will get in?

U B Wi

BUI|d confidence through preparation

Behavior Driven

Maturity

Regulation Driven

Constant improvement through lessons learned
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N C‘ D‘: NT S "Threat detectlon and |nC|dent response i
2 i SR e -evaluatlon Increases response efficiency and . |
, Q :A D N :SS el eﬁect1veness Fer example; playbook for i
s ' A e -'ffollowmgacntlcalvulnerablllty | |

ASS SS ME NT announcement (eg V\/annaCry) drAPT v ;
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RAPID)?



TA % ‘ :TO B Threat simulation exercise, aimed at

evaluating the ability to effectively

e — : detect and respond to incidents. To
E _2 C ‘ S o) S ensure that the READINESS is working.

*Project Scoping Full Threat Scenario » Execute Exercise * Report Delivery
*Discovery *Threat Guide * Analyze Findings, » List Recommended
* Threat Scenario *Evaluator Guide Feedback, and Improvements in IDR
» Existing Capabilities j *Coordination Evaluator Forms Program
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Q :AC Tl dov s Usually employ 3 party to raise a PT and

» R o5 audit the risk platform. Will not notify
—SPONS

S@kavw

anyone about the maneuver unless required.
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THANK YOU
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