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root@kali:~ #
File Actions Edit View Help

~ Introduction to Smart Contracts
~ Understanding Ethereum and EVM

~ Smart contract development

~ Common Vulnerabilities in Smart Contracts

~ Real-Life Smart Contract Hacking Cases



Smart Contract
Foundry
Remix
Hardhat

Test & Deploy

solidityscan
Chai
Ganache

WEB3

FrontEnd

ReactJS
VuedS
JS

IPFS. Graphs

Subgraph

Infura
Filebase




WEB3

@ Etherscan

m BscScan

@ Polygon

web3.js webap

end node!provider

Views and interacts



Best for State Data

Hardware

FULL NODE

Stores all blockchain
Data.

For the last 128 blocks

Querying all Etheruem
Blockchain data
Serving as a validator

ARCHIVE NODE

Stores all blockchain
data

For all the Blocks in the
Blockchain

Querying historical
Blockchain states

LIGHT NODE

Stores block headers

Does not store state

Basic blockchain data
from headers
Participating in
Ethereum network

Fast CPU with 4+ cores
16GB RAM, SSD 2TB
Fast (NVMe)

SDD Fast (NVMe)
Geth 14TB, Erigon: 3TB
25Mb/s bandwidth

CPU with 2+ cores
4GB RAM, SSD 50GB




Consensus Clients Execution Clients

Based on 68.5% self-reported network coverage w he remaining
assumed to be mostly Geth.

Data source (read more):

me's rir Data source (read more




EVM
WORLD
STATE

<ADDR> : '
. ACCOUNT STATE .

EVM
GLOBALLY

'NAMESPACE
: OF :
' VARIABLES
-+~ AND UNITS

'+ MSG. SENDER
'+ MSG.VALUE

* V.R.S (SIGNED TX WITH SENDER)
* DATABYTECODE
* INIT

EVM EXECUTION MODEL (INTERPRETER) REVERT TX .
r---—- - - - - - - - - - - - ----—------—- - — - A F 3 r—-————-- - - - - - —-—-—-—-—-—-—-—W—- —7 -/ - A E
| EVM STATE | | STATE MACHINE CYCLE FOR |
| | | BYTECODE OPCQODES | :
] .

| [[opecene I | oo i
»| INPUT TX TO »/ OPCODE :

[ EXECUTE IN BYTECODE | | /_“ |
| Sl S— N | | YES * OPERATION |
| * MSG.SENDER I 1 * CLEARING COMPUTATION | -
. TING STAT .

| EXISTING STATE STORAGE *« MESSAGE CALL :
« REMAINING GAS STORAGE | | ETH CALL I
REMAINING ( ) :

| (STARTGAS) | | GaS? OR CONTRACT I
| « BLOCK HEADER | NO | ‘ CREATION (ETH | :
| « TX SENDER LIFO Upoarel | SENDTRANSACTION) |
{MSG.SENDER) NO REEUND « MEMORY USAGE :

| « TX DATA STATE & LOBS | |
| o TX VALUE IN WEI ARGS | | |
L .

[ (MSG.VALUE) (TX DATA) CALLER [ REMAINING Y |
| « OWNER OF CODE PUSHLOX01| | | OPCODES? |
TO BE EXECUTED PUSH 0XAQ .
DEDUCT :

I * BYTECODE +« OPCODES PUSH10.02 | | OPCODE FEE I
|, CONTRACTTO Exp | | |
| EXECUTE PROGRAM ? igg | | | ¢
| COUNTER | | SR |
| | EXCEPTION | EXECUTED? | .
MEMORY -— .

| | | | -
| TX Caller | | 4 CONSUME |
I * Nonce | | EXECUTE GAS I :
I * Gas limit (STARTGAS) | | OPCODE - | .
+  TO (MSG.SENDER) OPERATION :

: - VALUE(MSG.VALUE) : : : :
| | | I
| | | |




World State

Account state

An account state could contain EVM code and storage



World state R World state

] Address N Account state N ]
A K

Address N Account state N

A R4

\ Code Storage/ \

EVM
(Ethereum Virtual
Machine)




Ethereum Virtual Machine (EVM)

Virtual ROM

immutable

Program counter Stack Memory (Account) Storage
PC

Gas available -
Gas

Machine state World state
(volatile) (persistent)




~ EVMcode

PR
e

: -
]

operation

random
access

random |
access



High Level Language

pragma solidity ~0.5;
contract Faucet {

constructor () public payable {}

anéfiun withdrsw[uinf:wlfhd};; ;mgﬁnt} public {
reqﬁ%zré;[w.i.t h;i.r:a.\;l_.émolLl:lﬂ:. <.= 180000000008000800 ) ;
msg.séhdc;it;éng;ériﬁitﬁéré;;;ﬁ;ﬁnti;

1

function () external payable {}

ByteCode Opcode

PUSH1 0x80 608060405260e080610012600039
PUSH1 0x40 6000£3fe60806040526004361060
MSTORE 1c5760003560e01c80632ela7d4d
CALLVALUE 14601e575b005b34801560295760
... 0080£fd5b50605360048036036020
JUMPT 811015603e57600080£d5b810190
POP 8080359060200190929190505050
... 60555650005067016345785d8a00
SLOAD

i




Code

Ethereum
Client/Node

| ' - |
[ Assembly code
il f' | i
Virtual it
machine :

Physical Processor
(x86, x64, ARM ...)







mapping(address => mapping(address => uint))

Enkhee 15

Tsolmon 20

Sukhee 35







pwn@kali:~ #
File Actions Edit View Help

~ = Turing Completeness

~ EVM system vulnerabilities

~ + Transaction protocol
~ Solidity and programming language
~ Client implementation

~ Consensus



oBEﬁ%:a S

._mEm_ _oﬁomo_xw::







functlon%iunds(umt%(% welToW|thdraw) publlc nonReentrant

Modifire %eentrant 0{
req llocked)
Iocke rje

locked = falsa?

Nested Calls * External Contract *Dynamic Calls*Time-Dependent Conditions



._m>0 o:wEaF




ring

pendenc

mr e 1 PRI -

De

o

Transaction Order

g i 3 ] IR i| 1 g il
B o 4 .'_ ; 1 118 LoEhblEe
|. 1 | U | L] A S e CRRIR
[ R t H i
L |

R il

Wél%i%éfeth.subscribe('héndinngansa
{ if (lerror) { console.log(result); } });

https://etherscan.io/txsPending . e



must agree. ( GPT4o0 )



000000000000




Powarad by
:—] SolidityScan %ﬂg Pricing QuickScan Audit Reports ~  Detectors Web3 HackHub Resources « Contact Us

Smart Contracts, Smarter l— 7 _|
Security with Al. %8
Fix|

An advanced smart contract scanning tool designed to uncover
vulnerabilities and proactively address risks within your code.

Signup For Free Trial
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