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WHY

The World Economic Forum identifies
cyber incidents and their risks as one of
the top-ranked risks in the global risk
landscape [1].

IBM-Ponemon: Data breach cost
increased from $3.86M (2020) to
$4.88M (2024) [2].




RISING DATA, RISING
RESPONSIBILITIES

e Growing amount of data in
organizations

e Multiple responsibilities:
collect » process - organize
- secure

e Security requires diverse
skills: policy, research,
analysis, detection, response,
Improvement
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e 40% Incident response time
e 50% breach impact
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e Real-time detection, analysis, and response reduce

e CTI = actionable insights on TTPs, threat actors
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CHALLENGES WITHCTI

e Fragmented CTI data » multiple,
unstructured sources

e Limited resources for SMEs -
expensive threat intel platforms

Analyst challenges:
e Beyond collection » search + learn +

need enrichment + mapping +
visualization




RESEARCH OBJECTIVES

e Automate CTIl enrichment
and visualization

e Integrate IDS alerts with
external intelligence

e Provide SOC teams with
situational awareness




PROPOSED SOLUTION
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PROPOSED SOLUTION

¢ 1. Information Gathering
e Ingests real-time IDS alerts (e.g., Suricata .eve.json)
e Offline sources (.pcap, event logs)

LOG_FILE = "eve.json"”

def load_alerts_to_graph(graph, ip_nodes, sig_nodes, cve_nodes):

"timestamp":

"event_type": "alert",

"src_ip": "

"src_port":

"dest_ip":

"dest_port"

“pratol s “UDPY;

"alert": {
"signature_id":
"rev': 4,
"signature":
"category": "
"severity": 1

be

"flow_id":

"dns": {
"rrname": "
"rrtype": "

by
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PROPOSED SOLUTION

¢ 2. Log Analysis
e Custom Python parser extracts and normalizes key fields (IPs, ports, CVEs, timestamps)
e Maps events to MITRE ATT&CK for tactical context
e Ensures consistency across diverse alert formats
e Overlaps are handled by deduplicating alerts based on timestamps and loCs using a Python script
that compares hashes of key fields.

def fetch_mitre_ti(mitre_id):
url = f"https://raw.githubusercontent.com/mitre/cti/master/enterprise-attack/enterprise-attack.json"
try:
response = requests.get(url, timeout=5)
if response.status_code == 200:
mitre_data = response.json()
for obj in mitre_data.get("objects",

[1):




" PROPOSED SOLUTION

¢ 3.10C Enrichment
e Automated CTI integration (OTX, VirusTotal, CVE/NVD, MITRE, AbuselPDB)
e Adds context to 1oCs, links to threat actors, campaigns, and techniques
e Supports manual annotation for deeper insight when needed

VT_API_KEY = "
OTX_API_KEY =

def fetch_otx_filehash(filehash):
if not OTX_API_KEY:
return " [0TX] API key missing"
url = f"https://otx.alienvault.com/api/vl/indicators/file/{filehash}/general"
headers = {"X-0TX-API-KEY": OTX_API_KEY}

T fetch_nvd_cve(cve):
url = f"https://services.nvd.nist.gov/rest/json/cve/1.0/{cve}"
r = safe_get(url)

if r and r.status_code == 200:

flef fetch_vt_ip(ip):
if not VT_API_KEY:

return " [VirusTotal] API key missing"
url = f"https://www.virustotal.com/api/v3/ip_addresses/{ip}"
headers = {"x-apikey": VT_API_KEY}

N
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PROPOSED SOLUTION

¢ 4. Attack Graph Visualization
e Uses Tulip to model IPs, CVEs, MITRE TTPs as nodes; relations as edges
e Timeline-based layout shows attack sequence and lateral movement

= apply_styles(graph):
label = graph.getStringProperty("viewlLabel")
type_ = graph.getStringProperty("type")
color = graph.getColorProperty("viewColor")
size = graph.getSizeProperty("viewSize")
shape = graph.getIntegerProperty("viewShape")
border_color = graph.getColorProperty("viewBorderColor")

def create_graph_with_enrichment(event):
graph = tlp.newGraph()
graph.setName("Enriched CTI Graph with IP/Domain/Hash")

node_style_map = {
“IP": {"color": tlp.Color(@, 200, 100), “size": 18, “shape": tj
“"Domain": {"color": tlp.Color(255, 165, @), "size": 16, "shape"
"Hash": {"color": tlp.Color(200, 80, 200), "size": 14, "shape":
“"Signature": {"color": tlp.Color(255, 80, 80), "size": 20, "shaj
“"CVE": {"color": tlp.Color(80, 160, 255), "size": 12, "shape":

"MITRE": {"color": tlp.Color(200, 80, 255), "size": 14, "shape',

label = graph.getStringProperty("viewLabel")
type_ = graph.getStringProperty("type")
ti_prop = graph.getStringProperty("TI")
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CASE STUDY 1

IP: 192.168.1.100

0 Malicious: 0
Reputation: 1
IP:91.207.181.106

192.166.1.100 1 Malicious: 10

Reputation: 0

_Domain: maliclous-domain.com
Maliclous: 2
Hash: af8d7c18fe97415d7ede0cba166dce004ebbe94eacd1af6f61d8d3527b!

3 Malicious: 58 File
TROVAN TrickBot C2 Communication Detected Names: Server.exe, bD0Ob.exe, unknown, bD0Ob.bin

Domain

Signature: ET TROJAN TrickBot C2 Communication Detected
TI: TrickBot C2 communication detected by Suricata.

o Signature

malicious-domain.com

invoice.exe (ar8d7clf...)

Case 1 visualization




START
1
[Event Triggered: WannaCry Ransomware Attack]
- Timestamp: May 12, 2017, 08:00:00 UTC

- Buent Type: Alert
&
[Description]
- Ransomware attack exploiting CVE-2017-0144
pread globally, impacting 200,000+ systems across 150
countries

L
[Source of Attack]
- Source IP: 91.121.93.17 (attacker IP}
1
[Target of Attack]
- Destination IP: 192.168.1.100 (Victim IP)
L
[Alert Details]
- Signature: "WannaCry Ransomware Detection”
- Metadata:
- CVE: CVE-2017-0144
- MITRE ATT&CHK Technigues:
- 71486 (Data Encrypted for Impact)
- T1190 (Exploit Public-Facing Application)
L
END

91.121.93.1

CVE-2017-0144

WannaCry Ransomware Detection Credencial Theft Detection CVE=-2015-0708

START
L

START
+
[Event Triggered: Credential Theft Attack]
- Timestamp: January 3, 2023, 08:00:00 UTC
- Event Type: Alert
b
[Description]
- Threat aimed at stealing credentials for unauthorized
access
- Threat Intelligence (Tl) data to be fetched
de
[Source of Attack]
- Source IP: 91.121.93.19
L
[Target of Attack]
- Destination IP: 192.168.1.100
L
[Alert Details]
- Signature: “Credential Theft Detection”
- Metadata:
= CVE: CVE-20192-0708
- MITRE ATT&CK Techniques:
- T1190 (Exploit Public-Facing Application)
- T1078 (Valid Accounts)
+
END

|[Event Triggered: Encrypted Payload Attack]
- Timestamp: January 1, 2023, 08:00:00 UTC
- Event Type: Alert

192.168.1.100 192.168.1.100

P

[Description]

- Threat using encrypted payloads to disrupt systems
- Threat Intelligence (T1) data to be fetched
L

[Source of Attack]
- Source IP; 91.121.93.17
L
[Target of Attack]
- Destination IP: 192.168.1.100
4
[Alert Details]
- Signature: "Encrypted Payload Detection”
- Metadata:
- CVE: CVE-2021-44228
- MITRE ATT&CK Techniques:
- T1190 (Exploit Public-Facing Application)
- T1486 (Data Encrypted for Impact)
4
END

91.121.93.1

Encrypted Paylosd Detection
¥ CVE-2021-44228

192.168.1.100

Fig. 4. Case 2 log file flowchart

Fig. 5. Case 2 visualization




CASE STUDY 3

[START]
S
[Reconnaissance]
- MITRE: T1595 (Active Scanning)
Description: Attacker scans for vulnerable systems (e.g.,
91.121.93.17 scans 192.168.1.0/24)
- Timestamp: 2023-01-01T06:00:002
Jf
[Initial Access]
- MITRE: T1190 (Exploit Public-Facing Application)
- Description; Exploits CVE-2021-44228 (Log4j) on
192.168.1.100
- Timestamp: 2023-01-01T08:00:00Z
\
[Execution]
- MITRE: T1059 (Command and Scripting Interpreter)
Description: Executes encrypted payload via PowerShell
- Timestamp: 2023-01-01T08:05:00Z
L
[Credential Access]
- MITRE: T1078 (Valid Accounts)
- Description: Steals credentials using CVE-2019-0708
exploit
- Source IP: 91.121.83.19
- Target IP: 192.168.1.102
- Timestamp: 2023-01-03T08:00:00Z

[Lateral Movement]
- MITRE: T1021 (Remote Services)
- Description: Uses stolen credentials to move to
192.168.1.103
- Timestamp: 2023-01-03T0&:10:00Z
4
[Data Encryption]
- MITRE: T1488 (Data Encrypted for Impact)
- Description: Deploys WannaCry-like ransomware
(CVE-2017-0144)
- Target IP: 192.168.1.100
- Timestamp: 2023-01-03T0815:00Z
4
[Exfiltration]
- MITRE: T1041 (Exfiltration Over C2 Channel)
- Description: Exfiltrates data to 91.121.93.17
- Timestamp: 2023-01-03T08:20:00Z
N
[END]

Fig. 6. Case 3 log file flow

192.168.1.9

192.168.1.102

¥

192.168.1.0/24

91.021.93.17

Active Scanning
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Fig. 8. Case 3 purified and rectified visualization
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CONCLUSION

e We developed an automated CTI system integrating IDS
alerts, enrichment platforms (e.g., Virustotal, OTX), and
graph-based visualization via Tulip.

e The solution transforms raw loCs into contextualized, time-
aware threat intelligence graphs.

e Case studies on ransomware, pivot attacks, and multi-
stage scenarios proved its effectiveness and operational
value.

e Our system can boosts analyst situational awareness and
accelerates incident response across the attack kill chain.

Future Works:

e Test on more types of attacks and alerts

e Develop Al models capable of predicting exploitability

e Collaborative web-based CTI platforms

e Make visibility more convenient
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