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Mongolian ip addresses
Mongolia has a total of 215808 IP address assigned. (APNIC)

Detail information

• 60 AS number

• Most ASN has the address 49920

• In 2021, just over 84.3 percent of the population in Mongolia had access to the Internet. 

(https://www.statista.com/)

• 56.6 percent of all IP addresses are on the top 5 ASN

apnic, https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Blacklist
A blacklist is a process of creating a registration list by detecting abnormal behavior of users connected to 

the Internet on many sensors located around the world. 

Detail information

• Download or distribute copyright-violating content.  For example illegal content, such as pirated software, copyrighted 

material, or child exploitation material 

• Abnormal behavior  - Sending spam mail or information, sending malicious traffic from a user's device infected with a 

virus., or attempting to attack other networks, etc.

Many organizations use blacklist information as a source and take measures to limit services and block regularly.



Blacklist's risk
The impact of being blacklisted can be significant for individuals, organizations, and businesses. Here are 

some potential consequences:

Risks

• In a NAT network, there is a risk that all other users will be subject to content restrictions due to one abnormal event.

• Blocked email communication: If an IP address is blacklisted, emails sent from that address may be blocked or 

marked as spam by email providers, which can prevent important messages from being delivered.

• Reputational damage to your organization

• Difficulty accessing certain services: If an IP address is blacklisted, it may be blocked from accessing certain 

websites or services.

• Reduced website traffic if you provider of web service.



Case 1:
*.*.161.122 copyrighted content distribution notification received at this address.

Behalf of the Paramount Global

The ip address: Mobile network

<SubType BaseType="P2P" Protocol="BITTORRENT"/>

<FileName>Enemy At The Gates (2001) [1080p]</FileName>



Case 2:
Unable to send mail after blacklisted internal organization SMTP relay.



Case 3:
On average, this address (66.181.*.*) is blacklisted once every 4 days.

There is information that a botnet is working on that address. But the underlying problem is never fixed.



Check the blacklist
There are many sources where you can see if your public address is blacklisted.

• Checked from 82 different 

sources.

• All of your MX record, DNS, 

blacklist and SMTP diagnostics in 

one integrated tool

• Defines ip reputation according 

to AbuseIPDB customer's 

report.

• Checked from 66 different 

sources.



International statistics

https://www.abuseipdb.com/statistics

In the report coming to abuseipdb, The number of IP addresses being reported is in 54th place. 

6/28/2023

In that week, 7,535 addresses were reported in 

abuseipdb, which is 3.7 percent of the total number of 

addresses.

https://www.abuseipdb.com/statistics


International statistics

Checked the ABUSE reason in the Top 10 ASN for 25244 ip's address.
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International statistics
Top 3 countries where the most addresses are blacklisted

• USA - 1014465 - 0.06%

• China - 687366 - 0.19%

• Singapore - 315696 - 1.5%

https://www.abuseipdb.com/statistics
https://ipinfo.io/

6/29/2023

https://www.abuseipdb.com/statistics


Our research & solution
As an ISP organization, we receive complaints about addresses being blacklisted every day. Because of this, there 

have been several incidents of malfunctions. So, the first step is we want to monitor it regularly.



Ip addresses of surveyed

AS17882 Univision LLC

AS9484 Mobinet LLC. AS Mobinet Internet Service Provider

AS38805 STXCitinet, Leading Internet & VOIP Service Provider, Ulaanbaatar, Mongolia

AS45204 GEMNET LLC

AS38818 YOKOZUNANET LLC

AS10219 SKYMEDIA CORPORATION LLC

AS9934 Mongolia Telecom

AS58439 ICNC LLC

AS10076 ERDEMNET Mongolian National Research and Education Network education

AS24559 G-Mobile Corporation

We checked 156976 addresses of the almost all ISP. For examples are below:

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US
https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Statistics according to research
38.39% of the total addresses are included in the blacklist, which is a very high percentage.

8/31/2023



Statistics according to research
Below are the sensors with the most blacklisted Mongolian addresses.



DB & Backend
The information will be stored in DB and monitored regularly.

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Automate delist process
A request was made to delist the address that was on the list. This makes it easier to request a manual on the web

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Delist and their risks
In order to delist an IP address registered in the blacklist, the organization maintaining the list is contacted 

and a request for de-listing is submitted manually.

Some time is needed after sending the request.

If you don't find out the reason, you will be blacklisted again in a short time

Unable to get out of the blacklist due to repeated requests.
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According to the law, the citizen will assume the following obligations.

Кибер аюулгүй байдлын тухай хууль

legalinfo.mn/mn/detail?lawId=16390365491061

https://legalinfo.mn/mn/detail?lawId=16390365491061

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Our ideas for this issue

ISPs and law enforcement agencies can work together to take the following actions.

• Provide recommendations to consumers in accordance with Article 18 of the said law.

• Recommend security solutions such as anti-virus to users.

• When the risk is repeated many times, demand fulfillment of obligations according to the above law

Ability to correctly determine the cause of the blacklist and use dynamic NAT addresses.

1
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United 

organizations

Implement a campaign to educate users

• What risks Copyright-Infringing and unauthorized cracked content may pose to 

you

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US


Demo

Blacklist check

https://lite.ip2location.com/mongolia-ip-address-ranges?lang=en_US

