DevSecOps X3p3ar>KyyncaH

Typlunaraac...

Implementing Software Supply Chain Security
using DevSecOps
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* 20 XnnmuH TypLinara
* CnctTeMnnH agMMHNCTPATOP
* XerxXyynary

* Python, JavaScript, React (React
Native)...
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* DevSecOps T

* Cloud Native, Kubernetes
* HYaHapblH yanpanara

* ABTOMATXYyYynanT




CERTIFIED
kubernetes

ADMINISTRATOR

Certified

Services
Engineer

Professional

A Istio

CERTIFIED

CERTIFIED *

ASSOCIATE
HCVA0-002

t

CERTIFIED

kubernetes

APPLICATION
DEVELOPER




Software is eating the world

Marc Andreessen, 2011



9.22 nx Hasg $

Cybercrime cost, 2024



87 Topbym $

Cyber security cost, 2024




80:1

Developers vs security engineers



[TIvrinsn 6arHa yy



Software bugs cost $59.5 billion annually*
Cost of software developer: $300/hour**

Hours to fix bug

Cost

@ coding stage: 2.4* $720
@ Integration stage: 4.1* $1,230
@ System stage: 6.2* $1,860
@ Production stage: 13.1* $3,930

*(NIST - Impact of Inadequate Software Testin
**2019 SW Dev Price Guide
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DevOps

Shift © (left)



PLAN

Lorem ipsum, or lipsum as
it IS sometimes Lorem

RELEASE :
eomimsn DEPLOY

Lorem ipsum, or lipsum as
it is sometimes Lorem

CODE

Lorem ipsum, or lipsum as
it is sometimes Lorem

BUILD -

Lorem ipsum, or lipsum as : . |
it is sometimes Lorem . Lorem ipsum, or lipsum as
: it is sometimes Lorem

MONITOR

Lorem ipsum, or lipsum as
it is sometimes Lorem




DevOps

AnbGaH Tywaan 3cBan Xanrac 6mul....

* Hnntnar anpaa
* Tycpaa DevOps x3nT3C banryynnar
* Xeryyas3aT 60/10H ynn axuanaraar HUAYyAa3r

* mm anbaH Tywaan yycragar, oyravnr gaatragar



DevOps

AnbGaH Tywaan 3cBan Xanrac 6mul....

®* CoTranrsa, XxaHanara 00JI0OH CoesiblH eep4YnenT
* XerxXyvynary nnyy xapuyunara, yypar XyJa33H3
®* YYPrmuur Hb gara>< spXmnr Hb HOM>XX 6rHe
* ABTOMATXYyYyJlaX

* Platform Engineering



Hapan Tynax 1ar er, T3rBa3/1 01 I3/IXUNT 3PryY/DK
yajHa

Apxunmvepn, M6 287—212



DevSecOps

Shift © (left)



XOKYY/ISrum/l aroyaryu
OaM/IBLIT XapuyLlyy/aax oM Yy



DevSecOps

boautr 6anpgan po33p...

®* OJIOH TOPJZINNH X321 OOJSIOH TeXHOMOrMUr Dyrannr ma3a3Xx 60JTOMXKIyu

* bnsHecnnmH epcenneeHN yaMaac XypaaH Xer>KyyJiax, H3BTPYYJ19X
Laapasiaratau

* Xer>xyynary 6o000H atoynrym 6anagnbiH MHXeHePUNH TOOHbI XapbLiaa

* Xer>yynary eepee Kogoo Mall cCavH M3aH> ©



% baraykeIr Hb er



Secret detection

IM33r maalaanan 6un oy

* Koo 60210H TOXMProoHbl pann AaxXb 3M33T M3433J13J1
* Hyyu yr
* KpunTto Tynxyyp
* XaHOax 3PpXUNH TOK3H

®* ©Gepynent ODypT aXKUANYYJIK Wanrax

* n3pc3H 6001 eepyHnIIK, CONNX. HIr3HT XyBrnbap ygnpaoax
CUCTEMI3P Tap4ynxcaH



Secret detection

IM33r maalaanan 6un oy

* X3parxKyysa3x3a Mall xsaa06ap

* Hyyy yr 60/10H TOKEHbIr Tycram yrteaptan 60arox, napyynasaxag
xanbap 6

* HashiCorp Vault - hvs. acBan hvb.
* GitLab - glpat-,
* GitHub - ghp



Dependency scanner

LloopxouTtom caH awuurnaarym 6ms

* Awnrnaxk banmraa nporpam XxaHram»x, CaHrMnH xXysuabapbir
LaJIraHa
* Aroynrym 6amanbiH 3pcas31 NA3PCIH 3CIX
* InapcaH apcao3nnnH 33par (severity)

* TortMon xyBaapunH Agaryy a>kujayysax, wasarax

* XyBuabap WNHIYJIIX aXKJ1bIr TOFTMOJIXKYY1aX

* Software Bill Of Material 6ytoy opublr TOFrTMO XOTNOX



Static Application Security Testing
M)Taﬁ Koa 6auHa yy

* KoOblH X3B WWUHXWWUT WWaJIra>X 3pCca3JIT3X 3COXUUT WaIraHa
* SQL Injection
* Information disclosure/security
* Stack buffer overflow
* Uncontrolled resource consumption

* KoablH eep4ynienT BypT aXkXuanyyaHa



bycap 6araxxyyn

* Dynamic Application Security Testing (DAST)
* Infrastructure as Code (IaC) scanner
* Contalner scanner

®* Fuzz testing



VITpyymunxiigg,
b3/ siax ous 46"




boanoro, AypaM Mall yyxarn

X3H, X3333, X3pPX3H...

* X3H, X3333 aXuanyynax B3?
* OepynenTt OypT aBTOMaTaap axusuiax - Secret detection, SAST
®* 7 XOHOIr TyTaM axmnnax - Dependency scanner
®* ©epynenT O33p 3pcada UA3PBIJ AaxX bKnn337?
®* YHOCOH KOA4 PYY HUMNNYYJIIXIIC COPrnmnsx 60JIOMXXTON Oy?
®* YHAOC3H KOOOHA 2PpCA31 WI3PB3aa dax busiaa?
®* X3H, X3333 3acax 6un33? Toor x3px3H Obyynrax B3?

* XOr>KyyJ13r4YnmH axkKJiblH YH3JIF33HA X3PX3H HO1e6/16X B3?



DevSecOps

Yp AyH

* BoaAWNT YH3HT3M HYYP
TyJICaH

Secure

* lWnH> coen, XxaMTbIH
R NNECE

®* DPCO3/TMNH TOO X3IMMX33 [

* XerXKyVy/J3r4ymmH OyTasmMmx £

Govern




Aroynryu 0auIbIH IIaAralT,

YaMXNanT XGFéKYYJIBJIT UaHapbIH L11a/Ira/IT, 3aCBap acaa
Cap 3 cap
3 cap
S T T Aroynryi 0alaIbIH MIaTralT,
DevSecOps YY e

7 cap

1 cap



HaHap, XAaHanNTbIH TOITOJILLOO
CIS Software Supply Chain Security Guide...

* Oepunent bypunr xysunbap yampaoax cuctempg oyptraHs - 1.1.1
® Xer>yynary yHAC3H KoAbIr wyyn eepydnex bonomxrym dbavHa - 1.1.14

* Oepynent 6ypunr Tyc TycblH Me4npT (branch) XMmx xmmx, 4YaHapbIH
laapajiara XxaHra)k 6anraa ascaxmunr waJsirada - 1.1.9

* Oepynent bypunr 3pcao3aTaUM 3CIXUNTI aBTOMaTaap WwasaradHa - 1.1.18
®* ©6pys1enT Hb 3M33r MIO33J13J1 aryys/mK 6anraa acaxmnr wanraHa - 1.5.1
®* BepyuYNenTUNr Oop xXaax 2 XYH XsdHaxx, 3eBLleepen erHe - 1.1.3

* Gepunnx 6ynm KoablH 33H33C 3eBLU66P6J1 aBHa - 1.1.7



HaHap, XAaHanNTbIH TOITOJILLOO
CIS Software Supply Chain Security Guide...

* Nporpam ar yHAOC3H 3X KOA0OC YYCC3H VY7
* lHnH3 xyBunbap rapraxal XYHUW rapaap gamxxgar tom ébu 6ms
* XOerXyyJiary ax Koabir eep4msaceH 6amx smn
* XerXyyJar4mmnH KoMnbloTep Xasanarang epTceH banmx Buu
* XyBwunbap raprax npouecchbir aBToMaTXYyYyJiaxX
* X3H, X3333 aBTOMAT NpouecchIr 3XJIYY/C3H

®* DX KOAObIH asib eepynentunr (commit) aryysik 6amraa acax
bypTran



AHXaapas TaBbCaH[
Gasipiasaa da
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