How | got hacked ...

The beginning of the cyber security journey from 1999 to 200X
Or what worked back then ...
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About me

* Major/Specialty - Computer Science, Systems engineer

* Work experience
e Senior programmer - The Secretariat, Parliament of Mongolia
e Systems engineer - UNDP project, Government of Mongolia
* Senior programmer, Systems engineer, Tech manager - Micom Co Ltd., ISP
* Director of IT division - MobiCom Corporation
e Advisor - MNCERT/CC

* FreeBSD src and doc committer
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Overview

* RedHat and mountd

e After mountd ...

* sfbayautos.com mistakes

* BSOD, buffer overflow learning on FreeBSD, war games

* Got hacked again ...
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Red H at ) root@beastie: /usr/freebsd-src/tools # [ls -1

total 99

drwxr-xr-x 2 tsgan tsgan g 19 asr. 13:19 boot
drwxr-xr-x 2 tsgan tsgan 12 30 ceHT. B85:18 bsdbox
° 1 1 drwxr-xr-x 8 tsgan tsgan 23 19 asr. 13:19 build
SomEtlme In 1999 tee drwxr-xr-x 5 tsgan tsgan 11 24 pex. 2020 bus_space
° Leased |ine — Micom drwxr-xr-x 2 tsgan tsgan 3 24 pex. 2020 coccinelle
drwxr-xr-x 2 tsgan tsgan T 24 pex. 2020 debugscripts
 First REdHat inSta”ation drwxr-xr-x 5 tsgan tsgan 6 24 pek. 20208 diag
drwxr-xr-x 2 tsgan tsgan 3 24 pex. 2020 ifnet
* HP Vectra DESktOp -rw-r—-r-—- 1 tsgan tsgan 2355 24 pex. 2020 Hinstall.sh
e RedHat v5.0 drwxr-xr-x 3 tsgan tsgan 5 24 pek. 20208 kerneldoc
drwxr-xr-x 2 tsgan tsgan 3 24 pex. 2020 LibraryReport
° Tried Russian |Oca|ization drwxr-xr-x 2 tsgan tsgan 3 24 pexk. 2020 lua .
-rw-r--r—- 1 tsgan tsgan 3683 24 pex. 2020 make_libdeps.sh
o Font edlt drwxr-xr-x 2 tsgan tsgan 4 9 wona 05:38 pkgbase
. -rwW-r—r—— 1 tsgan tsgan 347 24 pex. 2020 README
* keyboard |npUt; OUtpUt drwxr-xr-x 49 tsgan tsgan 51 24 pex. 2020 regression
drwxr-xr-x 2 tsgan tsgan 5 17 mapta 2022 sched
drwxr-xr-x 22 tsgan tsgan 23 17 mapta 2022 test
—rWXr—Xr-x 1 tsgan tsgan 2206 24 pekx. 2020 tinder.sh
drwxr-xr-x 84 tsgan tsgan 85 17 mapTta 2022 tools

drwxr-xr-x 3 tsgan tsgan 3 24 pek. 20260 uma
root@beastie: /usr/freebsd-src/tools # |

*| liked it @
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RedHat ...

One day something got changed Q
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LANG env var

* One day ...
 LANG env var was changed
* | changed back to Russian

* Few days later ...
* LANG was changed again
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README
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mountd exploit

* Found z user in /etc/passwd

* Whois z user? @

. loit . .
m?uﬂﬁgf:a%& by default RedHat Linux 5.1 / Caldera OpenLinux Standard 1.2 -

* Logging code - buffer overflow Mountd
* Remotely exploitable
* Created z user with UID/GID 0:0 . Author: Type:
* Rootkit was installed LUCYSOFT REMOTE
» xferlog
* Somewhere from South Africa
* changed LANG EDB Verified:
* |nstalled ircii —irc client

-

@ Platform:
LINUX
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After mountd ...

e Sometime in 1999 — 2000 ...
* Port scans
* Found some RedHat

* mountd exploit *

* Packet captures on telnet, pop3 etc.
* telnet, pop3 —clear text protocols
e Got some credentials ...

)
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1 380,
'SFboyAufos com )
4 1101

Sfb aya u tOS . CO m | Home | Sell a car | Buy a car | Modify your ad | Used car price | Contact us

[ ] SO m e‘l'i m e i n 2000 - 200 1 Welcome to _SFBayAutos.com,.

the Bay Area's only active website
featuring Classified Auto Listings. We

Ca r b Uy/Se| I S |te I;e_epc'iorr dal’]ac::a.si upgated with cars
rice 0 Se UICK and easy.
* Php/mysql

* Friend asked Sell a car
y F‘Ia-ce an ad for 'g,four car with S
* Worked well for sometime ...

fdr FRE E If you are se nq your car by

. mmmmmn| guarantee it will be sold. Free 3 day trial :cllékll_h'er‘.e_
o Some ema I | Ca me eee VEHICLE HISTORY REPORTS

Buy a car

Search le cars by make and model entered. All automobiles

isted are "must q—'=|| cars. They priced well and do sold
Instant quickly so please ¢ n for new listings. Currently 87
Lemon Check ™ S 11A7n

ads in our database{07/10/2001).

Delete & Modify
You may alter certain information about your vehicle during
the 14 day run or delete(stop) your ad at anytime.

=20

©2001 SFBayAutos.com, All nghts reserved
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BSOD, Buffer overflow, FreeBSD, wargames

Ping of Death Attack

e Sometime in 2001 - 2003 T

Header Header ICMP Data

Ping Of Death - BSOD 20 bytes 8 bytes >65,507 bytes
b WlndOWS 95 Original packet before fragmentation
* |IRC — Monstudnet -> got IP

Buffer overflow learning on FreeBSD

e Shell based war games e
. H A fatal exception OE has occurre d at 0028:C0034B23. The curren t
* https://overthewire.org/wargames/ L T e
» Press any key to terminate the current application.
» Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue
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http://www.dusal.net/downloads/books/pdf/Security/remote_buffer_overflow_mon.pdf

Got hacked again ...

e Sometime in 200x

* Micom - ISP
* Mostly FreeBSD
* |IRC chat

e Shell server
e Email Server Provider (corporate, individuals) - Web Mail Client

* Etc...

* Friend ...
* Hacked shell server — Fake login prompt — 2nd username/password
e PHP file upload check - | 1 ]

\' &
* " Lessons learned

MNSEC, 2022



Thank you



