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Cybersecurity

Identify risk
● Created by yourself / org / supply chain / acquisition, ect.

○ Operational/Process
○ Software/firmware

● Created by adversaries
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“It takes a village”

55

Industry Trends

● Most mature CTI programs I’ve interacted with find 2-4 key 
sources of external cti/signal/capability to help them 
understand/operationalize their end goals.

● Most orgs build CTI capability by marrying internal 
systems/signal with strategic insight/data they cannot feasibly 
generate themselves.
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Disclaimer

● I’m not here to promote any product/vendor

● I believe in winning.

● The findings and insight I’ll present today were done with the 
data and capabilities I have access to.
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Intro to IcedID
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IcedID

IcedID (also known as BokBot) started life in early 2017 as a banking trojan that 
later evolved to include dropper malware capabilities. These capabilities enable 
IcedID to download and deploy additional malware like Cobalt Strike, with recent 
infections leading to Quantum ransomware.
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Infected Victim (bot) traffic 
over TCP/8080
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C2 Lifecycle through 2022
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Start with a C2
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Open Ports/Services of C2
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Network Comms to/from C2
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Network Comms of C2
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A Unique Approach
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C2 Visual Analysis
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Mgmt Host Visual Analysis
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T1-T3 Visual Analysis
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Key Findings and Takeaways

● IcedID utilized T2 inf for much longer than T1 (c2s)

● Revolving Actor IPs all based in Moldova, while initially lasting 
24-48 hours, increased to 3-5 on avg. over 2023

● Unique approaches to visualizing inf. interaction lead to new 
understandings about port/service usage, as well as 
primary/secondary nature of C2s through time.
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Thank You!
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Questions?

• https://www.team-cymru.com/post/inside-the-icedid-backconnect-protocol

• https://www.team-cymru.com/post/a-visualizza-into-recent-icedid-campaigns

• https://www.team-cymru.com/post/inside-the-icedid-backconnect-protocol-part-2

Further Reading

http://www.team-cymru.com/

