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How to simplify Security Operations ?

Choose an offering aligned to your SOC maturity

Automated Investigation & Response (EDR)

Logging & Reporting, Best Practice Compliance, Incident Response

(= Ref: 2020 CISO Benchmark ) .
= °f 2020 CISO Benchmark Study © Fortinet Inc. All Rights Reserved. 3



Gartner says:

A proactive approach to Cybersecurity

Magic Quadrant for Security
Information and Event
Management

Published 29 June 2021 - ID G00467384 - 58 min read

By Kelly Kavanagh, Toby Bussa, and 1 more

“Security and risk management
leaders increasingly want SIEM

solutions with attack detection,

investigation, response and
compliance capabilities.”

“Gartner defines this market as catering to
customers’ need to:

» Collect security event logs and
telemetry in real time for threat
detection and compliance use cases.

* Analyze telemetry in real time and over
time to detect attacks and other
activities of interest.

* Investigate incidents to determine their
potential severity and impact on a
business..”

© Fortinet Inc. All Rights Reserved. 4



SIEM solution Key Value to grow your business

Scale-As-You-Grow

» Scale Out Architecture
» Scale Licensing

Improve Incident Detection

Real-time Detection & UEBA
Hunt Threats
« Compliance Monitoring

Unified Platform

Reduce Complexity
Virtual, HW and Cloud ready

O

N\

Reduce Incident Impact

Reduce MTTR
Automate Responses
Central Case management

© Fortinet Inc. All Rights Reserved.
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Compliance Ready

PCI-DSS, HIPAA, SOX, NERC, FISMA,
ISO, GLBA, GPG13, SANS Critical
Controls, COBIT, ITIL, ISO 27001,
NERC, NIST800-53, NIST800-171,
NESA

Yan©
OIS
#.6“

Single Pane of Glass

Unify NOC & SOC functions
Comprehensive CMDB
Performance and Security Monitoring



Rapid Scale Architecture

« Support Virtual Appliance (VA)

 Private hypervisor and public cloud

* Architecture Components

» Supervisors

» Web Server, Application Server and
Database Server tiers and serving the GUI

« Workers
« Perform analytics on their view of the data.
 Real-time search, Historical search, etc

» Collector(s)
* Parses the collected data

 Windows Agent(s) and Manager(s)
* More Granular monitoring

H— © Fortinet Inc. All Rights Reserved.

Supervisor

400+ data sources
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Combined SOC & NOC Analytics
Solving the SOC Visibility Puzzle . \

Performance Metrics

CPU

- _ N - Memory
Security Events - > X

- " Storage
b Ap pl ication N »,_,-"";-{‘ ™~ _/ - ’, - U ptl me
AAA Server N S e

Database Interface Utilization

Cloud Application o

Firewall/ IPS/ VPN
Router/ Switch/ WLAN )
Vulnerability Scanner x::f_ff

Combined SOC & NOC
Integrated CMDB | Threat Intelligence

Increased Functionality | Increased Visibility | Reduced Time to Respond

T © Fortinet Inc. All Rights Reserved. 8



1. CMDB (Configuration Management Database)

r g

Q

7/ 11 10 3 0 0 0

w Devices Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices > Network Device > Firewall

w Network Device

Device Summary

New Edit Delete Q & Actior

Agent Event
Router Switch Name P Type Status Discovered Method Agent Policy Status Status AWS Account AWS Instance |
VPN Gateway FG240D: 192.168.3.1 Fortinet FortiOS Pending Sep 10 2019, 02:49:49 PM SNMP Normal
Network IPS FG240D 10.10.240.1 Fortinet FortiOs Pending Sep 10 2019, 02:48:49 PM SNMP, Auto Asset

Security Gateway FGT90D 10.10.100.1 Fortinet FortiOS Pending Aug 22 2019, 10: 10#FTA LOG .

WLAN Controller FGVMO4 10.77.1.3 Fortinet FortiOS Pending Aug 22 2019, 10:17:48 PM LOG D I SCOVe ry

WLAN AP FortiGate50B 172.16.255.82 Fortinet FortiOS Pending Sep 10 2019, 02:48:50 PM SNMP Normal &

Load Balancer FortiGate90D 10.1.1.1 Fortinet FortiOS Pending Sep 10 2019, 02:48:50 PM SNMP Critical

Multiplexer HOST- 10.10.240.6 Cisco ASA Rewdine Ju 24 2019, 01:14:38 PM LU0 Au to Asset
Printers P 24500, 172.16.1.2 Palo Alto PAN-0S Pending Sep 10 2019, 02:48:50 PM SNMP Critical . .

e Gate‘vraf 172.16.3.10 Juniper SSG Screen0S  Pending Jul 24 2019, 01:10:51 PM LOG Critical Categ O rlzatl O n
WAN Accelerator SJ-Main t 192.168.19.65 Cisco ASA Pending Oct 10 2016, 10:30:05 AM SNMP, PING Normal

» Network Segment > |

w Server Summary Properties Monitor Software v Hardware v Configuration ionships Auto expand Config u ration

Windows
General Health Overview L
- o Auditin
Name: FortiGate90D Access IP: 10.1.1.1 Availability Health: @ Up Performance Health: @
Netware Device Type: Fortinet FortiOS Version: Fortigate-90D v4.00.1,build0279b279,10... Avg CPU Util: 100% N Avg Mem Util: 415
» Virtual Infrastructure Importance: Important HW Serial #: . |
y Contact Info: 1 Location: usa office Incidents(last 24 hrs)
PR ppliance Description: fortigate 90D By Severity: High: 1 Medium: 0 Low: 0 By Category: Avg D . D t . I
05400 = evice vetal
_ Member of 4 Groups P Se:
Generic 4
Group #1: /Network Device/Firewall
Workstation isti
& Group #2: /Network Device/Network IPS Statistics
Storage Group #3: /Network Device/Security Gateway Created: Jul 24 2019, 01:11:43 PM via LOG
» Environmental Group #4: /Network Device/WLAN Controller Last Discovered: Sep 10 2019, 02:48:50 PM via SNMP
v Last Updated: Sep 10 2019, 02:49:02 PM via SNMP
Interfaces: 5 Processors: 0 E

-mw © Fortinet Inc. All Rights Reserved. 9




CMDB Performance and Availability Monitoring

Fortigate90D Health =)
Availability Status: @ Up [N ENEEEEEENEEERNRINEN
Performance Status: @ Critical [ R
Uptime: 20d 7h Uptime % (30 d): 100% Ping Round Trip: 0 ms
Events Per Second (Avg): 0.32 — A~ Incidents (Last 24 hr): 1 °®
Top 10 Interface Utilization Q
1h 5h 12h 1d 7d
Name Received Util Sent Util Received Bps sent 8ps

internal
179Kbps
VPN_2_50B
08ps

Wireless

Health Summary

-1
Feb st, 201 13|

0%

Utilizgfion Trend -

1.4M00s -

476 6005

248 3xeps

0%

0%

0%

39Kbps

08ps

08ps

Bits/sec Trend

I Received util

Performance Data

13:50
W Received Bps

Additional Data

© Fortinet Inc. All Rights Reserved.
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AWS / Azure
Network
Server

Storage

Application

| Environmental

Availability
Performance

Change

Security

Compliance

Incidents
Threat Hunting
Business Service
Baseline
Fortinet Fabric

Business Service

© Fortinet Inc. All Rights Reserved.

2. Reporting

Should come with built-in reports covering

Security
Performance
Availability
Compliance

Require custom reports and features an
inbuilt report designer

PCI-DSS, HIPAA, SOX, NERC, FISMA,
ISO, GLBA, GPG13, SANS Ciritical
Controls, COBIT, ITIL, ISO 27001, NERC,
NIST800-53, NIST800-171, NESA

11



SIEM Security Analytics Platform

Accelerate Threat Detection and Incident Response

@‘ _ I Pl I
Detect & Investigate & - — e

Correlate Respond = ¢ _J
= e

I I I U

Aytomatic State Performance Risk Behavioral
Discovery Monitoring Monitoring Monitoring Analytics

Collect

Investigation Response

- © Fortinet Inc. All Rights Reserved. 12



\ ]
e
q
q
q
e
®
(] |
. 3 B\ g
AR HE
AN \5\{\3
DN w.w A
f:f f.f.
%, 5> &Jv
NN\
N
.aew =
. NCM Applications
w‘.ﬁa
e
-]
a
.,m,c
..m....v
n«\\vﬁ Jw.
u,,%
H&%ﬂw&s
£/ .
; 4 » wﬁf &
h,% &,,%,n% o%% %@ &
YR 3
¢/ _M,% L] [z

Junipar Stoel-Behed RADILIS

Fortinet FordAuthenticator

and Switches

uters

19

i -
¥4/,

:/5/. F4
§/@
7

£,
725,
,.n‘ ﬁ.‘ &
s 7
S e
A
%\s\s s
o
W S
» .g%...t%
?5...-3
* owen” %‘ss..
t\« ambal
a_x..i...H
p——
——
i g
ey
™ s
Mi:
S
= If:tllef
[INI
TN
l..il:la
NN
N
m/ffzx.f
pﬂr‘lflfff/.l vr#’e&



1. UEBA (User and entity behavior analytics)

Detailed Endpoint Visibility

Activity logged on the host « Extensive file access logging

* Increases visibility ) . Removable media use
* Logged before network encryption 7 0\ « Program and process use

» See file name details o

b\
|

Off-net Client Visibility

- Off-line data caching /\/é

» Upload to public collector

Minimally Invasive Solution
* No screen or keystroke logging
* No detailed web activity logging

Low Client Overhead « Minimal performance impact
» Approx. 1% CPU use

« All analysis performed by FortiSIEM

- © Fortinet Inc. All Rights Reserved. 14



UEBA: Log & Endpoint Visibility

UEBA Engine
Correlation Engine
ST _ / Event database

UEBA Dashboard Security
Operations

Analytics ———— User
—— Process
. Collector Upload Resource
| Behavior
Incidents
E:E © Fortinet Inc. All Rights Reserved. 15



2. MITRE ATT&CK® Data

» Access top level ATT&CK data from within SIEM solution
 Pivot directly to MITRE ATT&CK® for additional information

Valid Accounts Details

Tactics:

Initial Access MITRE ‘ ATT&CK’

Technique: IValid Accounts: Local Accounts £ II: T1078.003
Platform: — Linux, Windows, mac

Description:  Adversaries may obtain and abuse credentials of a local account as'a
gaining Initial Access, Persistence, Privilege Escalation, or Defense Evasion.
Local accounts are those configured by an organization for use by users, remote
support, services, or for administration on a single system or service. Local
Accounts may also be abused to elevate privileges and harvest credentials
through [0S Credential Dumping.

Home > Techniques > Enterprise > Valid Accounts > Local Accounts

ECHNIQUES
Enterprise “ Valid Accounts: Local Accour

Reconnaissance v

Bdsrires 5 Other sub-techniques of Valid Accounts (4)

Development

Close

Adversaries may obtain and abuse credentials of a local accountas a

Initial Access o Persistence, Privilege Escalation, or Defense Evasion. Local accounts ar
Drive-by Compromise for use by users, remote support, services, or for administration on a sin
Exploit Public-Facing Local Accounts may also be abused to elevate privileges and harvest cr
Application Dumping. Password reuse may allow the abuse of local accounts acros
External Remote the purposes of Privilege Escalation and Lateral Movement.

Services

Hardware Additions

T © Fortinet Inc. All Rights Reserved. 16



MITRE ATT&CK Dashboards

Rule Coverage
dashboard shows
MITRE ATT&CK

coverage

Incident Coverage
Dashboard shows
corresponding incidents

Incident Explorer
shows host centric,
interactive ATT&CK
view

R
A
6 ¢
W
w Y
g
G|
Cop:
Cop|

@ DASHBOARD

g A s v BB Overview
Tactics: All »
Device
192.168.22.16
win2008-ads
[Empty]
192.168.15.1
orders-erp
10.95.7.10
10.95.7.151
10.95.7.154
Related Incidents
Severity
sy 17 Last Occurred
Apr 08 2021, 03:48:00
I ~0r 08 2021, 03:48:00
Apr 08 2021, 03:48:00
IEZ 2o 08 2021, 03:48:00
Apr 08 2021, 03:48:00

& ANALYTICS

A INCIDENTS

@ DASHBOARD & ANALYTICS A INCIDENTS

@ DASHBOARD & ANALYTICS

& CASES

A INCIDENTS

2 cmDB
@ CASES 2 CMDB

CASES

£ CMmDB

L« RESOURCES

L« RESOURCES

L« RESOURCES

i= List » &2 Risk L Explorer i UEBA MITRE ATT&CK® Incident Explorer v & 1 minute
Initial Dersist Privilege Defense  Credenti
Access @rsiStence Escalation Evasion Access

Incident Tactics Technique Source

PM Excessive End User DNS Qu... Command And Co... Dynamic R 192.168.22.11

PM FortiSandbox detects malic.. Exfiltration

PM FortiSandbox detects malic.. Exfiltration Exfiltratio

PM FortiSandbox detects malic..  Exfiltration Exfiltration Over ..

PM Multiple Logon Failures: Do.. Credential Access Brute Fc 192.168.26.120

Copyright ® 2021 Fortinet, Inc. All rights reserved.

Organization: Super User:

Scope: Global

= TASKS

95 ADMIN
= TASKS 95 ADMIN
TASKS € ADMIN
- Status: Active v *D Time Range: Last 2 Hours v ®~
K < 79 168 > M
al ; Lateral : Commandyssgs .
Discovery 0 ment Collection . And Exfiltration Impact
antral
K < n3 258 ¥ M
Target Detail Incident Status
Triggered Event Count: 532
Malware Name: W32/Agent.ZIM!t
Risk Name: Malicious
Informational URL: trilog.exe
Malware Name: W32/Patched.SAP!tr
Risk Name: Malicious
Informational URL: wrar591.exe
Malware Name: VBA/Agent.DDV!tr.dldr
Risk Name: Malicious
Informational URL: Untitled-59129-160946
WIN2008-ADS
192.168.0.10

Domain: random.org

Triggered Event Count: 7

Maluiinen Mo WD 706 Aleinenn

»

FortiSIEM 6.2.0 (0219)

© Fortinet Inc. All Rights Reserved.
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3. Global Threat Intelligence

Build intelligence on dummy systems

.../
-

Domain 7 l
I IOC - IP ’
Threat Labs P SIEM Solutions

Global Threat Research & Response

Threat Exchange Machine Learning

Web Crawlers Hacker Forums Event Correlation & Threat Detection
Human Analysis Global Sensors Flexible alerts & notifications
Community Submissions Analytics & reports

T © Fortinet Inc. All Rights Reserved. 18



Use Case sharing: An Insurance Company

Use Case: Compliance, configuration audit

Insurance authority
customized dashboard &
report

Security team require
proactive configuration
monitor and backup

Diff the changes in certain
period

Fast deploy within half
month time frame

» Applications

» Busi rvices

Summary Properties Monitor Software v Hardware v Configuration Relationship

© Fortinet Inc. All Rights Reserved.

Security Team _ E:

Firewalls Windows

versiol

Network Team

_— F&:RTINET

Network router
& switch

other firewall
vendor

Proactive get configuration

[

19



Use Case sharing: A government department

Use Case: Government regulation, threat intelligence, reporting

S r<§¥- .Q. Al NEeEen * Customizable dashboard for
emediation

‘ﬂ compliance
K I ' |

Ticketing System Support custom parser
extension eg. Hitachi storage

* Enrich network security
FortiGuard threat

intelligence

HITACHI Storage

F::RTINET

m FortiGate

SONICWALL
Remote

Access
——— Windows Servers © Fortinet Inc. All Rights Reserved. 20

SAN e Utilize ticketing system as

H3C Switch helpdesk

Network

Linux Servers



pos @ DASHBOARD 14 ANALYTICS ~ MV INCIDENTS & CASES & CMDB L RESOURCES ~ 7= TASKS &5 ADMIN © A a @

FINTv ¢ FortiGate X FortiSandbox X FortiDeceptor X FortiADC X FortiEDR X Server X Summary X D
n Search... iE M AlSeverities v  All Organizations ¥ All Locations ¥ Table View v 2 3minutesv K < 171 (34 2 N

: : S Avail : : Perf Sec ; : ; : : ; ; Avail Perf Securit

Maint : Device Type Organization ot Packet Loss : Uptime Uptime % SEatus S Status CPU Util Mem Util Disk Util Free Disk Recv Util Sent Util EPS [Gcidentattiitdents tinciica

L4 FortiGate90D Fortinet FortiOS demopack . — 20 days . 100% ® . [N 100%  —41% — (Y — () 1

#  THREATSOCDC ';";:;Zsfzf; 3’;""“"’5 demopack  # W 0% 2 hours —100% % . W% W 1% WMNM71%  11GB — ) W% 4

* WINK8 ?;ﬁizsfzf;g';“"d"ws demopack  # W% 1728 days  EEEEN100% % % 0% DM 45% BN 100% 58 MB — 0  me——0% 21 I ™

Mi ft Wi

#  ORDERS-ERP S;:;‘:fzé ; 8'"d°ws demopack  # 0% 1 hour _— 0% % % W NN 1% MMM 71% 11GB — 0 % 1 n —

. juniperfw Juniper SRX Jun0S demopack . — (% 227 days [ 100% . | I 79% I (% I () | |

. ibmaix IBM AIX demopack . LN 1797 days [ 100% . L4 [ 96% I 93% 31 MB 1 |

- SJ-QA-F-Lnx-CHK Fortinet FortiOS demopack 1737 days I 100% # .

- FG240D3913800456 Fortinet FortiOS demopack - N 365 days I 100%  # a _— [ 499 I () — 11 | 1

» HOST-10.10.240.2 Security Onion BRO demopack L L4

#  THREATCTR 2";;‘;?;; OV;""“WS demopack  # W% 1308 days  WEEI99% o« . W% UM 12% W 1% 460 GB W— )  —

» HOST-10.10.240.6 Cisco ASA demopack 4 4

. 521collectoriso Generic Unix demopack L . 16

. HOST-127.0.0.1 Generic demopack . - 30

SJ-Dev-A-Fdy-

. Fastlron Foundry Ironware demopack . LN 1783 days I 100%  # . — 4 [ 49% I | 1

. PA-500_01_accelops  Palo Alto PAN-0OS demopack . I (% 228 days I 100%  * 4 I I

#  QAEXCHG ?;gzsfzfég;""dws demopack ~ # W%  1735days WSS 100% # . W—  Doem 1% EEEW78%  51GB —; w0y 8

. SJ-QA-S-Sun-Spc01 Sun Sun0S demopack . — 1760 days I 100%  # » — (Y — ()

#  WIN-RAQBSNWSBOVY ';'\;:;Z?Zf; g;'"d"ws demopack  # 0% 227 days —100% # . PGy DM 31 DM 34% 26 GB — ) 0% 13

L HP-ProCurve-2910al ~ HP ProCurve demopack 4 I (% 1744 days I 100% # » [ 5% — 7% [— 1% [— ) 1%



Key Tips to Better use your SIEM

Single Visibility
Threat Enrichment Platform

Powered-by word-class Security + configuration
FortiGuard Al threat intel. + performance

+ business availability

Predictable License
(Not Storage size)

T © Fortinet Inc. All Rights Reserved.

Unifying UBEA
Combining factor of
network, flow, agent info

22
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