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Overview:

• Bug Bounty Platforms

• Private Bug Hunting

• Cyber Kill Chain Intro

• Real Life Chaining Attack ( Red Teaming )

• Conclusion
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Bug Bounty Platforms
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Private Bug Hunting



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Private Bug Hunting
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Private Bug Hunting
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Cyber Kill Chain

Reconnaissance

Weaponizat
ion

Delivery

Exploitation
Installation

Command and Control

Actions on Objectives
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Website - Reconnaissance

Port 22 - OpenSSH 8.2p1 Ubuntu 4ubuntu0.4 
Port 80 – Nginx ( Web Server )
Port 443 - closed
Port 2222 - OpenSSH 8.2p1 Ubuntu 4ubuntu0.2
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Local Gitlab - Reconnaissance



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Reconnaissance – Local Gitlab
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Reconnaissance – Local Gitlab
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Reconnaissance – Local Gitlab
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Weaponization
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Delivery + Exploit
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Reconnaissance – Gitlab Admin
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Reconnaissance – Gitlab Admin
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Reconnaissance – Gitlab Admin
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Reconnaissance – Gitlab Admin
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Reconnaissance
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Reconnaissance
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Installation
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Reconnaissance
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Weaponization

Attacker

Victim
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Delivery



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Exploitation
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Exploitation



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Exploitation
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Delivery



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Exploitation



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

Exploitation + Installation
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Exploitation File Server - 2
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CEO PC  - Weaponization
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 CEO PC  - Weaponization
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 CEO PC  - Delivery



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com

 CEO PC  - Exploitation
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CEO PC  - Phishing
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CEO PC  - Exploitation
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CEO PC  - Exploitation
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CEO PC  - Exploitation
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Command and Control + Action

• Sliver C2 ( Backdoor, RAT, Spyware )

• Data Leakage

• Ransomware

• Botnet

• Crypto mining
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Conclusion

• OS version ( Win 7,8,10 - WinServer 
2008-2019 )

• Least privilege ( Root, Administrator )
• Password Policy ( Same password )
• Network Isolation ( VLAN, ACL, DMZ )
• Insecure File Storage ( Access permission )
• Devices misconfiguration ( EDR, IPS, WAF )
• Design flaws



This presentation uses a free template provided by FPPT.com
www.free-power-point-templates.com


