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§ Review of Public Key Infrastructure and Encryption

§ Quick Introduction to Quantum Computing

§ Why is it a Cybersecurity concern?

§ What can we do about it?

§ Questions and Discussion
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I just read an article about 
something called Quantum 
Computers and how they 
will “break the internet”

That is probably a bit 
overstated. Though there 

are some legitimate 
concerns about how we will 
secure our data moving into 

the future

What do you mean by that?

I mean that it has 
implications for how we 
keep our data private. 
Quantum Computing is 

probably not the technology 
that will “break the internet”, 

as such. 

For example: the way we 
keep our data private today 

is…
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Review of Public Key Infrastructure and Encryption
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• Encryption

• User Awareness

• Policy

Data in Use

• Encrypted Tunnels

• Air-Gapped Networks

• Traffic Obfuscation

Data in Transit

• Full Disk Encryption

• Access Management

• Storage Federation

Data at Rest

Protecting Data Today
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• Historical Techniques

• Mathematically Based

• Large Prime Numbers

Cryptography

• VPN

• End-to-End

• Encryption Protocols

Encrypted Tunnels

• Public and Private Keys

• Multifactor Authentication

• Encryption Protocols

Public Key Infrastructure

Encryption Techniques
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For that, we’ll go to our local 
researchers and ask them

Okay, so how does Quantum 
Computing threaten that 

model?

Quantum Computing takes 
advantage of some unique 
phenomena of Quantum 

Mechanics to solve certain 
types of problems rapidly

CEO
CIO
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Quick Introduction to Quantum Computing
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• Non-binary

• Sensitive to subtle 
changes

• This is part of the 
power of Quantum 
Computing

Decoherence

• Entanglement

• Measurement of 
Entangled 
Particles

Quantum Logic Gates

• Qubits

• Programming 
Languages

• Some types of 
Computer

Quantum Computing

• Binary Information

• Logic Gates

• Serial or Parallel 
Processing

Classical Computing

There’s No Quick Way to Explain it Thoroughly
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• Quantum Error 
Correction

• Inevitable?

Decoherence

• Don’t know exactly 
what happens 
internally

• The “Oracle”

Black Box

• Huge
• Interface with 

Classical 
Computer

• Programming is 
not trivial

Hardware/Software

• Extreme Low 
Temperatures

• Tightly Controlled 
Vacuum 
Conditions

Precise Conditions

There’s Nothing Easy About It
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There is the potential for 
leakage of intellectual 

property, customer data, 
confidential human resource 

data, etc.

You still haven’t told me how 
this threatens our business.

The types of problems that 
Quantum Computing is best 
at solving are precisely the 

algorithms we use to encrypt 
and secure data today.

Let me explain in some more 
detail…
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Why is Quantum Computing a Cybersecurity Concern?



§ Factoring the large prime numbers used 
in Cryptography is computationally 
intractable on classical computers

§ Or at least takes so long that it doesn’t matter in 
the end

§ Example: Brute Forcing RSA-2048 encryption
§ ~300 trillion years

§ That’s a LONG Time

§ Ultimately it means that factoring is faster 
on a Quantum Computer

§ Example: Brute Forcing RSA-2048 encryption
§ ~ 8 hours

§ Oh my…
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§ Hybrid Implementation of classical factoring 
and the Quantum Fourier Transform

§ Changes the time to factor a large number 
from exponential time (classical factoring) to 
polynomial time (Shor’s Algorithm)

Quantum Factoring: Shor’s Algorithm

Qubits, Superpostion, and 
Quantum Factoring…Oh My! 
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That is not to say that we 
should not start taking 

steps. Better cryptographic 
practices in our organization 

should only enhance our 
security.

We use RSA in our 
organization! We better 

change now if we don’t want 
our confidential information 

leaked.

It’s probably not currently a 
crisis as there are still some 

significant engineering 
hurdles to overcome before 

a quantum computer 
capable of breaking RSA is 

fully realized.
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That said, there is credible 

evidence that some 
organizations are collecting 

encrypted data now to 
decrypt in the future. So 

sooner is better.



15© 2022 APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 22-3085

§ Quantum Computers are finding many uses in science and technology
§ The Technology to crack cryptography seems to always be “about 10 years 

away”
§ The reason: Quantum Systems are difficult to work with
§ Quantum Decoherence: an inevitability?

§ Hardware costs and scalability

§ There are vocal critics that argue that it will never be usefully achieved

§ The Best “Quantum” Computers today generally work with around 100 Qubits
§ To factor RSA-2048 as discussed would take about 20 million Qubits with our current 

understanding of error correction

Quantum Computing is Still Developing
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§ Not today, but maybe tomorrow

§ Something is impossible right up to the moment that it becomes possible

§ The next breakthrough in Quantum Computing could take place tomorrow

§ The implications of a leap in Quantum Computing that breaks current 
cryptographic standards is not something to be ignored

§ Much of our current PKI and encrypted tunneling protocols would be available in clear text to 
entities that have capable Quantum Computers

§ It has taken over 20 years to implement PKI as it is today

§ It will take a long time to transition systems to a new cryptographic standard

§ Developing more secure cryptographic algorithms improves overall security

So, Should We Really Worry?
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In the near term we should 
look at our authentication 

and cryptographic practices 
within the organization.

So, what are the next steps 
for us to take as an 

organization?

My colleagues at NIST are 
working on standardizing 

cryptography that is 
Quantum Resistant.

If there are changes that 
can be made incrementally 

to transition to better 
methods, we should start 

making plans to do so.

Here are some more details 
about the cryptographic 

algorithms being developed 
at NIST
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What Can We Do About it?
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§ Feb 24-26, 2016 NIST Presentation at PQCrypto 2016:  Announcement and 
outline of NIST's Call for Submissions (Fall 2016) by Dustin Moody

§ Dec 21, 2017 Round 1 algorithms announced (69 submissions accepted as 
"complete and proper")

§ January 30, 2019 Second Round Candidates announced (26 algorithms)

§ July 22, 2020 Third Round Candidates announced (7 Finalists and 8 Alternates)

§ July 5, 2022 Announcement of Candidates to be Standardized and Fourth Round 
Candidates (Total of 4)
§ Shortly thereafter another article was published about one of the candidates (SIKE) that 

showed it could be broken with a single CPU and one hour using some very interesting math

§ Takeaway here: creating new cryptographic algorithms is difficult at best, cybersecurity 
professionals will need to pay attention moving forward

NIST Call for Post Quantum Cryptography Candidates
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The Candidates to be Standardized

CRYSTALS- KYBER CRYSTALS- DILITHIUM FALCON SPHINCS+

Type of 
Algorithm

Public-key Encryption 
(PKE) and Key-
establishment Algorithm

Digital Signature 
Algorithm

Digital Signature 
Algorithm

Digital Signature 
Algorithm

Description • Only candidate for PKE
• Early adoption by 

organizations like 
Cloudflare, Amazon, 
and IBM

• Case Studies are 
available

• Relatively Low 
Computational Costs

• Integrates easily with 
Kyber

• Case Studies are 
available

• Relatively Low 
Computational Costs

• Most scalable
• Designed to be 

implemented 
soonest

• Lowest 
Computational 
Cost

• Possibly the most 
secure

• Highest 
Computational 
Cost
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We should evaluate the 
usage of the algorithms 
while we wait for their 

standardization. If there are 
issues with implementing 

them in our organization we 
could address them early.

What should we do today?

APIs are available for each 
of the candidates discussed 
and are publicly available for 

evaluation
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What is Cloudflare Doing?
§ Their team sees evidence that Quantum Computing is inevitable and therefore 

has significant privacy concerns
§ Cloudflare is therefore already taking steps to implement Post Quantum 

Cryptography
§ In 2019 Cloudflare and Google performed the “TLS Post-Quantum Experiment”, which involved 

implementing and supporting new key exchange mechanisms based on post-quantum 
cryptography for all Cloudflare customers for a period of a few months

§ Began to use Post Quantum Cryptography for most of their internal services by the end of 2021
§ Positioning themselves to be among the first services to offer post-quantum cipher suites to 

customers as standards emerge.
§ Integrating the candidate standards into their Cloudflare Interoperable, Reusable Cryptographic 

Library (CIRCL)
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What is Amazon Doing?
§ The AWS Key Management Service now supports a hybrid TLS Post Quantum 

Key Exchange algorithm
§ Post Quantum security available for the Cloud, at least if it is hosted by AWS

§ Example of how this Hybrid Key Exchange works:
§ The negotiated post-quantum key is appended to the ECDHE (standard TLS) key before being 

used as the hash-based message authentication code (HMAC) key
§ The text hybrid in its ASCII representation is prepended to the beginning of the HMAC 

message.
§ The entire client key exchange message from the TLS handshake is appended to the end of 

the HMAC message
§ Small increase in computing overhead (~0.3 milliseconds) when using the hybrid model vs. the 

purely standard TLS handshake
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What is IBM Doing?
§ Created a tape drive using the CRYSTALS algorithms (both KYBER and 

DILITHIUM) and asymmetric AES-256 encryption
§ The new IBM quantum computing-safe tape drive prototype is based on a state-of-the-art IBM 

TS1160 tape drive and uses both Kyber and Dilithium in combination with symmetric AES-256 
encryption to enable the world’s first quantum computing-safe tape drive. The new algorithms 
are implemented as part of the tape drive’s firmware and could be provided to customers as a 
firmware upgrade for existing tape drives and/or included in the firmware of future generations 
of tape drives.

§ This is in addition to their work to develop Quantum Computing Capability
§ In November 2021 they announced a 127 Qubit chip named the “Eagle”

§ And a whole lot more!
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Questions and Discussion
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linkedin.com/in/mikewillburn

@aluthis

mwillburn@mitre.org

Michael Willburn

Closing Slide
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