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Agenda

1. Antivirus
2. Shellcode
3. Anti-Virus Evasion Techniques
4. Polymorphic Shellcode Creating Process Demo



Antivirus

● Signature analyse
● Heuristic analyse
● Behavior analyse



Shellcode



Shellcode

Local ( shellcode ) Buffer Overflow



Shellcode

Remote ( shellcode )
● TCP/IP 
● Socket



Antivirus evasion techniques

● Obfuscation
● Polymorphism
● Encryption
● Sandbox detection
● Process Injection



1. Bypass with Obfuscation



Obfuscate with Powershell



1. Powershell ( Invoke-Obfuscation )



1. Powershell ( Invoke-Obfuscation )



2. Powershell ( Custom Obfuscation )



2. Powershell ( Custom Obfuscation )



2. Powershell ( Custom Obfuscation )



Obfuscate with Metasploit



1. Creating common malicious payload



1. Virustotal scanning result (  48/68 )



2. Creating payload with Template



2. Creating payload with Template



2. Virustotal scanning result (  36/68 )



3. x86 binary ( custom )



3. x86 binary ( custom )



3. Virustotal scanning result (  8/68 )



3. x64 binary ( custom )



3. x64 binary ( custom )



3. Virustotal scanning result (  3/68 )



4. Polymorphic shellcode creating 
process ( Demo)



1. Executing /bin/sh/ 



Original assembly code ( 23 bytes ) 



Polymorphic assembly code ( 21 bytes )



Converting process



Executing polymorphic shellcode



2. Create folder -> Take permission -> Exit



https://www.exploit-db.com/exploits/37358



https://www.exploit-db.com/exploits/37358



Original assembly code



Polymorphic assembly code



Result 

Original shellcode: 29 bytes
Polymorphic shellcode: 25 bytes
Size Reduction: 14%



Comparing

Original

Polymorphic

29 bytes

25 bytes



3. Force system reboot ( ASM code )



3. Force system reboot ( C code )



Original assembly code ( 36 bytes )



Polymorphic assembly code ( 26 bytes )



Result 

Original shellcode: 36 bytes
Polymorphic shellcode: 26 bytes
Size Reduction: 28%



Additional info ( Linux syscall table )



Additional info ( reboot.c )



Additional info



Windows syscall table



Reference

https://j00ru.vexillium.org/syscalls/nt/64/  ( windows syscall table )
https://filippo.io/linux-syscall-table/ ( linux syscall table )



Thank you , Happy Hacking 😉


