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Biden deepfake spreads online after withdrawal from 2024 race
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Everyone the Finance worker saw in Zoom meeting was a fake
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Four main 
points of 

view when 
AI meets 

cyber 

AI used by attackers
•Force multiplier 
•More targeted 
• Increase success rate 

(test before you do) 
•New attacks forms 

How to secure AI Usage 
in my org
• Govern access 

to AI services & data 
•Secure AI pipeline 
• New things: Secure 

prompts, prevent poisoning, 
secure the AI models 

AI Used 
for Defense
•Force multiplier 
•Precision 
•New interface, conversational, 

& generative
• New ways to defend, better 

operations  

  And then, like every 
organization, your team 
can leverage 
AI and be better
• More efficient, better 

operations & quality, 
growth, development & 
more 
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Force multiplier 
• Automation and operationalization 

of attacks becomes simpler
• Creating mass campaigns 

More targeted 
• Develop and test targeted attacks 
• Phishing and deep fake
• Increase success rate (test before you 

run) 

New attacks forms 
• Exploit methods are still hard to invent 
• New attack surface - attack AI models, 

prompt injection: exposing 
and poisoning the data

• Wars between defender AI 
and attacker AI 

AI Meets 
cyber #1: 
AI uses by 
attackers 
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Today’s Threat Landscape
Phishing Email created by generative AI tools 
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Input Attack 
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FraudGPT 
Published on 22 Jul 2023, by user 

“CanadianKingpin12:

• Monthly: USD 200 / Annual: USD 1700 
with following services 

• Create malicious code
• Create Day-0 malware is difficult to be detected
• Look for non-VISA verified (VBV = Verified by Visa) 

bank identification numbers
• Create Day-0 phishing pages
• Create hacking tools
• Recon VIP target in social groups, websites, and 

marketplaces on the Internet
• Writing scam emails, webpage and letters
• Hunt for website or software leaks and 

vulnerabilities
• Self-learning on new coding and hacking skills
• Find sites where you can swipe your card
• 24-hour hosting service, 7 days a week (meaning a 

full range of hosting services can be provided 365 
days a year)

Malware-as-a-Services by AI
Phishing Email created by generative AI tools in seconds 
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Force multiplier 
• Automation and remediation 

becomes amazingly simple
• Enrich your data, hunt threats, 

find the needle in the haystack 

Precision 
• The deep part of prevention depends 

on the deeper aspects of AI
• Smarter decisions due 

to enrichment and context  

New interface
• Conversational & generative
• Simpler and for wider audience

Better operations 
that are more resilient 

Addressing new needs
• Changing how we perform cyber jobs 

AI meets 
cyber #2: 
AI uses
for defense
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AI-Powered Threat 
Prevention  

Protect AI 
Servers

AI-Powered 
Assistant for 
Admins & 
Security Analysts

ThreatCloud AI
50+ Threat Prevention Engines 
for 99.8% malware catch rate
Real-time Threat Intelligence 

AI Cloud 
Protect
Nvidia partnership to 
protect AI cloud 
infrastructure used by 
enterprises for their own  
AI apps

AI Copilot 
Saves up to 90% of the time needed to 
perform common administration tasks
Accelerates SecOps threat hunting, 
analysis and automated response.

Enable Safe GenAI 
usage

GenAI Security
Enables safe adoption of GenAI 
in the enterprise; delivers 
discovery, risk insights, data 
protection in real time

GA in Q3GA in Q4GA in Q4

AI is Powering Better Security
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AI improving catch 
rate



MBH

ThreatCloud AI: AI is all about your data

2,800,000,000
Websites and files inspected

Counted 

DAILY!20,000,000
Potential IoT devices

1,500,000
Newly installed mobile apps

146,000,000
Full content emails

1,200,000
Online web forms

2,600,000
Malicious indicators

Big data threat intelligence:

53,000,000
File emulations

90+ 
Security Engines

50+ 
Are AI-Powered 
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Executables I 

Documents I 

URLs 
analysis I 

Website 
impersonation

Documents II 

URLs 
analysis II 

DGA II

DNS 
Tunneling I

Executables II 

DGA I

DNS 
Tunneling II

Brand Spoofing 
prevention 

Macros I Macros II 

Files

Documents

Phishing

DNS Security

Decision 
engine I

2018 2019 2020 2021 2022 2023 2024

Decision 
engine I 

Decision 
engine II 

Decision 
engine II 

• Deep Learning Engine replacing 
traditional Machine Learning

• Improvement:
• +30% Detections
• -90% False Positives

• Deep Learning Engine replacing 
semi-automated AI classification

• Improvement:
• +47% DetectionsFrom Classic Machine Learning to Deep Learning 

AI technology evolution

Deep Brand 
Clustering

Documents 
III 

Decision 
engine III 
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The Most Comprehensive Zero-Day Phishing Solution

Brands URLs Reputation

Local brand 
impersonation

Brand phishing 
domain name

Image 
recognition 

analysis

Title brand 
similarity

Copyright brand 
similarity

Website
 impersonation​

Deep URL 
analysis

Known malicious 
URL

Path similarity

Compromised 
website

URL categories

IP reputation

URL reputation

Registrant 
reputation

Domain 
reputation

ThreatCloud 
Graph

Cutting edge
/ deep analysis

In browse

NLP

Protections 
engine

HTML model

Static web 
emulation

Dynamic web 
emulation

Domain

Newly registered 
domain

Real estate 
registrant

Suspicious 
Regex

Registered 
anonymously

Domain 
classification

Domain 
popularity

URL popularity

Source code 
similarity Special TLD

P A T E N T E D

AI Based

Deep Learning

Patented

Covering over 25 phishing techniques
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Present text analysis of the 
email body, including key 
paragraphs highlighting. 

The textual analysis also highlights the 
main entities in the email body - 
organizations, locations, and more.



10 New Engines, 
AI-Powered 

Zero Phishing Deep DNS Deep DGA Brand Spoofing ClearSite - 
URLs

Deep PDF LNK Guard DeepVBA Code packages Graph - URLs
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AI improving 
operational 
effectiveness



Infinity AI Copilot
Your Most Powerful Security Teammate

Security Admin Copilot

Security Analyst Copilot

NEW

NEW

Powerful, Generative AI engine 

Embedded in the Infinity Platform 
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Security Admin Co-
pilot Demo



MBH



MBH




MBH




MBH




MBH




MBH




Security Analyst Co-
pilot Demo
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Govern access to AI & data 

Monitoring your security 

Secure AI & data pipeline (supply 
chain)

AI meets 
cyber #3: 
Protect your 
AI & data 
usage

Data criticality and data security 
aspects

New things: secure prompts, 
prevent poisoning, secure 
the AI models 
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Check Point GenAI Security

• Comprehensive use-case support
• Single policy to control access and prevent 

data loss

C

BrowserEndpointSASEGateway
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Check Point GenAI Security

Please prepare a press release with the following data:

First Quarter 2024:

• Total Revenues: $599 million, a 6% increase year over year
• Security Subscription Revenues: $263 million, a 15 percent increase YoY
• GAAP Operating Income: $194 million, representing 32 percent of total revenues
• Non-GAAP Operating Income: $252 million, representing 42% of total revenues
• GAAP EPS: $1.60, a 5 percent increase year over year
• Non-GAAP EPS: $2.04 a 13 percent increase year over year

Yours, 

Sara Harris
CFO

• AI-powered classification of 
unstructured data

• Copy/paste restrictions 

• Customizable policy 

• Keep intellectual property safe

• Address privacy concerns

Hi, what can I do for you today?
Prompt blocked due to data 
policy. Please reconsider.



34©2023 Check Point Software Technologies Ltd. 

New Focus area for all CISO

How can we secure all these?
The good news is that we will all still have jobs. No silver bullets. 

Prompt Injection
This manipulates a large 
language model (LLM) 
through crafty inputs, 
causing unintended actions 
by the LLM. Direct injections 
overwrite system prompts, 
while indirect ones 
manipulate inputs from 
external sources.

LLM01

Sensitive Information 
Disclosure
LLM’s may inadvertently 
reveal confidential data in its 
responses, leading to 
unauthorized data access, 
privacy violations, and 
security breaches. Implement 
data sanitizations and strict 
user policies to mitigate this.

LLM06

Insecure Output 
Handling
This vulnerability occurs when 
an LLM output is accepted 
without scrutiny, exposing 
backend systems. Misuse may 
lead to severe consequences 
like XSS, CSRF, SSRF, privilege 
escalation, or remote code 
execution.

LLM02

Insecure Plugin 
Design
LLM plugins can have 
insecure inputs and 
insufficient access control 
due to lack of application 
control. Attackers can exploit 
these vulnerabilities, 
resulting in severe 
consequences like remote 
code execution. 

LLM07

Training Data 
Poisoning
Training data poisoning refers 
to manipulating the data or 
fine-tuning process to 
introduce vulnerabilities, 
backdoors or biases that could 
compromise the model’s 
security, effectiveness or 
ethical behavior.

LLM03

Excessive 
Agency
LLM-based systems may 
undertake actions leading to 
unintended consequences. 
The issue arises from 
excessive functionality, 
permissions, or autonomy 
granted to the LLM-based 
systems.

LLM08

Model Denial of 
Service
Attackers cause resource-
heavy operations on LLMs, 
leading to service degradation 
or high costs. The vulnerability 
is magnified due to the 
resource-intensive nature of 
LLMs and unpredictability of 
user inputs.

LLM04

Overreliance

Systems or people overly 
depending on LLMs without 
oversight may face 
misinformation, 
miscommunication, legal 
issues, and security 
vulnerabilities due to incorrect 
or inappropriate content 
generated by LLMs.

LLM09

Supply Chain 
Vulnerabilities
LLM application lifecycle can 
be compromised by vulnerable 
components or services, 
leading to security attacks. 
Using third-party datasets, 
pre-trained models, and 
plugins add vulnerabilities.

LLM05

Model Theft

This involves unauthorized 
access, copying, or 
exfiltration of proprietary LLM 
models. The impact includes 
economic losses, 
compromised competitive 
advantage, and potential 
access to sensitive 
information.

LLM10
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Summary

AI is a force multiplier: 
Leverage it and don’t stay behind. 

Your space is evolving with AI – 
transform and take action. 

We are all in the same boat as 
both attackers and defenders use AI.

Every company should review their 
security strategy of AI use case
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