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Biden deepfake spreads online after withdrawal from 2024 race
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Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

By Heather Chen and Kathleen Magramo, CNN
@ 2 minute read - Published 2:31 AM EST, Sun February 4, 2024
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Everyone the Finance worker saw in Zoom meeting was a fake
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Force multiplier
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Al Meets
cyber #1:
Al uses by
attackers

Automation and operationalization
of attacks becomes simpler

Creating mass campaigns

Develop and test targeted attacks
Phishing and deep fake

Increase success rate (test before you
run)

Exploit methods are still hard to invent
New attack surface - attack Al models,
prompt injection: exposing

and poisoning the data

Wars between defender Al
and attacker Al



Generatwe Al Could

Revolutionize Email—for / innovation
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From ChatGPT to HackGPT:
Meeting the Cybersecurity Threat
of Generative Al

It's time to replace traditional, rule-basec
cybersecurity with “smarter” technolo,

Karen Renaud, Merrill Warkentin, and George Westerman + April 1

TECHBY VICE

People Are Pirating GPT-4
By Scraping Exposed API Keys

Deepfake to Bypass Facial
Recognition by Using Generative
Adversarial Networks (GANSs)

Home / Innovation / Artificial Intelligence

Watch out: Generative Al will

level up cyber attacks, according

to new Google report

With generative Al, cyber attacks are about to
get a lot smarter. Here's what to expect.
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Al + ML

Business email fraud continues to rise,
with the Federal Bureau of Investigation
(FBI) reporting more than 21,000
complaints with adjusted losses over
$2.7 billion. Microsoft has observed

an increase in sophistication and

tactics by threat actors specializing

in business email compromise (BEC),
including leveraging residential internet
protocol (IP) addresses to make attack
campaigns appear locally generated.

You may have heard about Al defeating voice
authentication. This research kinda proves it

Proof-of-concept study shows it's possible to bypass high levels of security,
sometimes, sorta








Malware-as-a-Services by Al

Phishing Email created by generative Al tools in seconds

Monthly: USD 200 / Annual: US ,
W|th following services

Create malicious code .
Create Day-0 malware is difficult tomm

. ; (tuth |'ﬁ-
Published on 22 Jul 2023, by user * Look for non-VISA verified (VBV = Veri ﬂ
“CanadlanKlngp|n12 bank identification numbers \

B o e 3 9 e brk v Bk O A - Create Day-0 phishing pages
. s F s o e e T " Create hacking tools
s \ J S R S et e e - Recon VIP target in social groups, websﬂes*an__f._
‘ "m oSk et sty it oty el s ok iy sty i Bt marketplaces on the Internet
':' M.\,Qf-& i ‘)Hl’f - Writing scam emails, webpage and letters
t  KINGPINI2 *  Hunt for website or software leaks and
. vulnerabilities
R Self-learning on new coding and hacking skills

Find sites where you can swipe your card



Al meets
cyber #2:
Al uses

for defense

Automation and remediation
becomes amazingly simple

Enrich your data, hunt threats,
find the needle in the haystack

The deep part of prevention depends
on the deeper aspects of Al

Smarter decisions due
to enrichment and context

Conversational & generative
Simpler and for wider audience

Changing how we perform cyber jobs



Al is Powering Better Security

Al-Powered Threat Al-Powered Protect Al Enable Safe GenAl
Prevention Assistant for Servers usage
Admins & — | =
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ThreatCloud Al Al Copilot Protect GenAl Security

50+ Threat Prevention Engines Saves up to 90% of the time needed to Nvidia partnership to Enables safe adoption of GenAl

for 99.8% malware catch rate perform common administration tasks in the enterprise; delivers

Real-time Threat Intelligence Accelerates SecOps threat hunting, discovery, risk insights, data
analysis and automated response. protection in real time

protect Al cloud
infrastructure used by
enterprises for their own

GA in Q4 RPPh Q4 GA in Q3

°
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Al improving catch
rate




Al is all about your data

Big data threat intelligence:
2,800,000,000

146,000,000

53,000,000 Counted

20,000,000 DAI LYI

@ \ 2,600,000 Q0+

1,500,000

50+

1,200,000



Al technology evolution

From Classic Machine Learning to Deep Learning

DNS Security

Phishing

A ...
analysis |
-----
Documens

Files

* Deep Learning Engine replacing
semi-automated Al classification
* Improvement:

+47% Detections

* Deep Learning Engine replacing
traditional Machine Learning

* Improvement:
* +30% Detections
* -90% False Positives

Executables I ............................................

DNS
Tunneling |

Documents
1

Decision
engine lll
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The Most Comprehensive Zero-Day Phishing Solution
Covering over 25 phishing techniques

Brands
Local brand
impersonation
Brand phishing
domain name

mage
recognition
dlld

Title brand
similarity

Copyright brand
similarity

Website
impersonation

Source code
similarity
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URLs

Deep URL
analysis

Known malicious
URL

Path similarity

Compromised

website

URL categories

URL popularity

Special TLD

Reputation

IP reputation

URL reputation

Registrant
reputation

Domain

reputation

ThreatCloud
Graph

w W W

Endpoint Mobile

-

Harmony Harmony Harmony Quantum

Email & Collaberation

Domain

Newly registered
domain

Real estate
registrant

Suspicious
Regex

Cutting edge
/ deep analysis

\\

NLP

Protections
engine

Registered
anonymously

Domain
classification

Domain
popularity

HTML model

Static web
emulation

Dynamic web
emulation

Al Based

Deep Learning

©2024 Check Point Software Technologies Ltd.
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Present text analysis of the
email body, including key
paragraphs highlighting.

Al textual analysis of the email body
This widget presents the Al analysis of the email body

® Key paragraph (O Main Entities (O Raw bady

From Address: purchasing@ softfail SPF Check | ... @
To:
Reply-To: purchasing@

Subject: Fulfilling Purchase Order Enquiry

Hello,
We found your products, and we are very much interested in your product for our
market. PEETETT

Kindly send us price list if available, and confirm credit card payment is acceptable.

We have a preferred freight company who will handle the shipments so, you don't need
to worry about the shipping. (B

We would appreciate a quick reply. [Eatneana) Thanks and regards.

Purchasing Manager

[ ]
& cHeck POINT

From Address: no-reply.c v Pass SPF Check
To: user3@ 1
Reply-To: pay 1| Different Address

Subject: Thank You for choosing PayPal.

You sent 3 Payment of $[590.00 | BAOMEY| lto| Coinbase Inc. -| Dear Billing Support: | 1888 [EWEINAD 225 8285 Date :

June 22 2021 B8 | Invoice 1D: 407-0353423-8802348 We would like to inform you about your recent purchase of §

590.00 [WENE . This charge would appear on your statement within | 24 hours [ | . Delivery Information Online

Delivery brian.bishop@jetblue.com Payment Method: PayPal Credit Amount: [ $590 Merchant -] Information

Coinbase Inc. Buy Exchange Rate 1 Doge = $0.1875 2537 DOGE [| Doge Coins [BF8 |)$[ 560 [HEEE ]Transaction Fees §

30 [WEEE) Total Amount $| 590 [MEEE |In case, you did not make this payment please call our billing support at

18888258285 B | (Toll Free WoRKZFART ) to cancel. For cancellation or to make any changes or for any other issues

The textual analysis also highlights the
main entities in the email body -
organizations, locations, and more.

©2024 Check Point Software Technologies Ltd. 15
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Al iImproving
operational
effectiveness




Infinity

Al Copilot

Your Most Powerful Security Teammate

Powerful, Generative Al engine

Embedded in the Infinity Platform

CA Infinity Al Copilot
®

e

Security Admin Copilot

b

Security Analyst Copilot




Security Admin Co-
pilot Demo
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w Infinity
Al Copilot

Hi Gil, what can | do for you today?

Just now





Documentation How can | create a new policy?

Logs Can you give me a list of malware families that was detected in the last 7 ...
Configuration Display the configured gateways

Policy Show my policies

Troubleshooting Am | protected from CVE-2019-0708 ?

&> Emily Johns can't access SAP-server-America, please suggest allowing her access >





Emily Johns can't access SAP-server-America, please suggest allowing her
access

The logs show that Emily Johns attempts to access the SAP-server-America (IP:
192.168.19.1) were dropped by the rule 6.3 named "Production Farm Cleanup rule".
This happened multiple times, last time on 2024-01-03 at 13:59:41.

Just now P Y

Would you like to add Emily Johns to access role ‘Sales_North_America’ that can
access SAP-server-America

Yes (Add to access role) No





Emily Johns added to access role 'Sales_North_America'

Just now @] E@

Would you like to Install Policy

Yes (Install Policy) No

$% How can | help you today?





Security Analyst Co-
pilot Demo
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w Infinity
Al Copilot

Hi Eyal, what can | do for you today?

00:10

Am | protected against MOVEit Transfer attacks?

Just now

Yes. You are protected. Your IPS is set to prevent attempts to exploit this attack.
(CVE-2023-34362, CVE-2023-35036, CVE-2023-35708, CVE-2023-36932, CVE-
2023-36934, CVE-2023-36933)

Just now CLP oS





Were there any recent attack attempts?

00:11

Yes. There were 16 attempts to exploit this attack in the last 30 days. The last
attempt was on 2024-01-03 at 13:59:41.

Just now P Y

Do you want me to notify you upon new CVE's in the future?

Yes (Notify) No





Al meets
cyber #3:
Protect your

Al & data
usage

Govern access to Al & data

Monitoring your security

Secure Al & data pipeline (supply
chain)

Data criticality and data security
aspects

New things: secure prompts,
prevent poisoning, secure
the Al models



Check Point GenAl Security

A O O 4
@S,[Eﬁ].vou

Gateway SASE Endpoint Browser

2 W W W

Quantum  Harmony  Harmony  Harmony
Browse

Security Gateway SASE Endpoint

use-case support \m _
Single policy to and i

[
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Check Point GenAl Security

-

. Prompt blocked due to data
Hi, what can | do for you today? A policy. Please reconsider.

Please prepare a press release with the following data:

First Quarter 2024:

Total Revenues: $599 million, a 6% increase year over year

Security Subscription Revenues: $263 million, a 15 percent increase YoY

GAAP Operating Income: $194 million, representing 32 percent of total revenues
Non-GAAP Operating Income: $252 million, representing 42% of total revenues
GAAP EPS: $1.60, a 5 percent increase year over year

Non-GAAP EPS: $2.04 a 13 percent increase year over year

Yours,

Sara Harris
CFO

Al-powered classification of
unstructured data

Copy/paste restrictions
Customizable policy
Keep intellectual property safe

Address privacy concerns

I . S |
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LLMO1

Prompt Injection

This manipulates a large
language model (LLM)
through crafty inputs,
causing unintended actions
by the LLM. Direct injections
overwrite system prompts,
while indirect ones
manipulate inputs from
external sources.

New Focus area for all CISO

Insecure Output
Handling

This vulnerability occurs when
an LLM output is accepted
without scrutiny, exposing
backend systems. Misuse may
lead to severe consequences
like XSS, CSRF, SSRF, privilege
escalation, or remote code
execution.

Training Data
Poisoning

Training data poisoning refers
to manipulating the data or
fine-tuning process to
introduce vulnerabilities,
backdoors or biases that could
compromise the model’s
security, effectiveness or
ethical behavior.

LLMO4

Model Denial of
Service

Attackers cause resource-
heavy operations on LLMs,
leading to service degradation
or high costs. The vulnerability
is magnified due to the
resource-intensive nature of
LLMs and unpredictability of
user inputs.

Supply Chain
Vulnerabilities

LLM application lifecycle can
be compromised by vulnerable
components or services,
leading to security attacks.
Using third-party datasets,
pre-trained models, and
plugins add vulnerabilities.

Sensitive Information
Disclosure

LLM'’s may inadvertently
reveal confidential data in its
responses, leading to
unauthorized data access,
privacy violations, and
security breaches. Implement
data sanitizations and strict
user policies to mitigate this.

LLMO7

Insecure Plugin
Design

LLM plugins can have
insecure inputs and
insufficient access control
due to lack of application
control. Attackers can exploit
these vulnerabilities,
resulting in severe
consequences like remote
code execution.

Excessive

Agency

LLM-based systems may
undertake actions leading to
unintended consequences.
The issue arises from
excessive functionality,
permissions, or autonomy
granted to the LLM-based
systems.

Overreliance

Systems or people overly
depending on LLMs without
oversight may face
misinformation,
miscommunication, legal
issues, and security
vulnerabilities due to incorrect
or inappropriate content
generated by LLMs.

How can we secure all these?
The good news is that we will all still have jobs. No silver bullets.

LLM10

Model Theft

This involves unauthorized
access, copying, or
exfiltration of proprietary LLM
models. The impact includes
economic losses,
compromised competitive
advantage, and potential
access to sensitive
information.




Al i1s a force multiplier:
Leverage it and don't stay behind.

Your space is evolving with Al -
transform and take action.

We are all in the same boat as
both attackers and defenders use Al.

Every company should review their
security strategy of Al use case
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