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What is computer forensics 

• Finding evidence from computer and digital 
storage media 



Windows OS 

• ~90% OS market share 

• Juicy target of cyber attack 

 

 



FORENSIC ANALYSIS ON WINDOWS 



What should we know? 

• Operating system 

• File system 

• Important artifacts 

• Cyber attack methods 

• Basics of malware analysis 



Artifacts 

• Registry 

• Event log 

• Volume Shadow Copies 

• Master File Table (MFT) 

• Windows Shell Bags 

• Prefetch file 

• Update Sequence Number Journal (USNJRNL) 

 



What to do 

• Capture images 

• Create timeline 

• Analyze timeline 

• Analyze memory 

• Correlate finding with other sources 

• Prepare report 

 

 



Arsenal 

• FTK Imager 

• SIFT workstation by SANS 

• Redline  

• Volatility 

• SIEM 

• IDS/IPS, Firewall, … 

 



Capturing images 

• Disk & Memory (RAM) 

• DO NOT TURN OFF THE COMPUTER!!! 

 

 



Cold boot attack 



Cold boot attack 



Cold boot attack 



Playing with the images 

• High performance machine required 
• SIFT workstation (virtual machine) 
• Redline 

 



SIFT workstation 

 



Mounting the image 

#ewfmount image.E01 /mnt/ewf 

#mmls ewf1  
DOS Partition Table 

Offset Sector: 0 

Units are in 512-byte sectors 

  

      Slot      Start        End          Length       Description 

000:  Meta      0000000000   0000000000   0000000001   Primary Table (#0) 

001:  -------   0000000000   0000002047   0000002048   Unallocated 

002:  000:000   0000002048   0000206847   0000204800   NTFS / exFAT (0x07) 

003:  000:001   0000206848   0479567219   0479360372   NTFS / exFAT (0x07) 

004:  -------   0479567220   0479567871   0000000652   Unallocated 

005:  000:002   0479567872   0585867263   0106299392   NTFS / exFAT (0x07) 

006:  -------   0585867264   0585871963   0000004700   Unallocated 

 

 

# mount -t ntfs-3g -o ro,loop,show_sys_files,stream_interface=windows,offset=$((206848*512)) 
/mnt/ewf/ewf1 /mnt/windows_mount 
 
 

 



Creating timeline 

#log2timeline.py /cases/ewf.plaso /mnt/ewf/ewf1 --parsers win_gen --hashers none --
workers 15 

#psort.py -o l2tcsv -w test.csv test.plaso 

 

 
 

 

C:\>Mft2Csv.exe /MftFile:Z:\$MFT /TimeZone:0.00 /OutputFormat:l2t 
 

 

https://github.com/jschicht/Mft2Csv 

 
 

 



Timeline 

 



Timeline 

 



Timeline 



Windows Registry forensics 

REGRIPPER is the primary weapon when it comes to registry analysis 
 
 

# rip.pl -l | more 
1. ide v.20080418 [System] 
   - Get IDE device info from the System hive file 
 
2. shelloverlay v.20100308 [Software] 
   - Gets ShellIconOverlayIdentifiers values 
 
3. auditpol v.20151202 [Security] 
   - Get audit policy from the Security hive file 
 
……………………… 
 
346. usbstor2 v.20080825 [System] 
   - Get USBStor key info; csv output 
 
347. cpldontload v.20100116 [NTUSER.DAT] 
   - Gets contents of user's Control Panel don't load key 



Windows Registry forensics 

#rip.pl -r /mnt/windows_mount/Windows/System32/config/SOFTWARE -p winver 

Launching winver v.20081210 

 winver v.20081210 

 (Software) Get Windows version 

  

 ProductName = Windows Server 2008 R2 Enterprise 

 CSDVersion  = Service Pack 1 

 InstallDate = Thu Nov 29 17:52:22 2012 



Windows Registry forensics 

# rip.pl -r /mnt/windows_mount/Windows/System32/config/SAM -f sam 

Parsed Plugins file. 

Launching samparse v.20160203 

(SAM) Parse SAM file for user & group mbrshp info 

 

User Information 

------------------------- 

Username        : Administrator [500] 

Full Name       :  

User Comment    : Built-in account for administering the computer/domain 

Account Type    : Default Admin User 

Account Created : Fri Apr 13 17:27:01 2012 Z 

Name            :   

Last Login Date : Mon Aug  6 02:24:21 2018 Z 

Pwd Reset Date  : Wed Jan  3 10:42:54 2018 Z 

Pwd Fail Date   : Sun Aug  5 13:49:04 2018 Z 

Login Count     : 513 

  --> Normal user account 



Windows Registry forensics 

• Account profile list 

        #rip.pl -r /mnt/windows_mount/Windows/System32/config/SOFTWARE -p profilelist 

 

• Logon timeline 

        #rip.pl -r /mnt/windows_mount/Windows/System32/config/SOFTWARE -p winlogon_tln 

 

• Parsing event log 

        #rip.pl -r /mnt/windows_mount/Windows/System32/config/SYSTEM -p eventlogs 

 

• Services list 

        #rip.pl -r /mnt/windows_mount/Windows/System32/config/SYSTEM -p services 

 

• Installed application list 

        #rip.pl -r /mnt/windows_mount/WINDOWS/system32/config/software -p uninstall 



Memory forensics 

• Volatility and Redline  

 



Memory forensics 



Memory forensics 



Memory forensics 



Memory forensics 



Memory forensics 

#volatility –f memdump.mem –profile=Win7SP1x64 plugxconfig 



Memory forensics 



Memory forensics 



REAL LIFE EXAMPLE 



Example 

• A host infected with crypto-mining malware 

 



Example 

• Found running suspicious process called 
WinSCV.exe (PID:3056) 
 

• WinSCV.exe file exists in C:\Windows\Temp 
directory and is proven malicious software. 
 

• WinSCV.exe file was created on 2018/06/02. 
 

• Putty, well known SSH client software, was being 
used on the system at the time.    
 
 
 



Example 

• server.txt file, PE executable, was created on the system. Afterward, 
PSCP.exe (Putty’s Secure Copy Client) and confirm.txt files were created.  

• The content of the “confirm.txt” file was just “y” 
• After creating those files, SMSvsHOST.exe, win.exe and WinSCV.exe files 

were created consequently. The attacker used PSCP.exe to download other 
executables. 

 

•   

 

 

 

 

 



Example 

• To confirm previous findings, we need to check other logs. The target host 
might has been exploited by EthernalBlue.  
 
 
 
 
 

• The following log confirms that the exploitation was successful.  
 

 

•   

 

 

 

 

 



Example 

• To confirm previous findings, we need to check other logs. The target host 
might has been exploited by EthernalBlue.  
 
 
 
 

• The following log confirms that the exploitation was successful.  
 

 

•  After exploitation, the attacker downloaded another payload.  

 

 

 

 

 



Example 

• Server.txt is a UPX compressed executable file. It’s very easy to 
decompress UPX packed executables. The static analysis can show 
something helpful. 

 

 

 

 

 



The more sources, the more 
accurate result you will have.  
 

 

 

 


