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#> whoami

e YHORCHMWM [1aTa TeB YTYI -T cuctemM XerxyyianT
XapuyLCaH MEHEXKEP

« MNCERT CC -o canH gypblH axkuitaH

o Xapyysl 3aHM TAOMLI33HN 30XMOH Baunryynantan cyyJnnH
3 XKW OpOnLOXX BanHa.

« RHCE, RHCI



#> Is Imnsec/slide/content/

Introduction

e Pluggable Authentication Module
e SUdO

e setuid, setgid, acl, selinux

e auditd

e Sshd

e [ptables, firewalld

e OpenSCAP

e 3aaBap, 36eB/16r6e



#> man hardening

o Myy 3anyyCbIr 433X 30PUNITOTOU

e YUNOAIMNH cUCTEM + [Tporpam XaHram>x + XaHOoaslT,
yampanara

o Audit > Harden > Repeat



#> systemctl disable hardening

X3PB33 CUCTEMUNH atoynryn 6anasbir opxurayynsas toy 60510X
B3

Ooops, your files have been encrypted! v

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without |
our decryption service.

Payment will be raised on .
==p Can I Recover My Files?

91672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

: "2 Ta T But if you want to decrypt all your files, you need to pay.

e ittt ol You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Time Left

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information, )
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PAEINE oo W Ve daecbao N2 D oo

5/20/2017 00:47:55

Time Left

........................

--------------




#> systemctl disable hardening

X3PB33 CUCTEMUNH atoynryn 6anasbir opxurayynsas toy 60510X




#> systemctl disable hardening

X3PB33 CUCTEMUH atoynryn 6ananbir opxurayynsa oy 600X




#> man hardening

[ lporpam xaHram»x, CepBUCUH TOXUPIoo

VCS Mmanaannaa un 6onrox: .git, Example: unaa.mn,
mongolduu.com

Service info; Example: phpinfo, debug mode
Minimal package installation - VestaCP

chmod -R 777 /var/ www/uploads/



#> echo “Service information
disclosures”

~ » curl -1 http://caak.mn

HTTP/1.1 301 Moved Permanently
Server: nginx/1.11.8

Date: Fri, @5 Oct 2018 01:07:29 GMT

Content-Type: text/html
Content-Length: 185
Connection: keep-alive
Location: https://www.caak.mn/

Nginx » Nginx » 1.11.8 : Security Vulnerabilities

Cpe Name:cpe:/a:nginx:nginx:1.11.8

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Copy Results Download Results

# CVEID CWE ID # of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Level Access Complexity Authentication Conf. Integ.
1 CVE-2017-7529 190 Overflow +Info 2017-07-13 2018-01-04 5.0 None Remote Low Not required Partial None

Nginx versions since 0.5.6 up to and including 1.13.2 are vulnerable to integer overflow vulnerability in nginx range filter module resulting into leak of potentially sensitive information triggered by specially craff
request.

Total number of vulnerabilities : 1 Page : 1 (This Page)



#> echo “PAM - Pluggable
Authentication Mechanism”’

PAM - directives:

- auth - cncTeMUNH X3P3MM3ArvYvmMH TaHMX

- account - X3pP3armardnH YUNOJINAC TO4OPXOWIOX

- SESSIoN - TyXanH SEessIoN -HU 3LaC 6OMoH Tercresa
XUNrOax YUNOaMMr TogoPXOMIOX

- password - HyyL, yr cConmxTon XonbooTow YUNannir
Kypamnax




#> echo “PAM - Pluggable
Authentication Mechanism”’

PAM - controls:
- required - fails after the stack is processed
- requisite - fails iImmediately
- sufficient - if succeeds (with no prior failures), stack
succeeds
- optional - only matters it it is the only module in the stack




#> echo “PAM - Pluggable
Authentication Mechanism”’

[root@jail ~]# cat /etc/pam.d/system-auth

#%PAM-1.0

# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth
auth
auth
auth
auth

account
account
account
account

password
password
password

session
session
-session
session
session

required
required
sufficient
requisite
required

required
sufficient
sufficient
required

requisite
sufficient
required

optional
required
optional

pam_env. so

pam_faildelay.so delay=2000000

pam_unix.so nullok try_first_pass
pam_succeed_if.so uid >= 1000 quiet_success
pam_deny . so

pam_unix.so

pam_localuser.so

pam_succeed_if.so uid < 1000 quiet
pam_permit.so

pam_pwquality.so try_first_pass local_users_only retry=3 authtok_type=
pam_unix.so sha512 shadow nullok try_first_pass use_authtok
pam_deny. so

pam_keyinit.so revoke
pam_limits.so
pam_systemd. so

[success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid

reqguired

pam_unix.so



#> echo “PAM - Pluggable
Authentication Mechanism”’

SSH bruteforce xmnxaac xamraanax

[root@jail ~]# cat > /etc/pam.d/sshd

#%PAM-1.0

auth required pam_abl.so config=/etc/security/pam_abl.conf
auth include system-login

account include system-login
password include system-login
session include system-login

2FA authentication
https://qithub.com/goodle/google-authenticator-libpam

Smartcard Authentication
/etc/pam.d/smartcard-auth

session required pam_tty audit.so enable=*
type=TTY msg=audit(11/30/2011 15:38:39.178:12763684) : tty pid=32377 uid=root

auid=matthew major=136 minor=2 comm=bash data=<up>,<ret>


https://github.com/google/google-authenticator-libpam

#> echo “PAM - Pluggable
Authentication Mechanism”’

PAM can be malicious

- Log’s user password
- Set password backdoor
- Lock out users



#> man sudo

o [yXalVH X3P3rNardinH 3pxaap agMnH TYBLUHWW YUNOINAT
XUVK TYNLSTIOX

o /etc/sudoers

e /USr/sbin/visudo

Oct 4 14:55:08 jail su: pam_tty_audit(su-l:session): changed status from @ to 1

Oct 4 14:55:14 jail sudo: lkhagva : TTY=pts/@ ; PWD=/home/lkhagva ; USER=root ; COMMAND=/sbin/ip route show



#> echo “Access control”

o UGO + RWX
e Set GID

o Set UID

o Sticky bit

« ACL

o SELInux or AppArmor



#> echo “Access control”’

[root@jail ls -lah /etc/

root root 8.0K Oct 14:01

root root 224 Sep 09:40

root root 0@ Sep 09:37 .pwd.lock

root root 163 Sep 09:37 .updated

root root 5.0K Apr 04:20 DIR_COLORS

root root 5.6K Apr 04:20 DIR_COLORS.256c¢color
root root 4.6K Apr 04:20 DIR_COLORS.1lightbgcolor
root root 94 Mar 2017 GREP_COLORS

root root 842 Nov 2016 GeoIP.conf

root root 858 Nov 2016 GeoIP.conf.default
root root 134 Apr 20:48

root root 57 Sep 09:37

root root 16 Sep 09:40 adjtime

root root 2013 aliases

root root Sep 09:43 aliases.db

1
1
1
< |
1
1
i |
74
5
1
1
1




#> echo “Access control”’

Set UID - Vnm donar 3oorocoH 6on TyxamH pann Hb execute
XX yen axkunnark 6y npoLUeCcCUH 333MLUINT4Y33p Byc

36BX6H TyxXarH panfibiH 333MLLUNTYUNH 3PX330 axKuIinaHa
FOC3H V.

- chmod u+s test

[root@jail ~]# 1s -lah /bin/passwd

-rwsr-xr-x. 1 root root 28K Jun 10 2014 /bin/passwd




#> echo “Access control”’

Set GID - Vv chnar 300rocoH xaBTtac LUMHS dhaiin

YYCaxX33 TyXanH X3P3rM3ardmH group duLL TyxanH XaBTac
Xapbdanargax group -a OHOraoHO roCcaH Y.

- chmod g+s test



#> echo “Access control”’

Sticky Bit - TyxavH pansiblH 3339H Hb 36BX6H 66066 H3P
e6epuYNIeX, YCTrax 3PXTou

- chmod o+s test

[root@jail ~]# 1s -1d /tmp

drwxrwxrwt. 7 root root 105 Oct 4 14:53



#> man setfacl

ACL - Flexible access control mechanism
e getfacl

e Setfacl
Supported file systems: NFSv4, EXT3, EXT4, ZFS, HES +

[root@jail ~]# setfacl -m u:lkhagva:rw prison_break.docker
[root@jail ~]# getfacl prison_break.docker

# file: prison_break.docker

# owner: root

# group: root

user: :rw-
user:lkhagva:rw-
group: :---
mask: : rw-
other::---




#> man selinux

SELinux - Security-Enhanced Linux
e |jOurnald
 /var/log/audit/audit.log

« /var/log/messages

« /etc/selinux/config

e getenforce

e setenforce 1

e chcon

e ISs-IZ./




#> man selinux

SELinux Administration

File Help
Select: 8a )
Status Customized
| |
File Labeling Filter | |
User Mapping | Active  Module v Description Name (]
SELinux User -apache ?Allow httpd to act as a FTP server by listening on the httpd_enable_ftp_server
Translation “apache EAIIow HTTPD to run SSI executables in the same dom httpd_ssi_exec
Network Port -apache ‘Allow Apache to communicate with avahi service via ¢allow_httpd_dbus_avabhi
Policy Module ¥/ ‘apache Allow httpd to use built in scripting (usually php) httpd_builtin_scripting
Eapache iAIIow http daemon to send mail httpd_can_sendmail
-apache éAIIow httpd to access nfs file systems httpd_use_nfs
| -apache :Unify HTTPD to communicate with the terminal. Nee httpd_tty_comm =
-apache éAIIow Apache to use mod_auth_pam allow_httpd_mod_auth_ntim_winbind
:apache ;Allow HTTPD scripts and modules to connect to the r httpd_can_network_connect
¥4 -apache Unify HTTPD handling of all content files httpd_unified
“apache ‘Allow apache scripts to write to public content. Dire allow_httpd_sys_script_anon_write
¥4 :apache éAIIow httpd to read home directories httpd_enable_homedirs

Allow Apache to modify public files used for public fil allow_httpd_anon_write

“apache éAIIow Apache to use mod_auth_pam allow_httpd_mod_auth_pam
-apache ‘Allow httpd to access cifs file systems httpd_use_cifs

V] 'apache éAIIow httpd cgi support httpd_enable_cgi
-apache ‘Allow HTTPD scripts and modules to network connect httpd_can_network_connect_db
-apache éAIIow httpd to act as a relay httpd_can_network_relay
-bind ‘Allow BIND to write the master zone files. Generally { named_write_master_zones
‘cdrecord éAIIow cdrecord to read various content. nfs, samba, r cdrecord_read_content
Ecron Enable extra rules in the cron domain to support fcro fcron_crond
cvs éAIIow cvs daemon to read shadow allow_cvs_read_shadow

vl -domain :Allow unlabeled packets to work on system allow_unlabeled_packets
exim éAllow exim to connect to databases (postgres, mysq: exim_can_connect_db
“exim éAIIow exim to create, read, write, and delete unprivile exim_manage_user_files
exim éAIIow exim to read unprivileged user files. ‘exim_read_user_files
ftp ‘Allow ftp to read and write files in the user home dire ftp_home_dir
ftp gAIIow ftp servers to login to local users and read/writ: allow_ftpd_full_access

thp Allow ftp servers to use nfs used for public file trans: allow ftpd use nfs v




> man chroot

Change root
OS level isolation
chroot is not enough

Docker, LXC, FreeBSD jails



#> auditd

e ausearch

e aureport

e ausearch -m USER_LOGIN -sv no
e ausearch -ui bat

e ausearch -p 2317



#> sshd

o Passwordless login
e Permit root login disable

e Hosts.allow



#> echo “Iptables & firewalld”

o Isystemct| disable firewalld

e |ptables vs firewalld



#> echo “Kernel flags”’

o /etc/security/limits.conf



#> whois open-scap.org

- Automated tool
- Security Compliance
- Vulnerabllity assessment

5

OpenSCAP Base
Certified SCAP toolkit

QX

(X

N/
A

OO

XXX

@@@@@@@@

SCAP Security Guide

Baseline Compliance Content

(CI0I0[0]0)(CI0I0[0]0)

SCAP Workbench
GUI for Scanning

OpenSCAP Daemon
&y Manages continuous scans

r_\n' Sl n@
(C000000)

)8 © B

all(C10101010101010)

SCAPTimony
SCAP Database
& Storage Server

OSCAP

Anaconda Addon
Adds OpenSCAP
to Anaconda installer



http://open-scap.org

#> whois open-scap.org

X 0O = ssgrhel6-ds.xml-SCAP Workbench

File Help
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 6
Customization ’ (no customization) v ‘
Profile ’ Red Hat Corporate Profile for Certified Cloud Providers (RH CCP) v ‘ ‘ Customize ‘
Target () Local Machine (¢) Remote Machine (over SSH)
‘ username@192.168.122. 244 [z |-+ |
P Ensure /tmp Located On Separate Partition “
P Ensure fvar Located On Separate Partition “
» Ensure fvarflog Located On Separate Partition “
P Ensure jvar/log/audit Located On Separate Partition “
» Ensure Red Hat GPG Key Installed “
¥ Ensure gpgcheck Enabled In Main Yum Configuration “

The gpgcheck option controls whether RPM packages' signatures are always checked prior to installation. To
configure yum to check package signatures before installing them, ensure the following line appears in
fetc/yum.conf in the [main] section: gpgcheck=1

P Ensure gpgcheck Enabled For All Yum Package Repositories “
» Ensure Software Patches Installed
> Install AIDE T il
» Disable the Automounter “
B Varifs llcar Wha Nuine chadnw Gla -

100% (94 results, 94 rules selected)

| Clear l ‘ Save Results } ‘ Show Report ‘

Processing has been finished!



http://open-scap.org

#> echo “3aasap, 3esneree”

Hide service infos

o Grant mandatory access controls

« Do not turn off the firewall even if the server is behind the firewall
o SELinux, turn off and on

o Minimal packages

e Services

« Configuration

e Securing linux in scalable environment



