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The world is changing very fast. 
Big will not beat small anymore. 
It will be the FAST beating the 
slow.

~ Murdoch

“

”



Operating in a Global 
Marketplace

Sources: Wall Street Journal & Harvard Business Review Reports

CEO’s Top Concerns

Keeping Costs Under 
Control

Regulation and 
Legislation

Talent Management



Cyber Security Fear (March 2017)



Today’s Business Reality

 Cyber attacks among top 
5 risks says World 
Economic Forum

 63% of security 
professionals believe it is 
only a matter of time until 
their enterprise is targeted1

 $5.9M is average cost of 
targeted attack3

1.Managing cyber risks in an interconnected world: Key findings from The Global State of Information Security® Survey 2016
2.ISACA APT Awareness Study, 2013; 3. Verizon 2014 ; 4. Ponemon May 2014



Cyberthrearts (May 2017)
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Data Center
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Users

Networks

Risk Management Requires Layered 
Protection

Need for 
connected threat 

defense and 
centralized 

visibility 
increases

Servers
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Connected Threat Defense: Better, Faster 
Protection

Gain centralized 
visibility across the 

system, and 
analyze and assess 

impact of threats

Gain centralized 
visibility across the 

system, and 
analyze and assess 

impact of threats

Enable rapid 
response through 

shared threat 
intelligence and 
delivery of real-

time security 
updates

Enable rapid 
response through 

shared threat 
intelligence and 
delivery of real-

time security 
updates

Detect advanced 
malware, behavior 
and communications 
invisible to standard 
defenses

Detect advanced 
malware, behavior 
and communications 
invisible to standard 
defenses

Assess potential 
vulnerabilities 
and proactively 
protect endpoints, 
servers and 
applications

Assess potential 
vulnerabilities 
and proactively 
protect endpoints, 
servers and 
applications

PROTECT

DETECT

RESPOND



FSI Mfg. Public Telco/IT 
Services

Util/
Transport
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A Few Facts About Trend Micro
 29 years focused on security software, now 

largest pure-play
 Headquartered in Japan, Tokyo Exchange Nikkei 

Index (4704)
 8 consecutive years on Dow Jones Sustainability 

Indexes
 Customers include 48 of top 50 global 

corporations
 5500+ employees, 38 business units worldwide

500k commercial 
customers &

155M endpoints 
protected

Small 
Busines

s

Midsize 
Business

Enterpris
e

Consu
mer

Consumer
s
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Why Trend Micro?

15



Copyright 2017 Trend Micro Inc.16

LAN 
Server 

Security

1995 2000 2005 201520101990

LAN 
Server 

Security

Leading 
Consume

r Anti-
Virus

MSN 
Hotmail 

Protection

Gateway 
Security

Integrated 
Virtualizati

on
Security

Cloud 
Computing 

Security

Advanced 
Threat 

Detection

Network 
DefenseSmart 

Protection 
Network

Anticipated Key Shifts Well with Number of 
Firsts!
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Continuous Innovation of Threat Defense 
Techniques

Anti-
malwar

e

Personal 

Firewall
Anti-

spywar
e

Host-based 
IPS & 

Firewall

Web/File 
Reputatio

n

Encryption 
& DLP

White-
listing

Integrity 
Monitoring

Variant 
Protection

Behavioral 
Analysis

Census 
Check

Exploit 
Prevention

App 
Control

Sandbox 
Analysis

Investigation 
& Forensics 

(EDR)

DDoS 
Protection

DGA 
Defense

Network
 IPS

High-Fidelity 
Machine 
Learning

Ransomware 
Remediation

When it comes to defending an organization against the full range of known and 
unknown threats, there is no silver bullet. Yes, “next-gen” threat defense 
techniques are needed to combat the emergence of threats like ransomware, but 
these techniques alone cannot efficiently deal with the huge volume of other 
threats still out there. Must continually innovate to stay one step ahead.
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Source: Live proof of concepts – 263 
organizations, 2016

65%
Had zero-day or 

unknown malware

90%
Had active 

Command and 
Control in their 

networks

80%
Had network 

attacks or 
exploits
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Years ago, the threat landscape was black and white

KNOWN BAD KNOWN GOOD
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KNOWN BAD KNOWN GOOD

A number of classic threat defense techniques tackle these

Applicatio
n ControlWhitelisti

ng

Encryption

Blacklistin
g

Conte
nt 

Filterin
g

Anti 
Malware
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UNKNOWN

Zero-day attacks Ransomware

Lateral 
movement

Targeted 
attacks

Business 
Email 

Compromise

Now, the “grey” is growing and is much harder to defend against
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90%
of malware only 

affects one device

60%
of malicious domains 

are alive for less 
than an hour

Only 60 seconds
to encrypt 

endpoints with 
ransomware
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Delivering the best protection against the full 
range of 

KNOWN and UNKNOWN threats
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Web & File 
Reputation
Exploit 
Prevention
Application 
Control
Variant Protection

Behavioral Analysis

Safe files 
allowed

Malicious 
files 

blocked

Pre-execution Machine 
Learning

L
E
G

E
N

D

Known 
Good Data

Known 
Bad Data

Unknown 
Data

Noise 
Cancellation

Runtime Machine 
Learning

SMART: Unique Blend to Protect 
Endpoints
Officescan XGEN Endpoint Protection

NEW!

NEW!
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Best Score for 3 Years
Includes performance, protection (prevalent & 0-day) 
& usability

Source: av-test.org 
Jan 2014 to Dec 
2016

Trend Micro Kaspersky Symantec F-Secure McAfee Sophos Cylance Microsoft
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12.17
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Forrester Wave: 
Endpoint Security 

Suites, Q4 ’16



Confidential © 2017 Trend Micro Inc.

Gartner Magic 
Quadrant for
Endpoint Protection 
Platforms
January 2017This graphic was published by Gartner, Inc. as part of a larger research 
document and should be evaluated in the context of the entire 
document. The Gartner document is available upon request from 

https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.ht
ml

Gartner does not endorse any vendor, product or service depicted in its 
research publications, and does not advise technology users to select 
only those vendors with the highest ratings or other designation. 
Gartner research publications consist of the opinions of Gartner's 
research organization and should not be construed as statements of 
fact. Gartner disclaims all warranties, expressed or implied, with 
respect to this research, including any warranties of merchantability or 
fitness for a particular purpose.

https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.html
https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.html


Copyright 2017 Trend Micro Inc.29



Copyright 2017 Trend Micro Inc.30

Safe
Malicious 

files 
blocked

Network Content 
Correlation
Behavioral Analysis
Lateral Movement 
Detection

L
E
G

E
N

D

Known 
Good

Known 
Bad

Unknown 

Custom Sandbox 
Analysis

Network Content Inspection 
Intrusion Prevention (IPS)
Early Zero-Day Protection
Web Filtering & URL Reputation

Machine LearningNEW!

SMART: Unique Blend to Protect 
Networks
Deep Discovery/Tipping Point Network 
APT/IPS Protection
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Wire-speed 
prevention

Network 
segmentation

Early zero-day 
protection

Wire-speed 
prevention

Network 
segmentation

Early zero-day 
protection

Breach detection

All ports, 107 
protocols

Connected threat 
defense

Breach detection

All ports, 107 
protocols

Connected threat 
defense



Copyright 2017 Trend Micro Inc.32



Copyright 2017 Trend Micro Inc.33

Gartner Magic Quadrant 
for
Intrusion Detection and 
Prevention Systems
January, 2017

This graphic was published by Gartner, Inc. as part of a larger research 
document and should be evaluated in the context of the entire 
document. The Gartner document is available upon request from:
http://www.trendmicro.com/us/business/cyber-security/gartner-idps-rep
ort/

Gartner does not endorse any vendor, product or service depicted in its 
research publications, and does not advise technology users to select 
only those vendors with the highest ratings or other designation. 
Gartner research publications consist of the opinions of Gartner's 
research organization and should not be construed as statements of 
fact. Gartner disclaims all warranties, expressed or implied, with 
respect to this research, including any warranties of merchantability or 
fitness for a particular purpose.

http://www.trendmicro.com/us/business/cyber-security/gartner-idps-report/
http://www.trendmicro.com/us/business/cyber-security/gartner-idps-report/
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Anti-Malware & Web 

Reputation
Intrusion Prevention (IPS) & 

Firewall 

Integrity Monitoring & Log 

Inspection

Application Control

Safe files & 
actions 
allowed

Malicious 
files & 
actions 
blocked

L
E
G

E
N

D

Known 
Good

Known 
Bad

Unknown 

Machine Learning

Behavioral Analysis 

Custom Sandbox Analysis

SMART: Unique Blend to Protect 
Workloads Deep Security for Physical, 
VM and Cloud Instances

SOON!

NEW!

NEW!

NEW!
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 Trend Micro DV Labs Advantage

LAN/WAN/
WLAN

Delivers 11 zero-
day filters/week

DV Labs 

Over 650 
vulnerabilities 

published in 2016
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Zero Day Initiative: Preemptive Protection       for “Undisclosed” Vulnerabilities 

Public 
Disclosure

Vulnerability 
is submitted 

to ZDI

Vulnerability is 
Patched or 
Remains 
Unfixed

Vendor 
Response

TREND MICRO CUSTOMERS PROTECTED AHEAD OF PATCHTREND MICRO CUSTOMERS PROTECTED AHEAD OF PATCH

OTHER NETWORK SECURITY VENDORS CUSTOMERS AT RISKOTHER NETWORK SECURITY VENDORS CUSTOMERS AT RISK

Digital 
Vaccine®

Filter 
Created

Vendor Notified

57 
DAYS
Average days of zero-

day filter coverage from 
date of DV filter shipped 
to ZDI public disclosure 

in 2016.

57 
DAYS
Average days of zero-

day filter coverage from 
date of DV filter shipped 
to ZDI public disclosure 

in 2016.
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 Block early!

#1 external supplier 
of Adobe Reader 
vulnerabilities

Average 101 days of 
zero-day predisclosed 

filter coverage 
for 2015 bulletins

Average 181 days of 
zero-day predisclosed 

filter coverage 
for 2015 bulletins

#1 external 
supplier of bugs 

to MSFT
 

OpenSSL vulnerability  
           similar to 

Heartbleed

Digital Vaccine 
provided 43 days of 

coverage before 
OpenSSL Group 

released a patch 



Performa
nce “Security 

can’t slow 
me down!”

“Security 
can’t slow 
me down!”
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The MARKET 
LEADER in server 
security for the 7th 

straight year!

The MARKET 
LEADER in server 
security for the 7th 

straight year!

Symantec
Intel

Other

30%

CERTIFIED for key 
environments AND for 

security

EAL 2

Source: IDC, Securing the Server Compute Evolution: 
Hybrid Cloud Has Transformed the Datacenter, January 
2017  #US41867116
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Security Threats in the IoT Era

Existing vulnerabilities
Insecure design/code
3rd-party libraries

Existing vulnerabilities
Insecure design/code
3rd-party libraries

Open network ports Open network ports 

Insecure network protocols
Insecure FOTA/SOTA

Insecure network protocols
Insecure FOTA/SOTA

Poor authentication/authorizationPoor authentication/authorization

Undetected files changed
Undetected process behavior

Undetected files changed
Undetected process behavior
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NFV DPI 
showcase 

with

NFV DPI 
showcase 

with

ThroughTek 
partnership
ThroughTek 
partnership

partnershi
p for home 

routers

partnershi
p for home 

routers

vCPE on 
NFV 

showcase 
w/

vCPE on 
NFV 

showcase 
w/

Mirai 
DDOS 
attack 

Mirai 
DDOS 
attack 

Trend Micro IoT Initiatives Gaining Speed

SafeLock 
lockdown 
solution 
released

SafeLock 
lockdown 
solution 
released

Deep 
Discover

y 
network 

detection

Deep 
Discover

y 
network 

detection

Launch of 
solution for 

IoT / IoV

Launch of 
solution for 

IoT / IoV

2012 2015 20162014

Partnership & 
SDK release

Partnership & 
SDK release
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We Share Our Customers’ Vision

Copyright 2017 Trend Micro Inc.     44

A world SAFE for 
exchanging 

digital information
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Thank You
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