XGen: the secret ingredient
of next-gen security

Karen Karagedyan
Regional Account Manager
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Cyber Security Fear (March 2017)

88 Bloombers .t Tech  Pursuits  Politics Opinion  Businessweek

WikiLeaks Adds to Samsung
Headaches With Claims of Spying
TVs

by SamKim

Change your passwords... again: Yet
another Yahoo data breach affected 32
million accounts

Verifone has been hit by a data breach at gas stations

Blintelligence w

ouh os Arby’s Data Breach Exposes
350,000 Records; 2017 Total Leaps
Above 1 Million

HOME DEPOT

Home Depot to Pay Banks $25
Million in Data Breach Settlement

Jeff John Roberts n u E‘
6:44 AM SGT

Uber, FitBit, OkCupid info exposed by massive
data breach

Data breaches becoming more complex,
pervasive and damaging, finds Verizon's verizon\/

2017 Data Breach Digest



Today’s Business Reality

" Cyber attacks among top

5 risks says World
Economic Forum

" 63% of security

professionals believe it is
only a matter of time until
their enterprise is targeted:

" $5.9M is average cost of =
targeted attacks

1.Managing cyber risks in an interconnected world: Key findings from The Global State of Information Security® Survey 2016
2.ISACA APT Awareness Study, 2013; 3. Verizon 2014 ; 4. Ponemon May 2014



Cyberthrearts (May 2017)
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kommersant.ru

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

-~ —————--- that you can recover all your files safely and easily. But you have

Check Payment

English >

My Files?

ne of your files for free. Try now by clicking <Decrypt>.

ecrypt all your files, you need to pay.

7s to submit the payment. After that the price will be doubled.

y in 7 days, you won't be able to recover your files forever.

rents for users who are so poor that they couldn’t pay in 6 months.

d in Bitcoin only. For more information, click <About bitcoin>.
rrent price of Bitcoin and buy some bitcoins. For more information,
vitcoins>.

tamount to the address specified in this window.

, click <Check Payment>. Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address:

13AMA4VW2dhxYgXeQepoHkHSQuy6NgaEb94
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Risk Management Requires Layered
Protection

g

Networks

~ Need for
connected threat
defense and
centralized
visibility
increases
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Connected Threat Defense: Better, Faster
Protection

Enable rapid
response through
shared threat
intelligence and
delivery of real-
time security
updates

Gain centralized
visibility across the
system, and
analyze and assess
impact of threats

12 Copyright 2017 Trend Micro Inc.

[N

¢
et
®"

RESPOND

""

Ay,

EC)DT PROTECT
=
= -

VISIBILITY AND

CONTROL

]
]
§
L]
]
#
&
:F
L]

DETECT

Assess potential
vulnerabilities
and proactively
protect endpoints,
servers and
applications

Detect advanced
malware, behavior
and ecommunications
invisible to standard
defenses
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A Few Facts About Trend Micro

" 29 years focused on security software, now
largest pure-play

" Headquartered in Japan, Tokyo Exchange Nikkei
Index (4704)

" 8 consecutive years on Dow Jones Sustainability

Indexes ST

500k commercial

customers &
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Why Trend Micro?




Anticipated Key Shifts Well with Number of
Firsts!
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KNOWN BAD KNOWN GOOD

Years ago, the threat landscape was black and white



KNOWN BAD KNOWN GOOD
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Delivering the best protection against the full
range of
KNOWN and UNKNOWN threats
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Endpoints
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& usability
1714 17.08 16.81
16.17 15.94 15.67
13.50
12.17
Trend Micro Kaspersky Symantec F-Secure McAfee Sophos Cylance Microsoft

Source: av-test.org
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Gartner Magic
Quadrant for
Endpoint Protection

Platforms
Jla ﬂuiaﬂgsyubZ)QjLZartner, Inc. as part of a larger research

document and should be evaluated in the context of the entire
document. The Gartner document is available upon request from

https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.ht
ml

Gartner does not endorse any vendor, product or service depicted in its
research publications, and does not advise technology users to select
only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner's
research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with
respect to this research, including any warranties of merchantability or
fitness for a particular purpose.

Confidential © 2017 Trend Micro Inc.
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Networks
Deep Discovery/Tipping Point Network
APT/IPS Protection
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NSSXY /' bF e OMMENDED

Breach Detection System

' 3YEARS IN A ROW

99.8% Detection Rate

s

Nss LABS

RECOMMENDED

TippingPoint
RECOMMENDED
Next-Generation IPS

32 Copyright 2017 Trend Micro Inc.
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Gartner Magic Quadrant
for
Intrusion Detection and

Prevention Systems
January, 2017

This graphic was published by Gartner, Inc. as part of a larger research
document and should be evaluated in the context of the entire
document. The Gartner document is available upon request from:

http://www.trendmicro.com/us/business/cyber-security/gartner-idps-rep
ort/

Gartner does not endorse any vendor, product or service depicted in its
research publications, and does not advise technology users to select
only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner's
research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with
respect to this research, including any warranties of merchantability or
fitness for a particular purpose.

33 Copyright 2017 Trend Micro Inc.

ABILITY TO EXECUTE

Cisco
@ Intel Security (McAfee)

IBM @ @ Trend Micro (TippingPoint)

Alert Logic @ NSFOCUS Y
Venumech.
® Hillstone Networks
Y Huawei
AhnLab.
Wins @
COMPLETENESS OF VISION —> As of January 2017

@) 1re

ND,
RO


http://www.trendmicro.com/us/business/cyber-security/gartner-idps-report/
http://www.trendmicro.com/us/business/cyber-security/gartner-idps-report/
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Trend Micro DV Labs Advantage

2
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INITIATIVE

Over 650
h vulnerabilities
ublished in 2016

36 Copyright 2017 Trend Micro Inc.
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ZERO DAY
Zero Day Initiative: Preemptive Protection  for “Undisclosed” Vulnerab.@,”\”T'AT'VE

L ) % (@
% Vendor Notified dAveglaEge days of z?cro-
. ay er coverage rrom
Vulnerability Vendor Vulnerability is Public date of DV filter shipped
is submitted Response Patched or Disclosure to ZDI public disclosure
to ZDI Remains I :
_ Unfixed
Digital
Vaccine®
Filter

Created
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Block early!

i
Microsoft
#1 external
supplier of bugs
to MSFT

Average 181 days of
zero-day predisclosed

filter coverage
for 2015 bulletins

38 Copyright 2017 Trend Micro Inc.

AR

Adobe

#1 external supplier
of Adobe Reader
vulnerabilities

Average 101 days of
zero-day predisclosed

filter coverage

for 2015 bulletins

4 )

OpenSSL vulnerability
similar to
Heartbleed

Digital Vaccine
provided 43 days of
coverage before

\. OpenSSL Group /
released a patc
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“Security
can’'t slow
me down!”
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The MARKET
LEADER in server

security for the 7th_
straight year"==

Intel

Symantec
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Security Threats in the loT Era

3 o S P ]

Existing vulnerabilities Insecure network protocols
Insecure design/code Insecure FOTA/SOTA
3rd-party libraries
- / X $:2
L1 . =
Open network ports Undetected files changed
/‘QL Undetected process behavior

Poor authentication/authorization



Trend Micro loT Initiatives Gaining Speed

@ | Launch of
— solution for

nsaus - VCPE on loT / loV

partnershi  # TUTIK NFV

% | p for home ThroughTek : !\ e =. Microsoft
@ routers wr

SECURITY
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Partnership &
SDK release

Deep NFV DPI

Discover showcase
i | SafelLock y with

|0deC.)Wﬂ network A ADLINK
solution detection &

released @t/el.
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We Share Our Customers’ Vision

A world SAFE for
exchanging
digital information

ﬁopyright 2017 Trend Micro Inc. 44



Thank You
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