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2017.02.22 Incidents Member Submission: "Re:_TWO_(2)_NEW_ORDERS" - NetWire-RAT Phishing E-mails Xaparuaar waropman

2017.02.22  Incidents Member Submission: Confirm Remittance" - SWIFT / HSBC-Themed Phishing E-mail

2017.0222  Incidents m Member Submission: "P.O #3792-200-298-06-44 Rev" - Pony-Trojan Phishing E-mail
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Mongolia v Infected Mail v TIME PERIOD: @ Last week © Last month

Top - Infected Mail IN THE LAST MONTH Top - Infected Mail IN THE LAST MONTH

Exploit_Win32_CVE-2017-11882_gen
Trojan_PDF _Badur _gen

Backdoor _Win32_Androm_gen
Exploit_RTF_Agent.a
Trojan-Dropper _PDF _Bedih_a
Worm_Win32_WBVB_vam
DangerousObject _Multi._Generic
Trojan-Dropper _Win32_Injector_gen

1
2
3
4
5
6
7
8
9

P> H OSSP
S B B I 5
FFF PP F S

Trojan_OLE2 Badur_gen

=
@

Trojan_HTML_Fraud._gen




CVE 2017-11882

17 YEARS OLD

@ Windows Update

Update status

Destop + expiot

itated Physe sl Memr
Yotal Poycal Memory
abie Pyl Memony

- CERT/CC

Mongalian Cyber Emergency Response Team | Coordination Center

Cabentator

Open ‘Fw_lInvitation letter of
FW review meeting.rtf’

CVE-2017-11882| CVE-2018-0802

EQNEDT32.E3
‘memory comuption
vulnerabilities

Shellcode
Copy %TEMP%\Setup.zip to
%APPDATA%\Word\Startup\w.wll

= Standard

%APPDATA%\Word\
Startup\w.wll

p ‘Setup.zip’

CVE-2018-0802

Everytime WINWORD.EXE is launched...
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Drop and execute
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Top - Network attacks IN THE LAST MONTH

Intrusion_Win_MS17-016.0
Intrusion_Win_MS17-010_p
Bruteforce_Generic_Rdp.d
Bruteforce_Generic_Rdp.a
Intrusion_Win_MS17-010.e
Intrusion_Win_NETAPI buffer-overflow_exploit
Intrusion_Win_CVE-2017-7269_cas_exploit
Intrusion._Generic.CVE-2017-10271 _exploit
Intrusion_Win_CVE-2017-0147 _sa.leak

Bruteforce_Generic_Rdp.c




|  VULNERABLE:
| Remote Code Execution vulnerability in Microsoft SMBvl servers (msl17-01
8)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft

|
|
|
SMBv1
|

servers (msl17-010).

Disclosure date: 2017-03-14
References:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidan
ce-for-wannacrypt-attacks/

Written by:
Claudio Viviani
http://www.homelab.it
info@homelab.it
homelabit@protonmail.ch
https://twitter.com/homelabit
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