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// create a buffer of length 10
const buf = new Buffer(10);

console.log(buf);

// Prints: 
<Buffer ff ff ff 00 00 00 00 3d>

Information Disclosure Vulnerability

Potential loss of secrets or PII



Hunting for bugs at scale 
1. Write your analysis rule & test on small batches
2. Run at scale
3. Triage findings
4. Report to proper authorities



1. Writing analysis and 
testing





Semgrep
● Variables to extract out 
● Write analysis as you write and think about code
● Post-analysis filtering
● No painful domain-specific language

https://r2c.dev/blog/2020/why-i-moved-to-semgrep-for-all-my-code-analysis/



// https://semgrep.dev/s/ulziibay:deprecated-buffer-api-use-detected

rules:

- id: deprecated-buffer-api-usage

 patterns:

 - pattern: |

     new Buffer($SIZE)

 - metavariable-comparison:

     metavariable: '$SIZE'

     comparison: '$SIZE > 0'

 message: |

   NodeJS `new Buffer()` API is deprecated. Please do not use it! See 

https://nodejs.org/en/docs/guides/buffer-constructor-deprecation/ for instructions!

 severity: ERROR

// create a buffer of length 10
const buf = new Buffer(10);

Variables

Post analysis filtering





$ semgrep --config https://semgrep.dev/s/ulziibay:deprecated-buffer-api-use-detected
using config from https://semgrep.dev/s/ulziibay:deprecated-buffer-api-use-detected. Visit https://semgrep.dev/registry to see all public rules.
downloading config...
running 1 rules...
buffer_exploit.js
severity:error rule:deprecated-buffer-api-usage: NodeJS `new Buffer()` API is deprecated. Please do not use it! See 
https://nodejs.org/en/docs/guides/buffer-constructor-deprecation/ for instructions!

3:    var buf = (new Buffer(200)).toString('ascii');

example.js
severity:error rule:deprecated-buffer-api-usage: NodeJS `new Buffer()` API is deprecated. Please do not use it! See 
https://nodejs.org/en/docs/guides/buffer-constructor-deprecation/ for instructions!

5:const buf3 = new Buffer(10);
ran 1 rules on 2 files: 2 findings



2. Running at scale







3. Triaging





1. Proof of concept exploit
a. Call graph analysis
b. Construct payload

2. Risk evaluation
a. Node module usage



4. Reporting





~10 minutes to write analysis
~10000 repos analyzed

~10 reports


