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WHAT HAPPENED IN 23/24 W[ERT/[[

Total events Unique IPs Suspected compromise [ Known vulnerabilities ] Potential threats
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KNOWN VULNS (TOP 30)
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TOP WELL KNOWN VULNS
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TOP WELL KNOWN VULNS

CVE-2014-3566 CVE-2015-0204
SSL Poodlie Open SSL RSA-to-EXPORT_RSA
* Disclosed in 2014 downgrade attacks and
* SSL 3.0 and TLS 1.2 facilitate brute-force
2,071 hosts in Mongolia decryption

* Disclosed in 2014

* OpenSSL [before 0.9.8zd,
1.0.0]

* 153 hosts in Mongolia

TR CERT/CC

CVE-2019-5544

VMware ESXiRemote Code
Execution Vulnerability
* Disclosed in 2019
* Heap overwrite in
OpenSLP
* 402 hosts in Mongolia



MALWARE (TOP 30 MASS
INFECTION)
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MALWARE (TARGETED INFECTION) W[ERT/CC

Mongolian Cyber Emergency Response Team [/ Coordination Center

B Trojan [ Hacktool [ Adware

0 Downloader [ Phishing [} Virus

B puA | Dropper

Downloader PUA
2.8%

.~ Spyware

Adware
6.2%

Hacktool
3.4%

82.5%



MALWARE SEASONAL EFFECT

 Different types of Malware
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23/24 HIGHLIGHTS OF MONGOLIA S0 CERT/C(

4

1 11th MNSEC Incident Handling

2

12th HZ, Int (~730;240;24) S Situational Report

6

3 Malware Analysis Cl Cyber Dirill



[24/25] MEMBERSHIP

14 Full membership

2 Affililate membership

3 Liaison membership



[24/25] KNOWLEDGE BASE

Created and Maintained by community

Verified by MNCERT/CC



[24/25] mailing list

Auto-mailing list of cybersecurity updates

By MNCERT

One more reason to become a member
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