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DRr. KoICHIRO KOMIYAMA FUI_I_ ClRCLE: ROLE
_ Femwee ' OF CERT/CSIRT
AFTER 35 YEARS.



MORRIS WORM
AND THE FIRST CSIRT
WAS MADE

*A CSIRT i1s Lk "FIRE BRIGADE, FIRE
FIGHTER” (ENISA 2008)
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WHAT PEOPLE EXPECT TO CSIRT COMMUNITY

e ADDITIONAL ROLES SUCH AS ...

e ATTRIBUTION
e CENSORSHIP
e SURVEILLANCE

* OFFENSIVE CYBER
* WORK AS INFORMATION SHARING CLEARING HOUSE(EU NIS Direcnive, 2018)

e CSIRTs "sHOULD NOT BE PART OF AN INTELLIGENCE OR LAW ENFORCEMENT AGENCY"
AND “‘SHOULD NOT ENGAGE IN CONTROL OF CONTENT AND THE CENSORSHIP_OF FREE
SPEECH, NOR _COLLECT DIGITAL INTELLIGENCE" (MoORGUS ET AL, 2015)




BAack TO FRAMEWORK:

SOC, CERT/CSIRT AND THEN CYBER
DEFENSE CENTER




SECRET RECIEPE TO
PROTECT THE GAME IN



ISSUES JAPAN FACED:
1. ONLY FOUR YEARS TO PREPARE

2. DIFFERENT WORK STYLE,
ORGANIZATION STRUCTURE, LUCK OF
COMMON TERMINOLOGY

3. PEOPLE COME AND GO

FRAMEWORK HELPED US:
1. A JUMP START
2. MORE COMPREHENSIVE APPROACH




Figure 3-1. Incident Response Life Cycle

N H Special Publication 800-61

Revision 2
National Institute of
Standards and Technology

U.S. Department ol f Commerc e

Computer Security
Incident Handling Guide

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
Tom Millar

Tim Grance
Karen Scarfone

NIST SP800-61 REV2

e PuBLISHED IN 2012

* GUIDANCE ON COMPUTER SECURITY
INCIDENT HANDLING, INCLUDING THE
ORGANIZATION AND MANAGEMENT OF
INCIDENT RESPONSE TEAMS

e (GENERIC ENOUGH TO BE USED IN INCIDENT
RESPONSE ORGANIZATIONS OF ALL SIZES AND
ALL TYPES
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FIRST CSIRT SERVICES FRAMEWORK V2.1

o UppATED 2018 BY FIRST MEMBERS

* AVAILABLE IN SEVEN LANGUAGES(FR, ArRABIC, ES, CHINESE, Ru, JAPANESE)

* STEMMED FROM A DISCUSSION AT F|RST, IT REFLECTS OBSERVATIONS FROM ON THE RESPONSE

OPERATION.

SERVICE AREA
Information Security Event
Management

Monitoring and Detection

Log and Sensor Management
Detection Use Case Management
Contextual Data Management

Event Analysis

Correlation
Qualification

SERVICE AREA
Information Security Incident
Management

Information Security Incident Report
Acceptance

Information Security Incident Report Receipt
Information Security Incident Triage and
Processing

Information Security Incident Analysis

Information Security Incident Triage
(Prioritization and Categorization)
Information Collection

Detailed Analysis Coordination
Information Security Incident Root Cause
Analysis

Cross-Incident Correlation

Artifact and Forensic Evidence Analysis

Media or Surface Analysis
Reverse Engineering
Runtime or Dynamic Analysis
Comparative Analysis

Mitigation and Recovery

Response Plan Establishment

Ad Hoc Measures and Containment

System Restoration

Other Information Security Entities Support

Information Security Incident Coordination

Communication
Notification Distribution
Relevant Information Distribution

SERVICE AREA
Vulnerability Management

Vulnerability Discovery/Research

* Incident Response Vulnerability Discovery

*  Public Source Vulnerability Discovery

*  Vulnerability Research

Vulnerability Report Intake

* Vulnerability Report Receipt

*  Vulnerability Report Triage and Processing

Vulnerability Analysis

*  Vulnerability Triage
(Validation and Categorization)

*  Vulnerability Root Cause Analysis

*  Vulnerability Remediation Development

Vulnerability Coordination

* Vulnerability Notification/Reporting

*  Vulnerability Stakeholder Coordination

Vulnerability Disclosure

*  Vulnerability Disclosure Policy and
Infrastructure Maintenance

*  Vulnerability Announcement/
Communication/Dissemination

*  Post-Vulnerability Disclosure Feedback

Vulnerability Response

* Vulnerability Detection/Scanning

*  Vulnerability Remediation

SERVICE AREA
J Situational Awareness

Data Acquisition

Policy Aggregation, Distillation,

and Guidance

Asset Mapping to Functions, Roles, Actions,
and Key Risks

Collection

Data Processing and Preparation

Analysis and Synthesize

Projection and Inference

Event Detection (through Alerting
and/or Hunting)

Situational Impact

Communication

Internal and External Communication
Reporting and Recommendations
Implementation

SERVICE AREA
Knowledge Transfer

Awareness Building

* Research and Information
Aggregation

* Report and Awareness Materials
Development

* Information Dissemination

* OQutreach

Training and Education

* Knowledge, Skill, and Ability Requirements
Gathering

* Educational and Training Materials
Development

* Content Delivery

* Mentoring

*  CSIRT Staff Professional Development

Exercises

* Requirements Analysis

* Format and Environment Development

* Scenario Development

* Exercise Execution

* Exercise Outcome Review

Technical and Policy Advisory

* Risk Management Support

* Business Continuity and Disaster Recovery
Planning Support

* Policy Support

* Technical Advice



ITU-T X.1060 CYBER DEFENCE CENTRE

L Active Long cycle
relationship
with external
parties

LESSONS LEARNED FROM ITU-T X 1060
Tokyo 2020 TELECOUNUNCATION (06/2021)

OF v

H. Supporting internal
fraud response

ITU-T STANDARDIZE IT AS
X' 1 060 IN 202 1 2 SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

C S I RT + SOC + Information and network security - Security management

STRATEGY — CYBER Framework for the creation and operation of a
cyber defence centre

DereNce CENTRE

64 DIFFERENT SERVICES IN
O DIFFERENT CATEGORIES

G. Development and maintenance of CDC platforms

Recommendation ITU-T X.1060

(L

Figure 8 - CDC service categories




SUMMARY:

RolLE oF CERT/CSIRTs ARE EVOLVING RAPIDLY
e TAKE ADVANTAGE OF EXISTING FRAMEWORKS!

3. ESPECIALLY IN A CASE, YOU NEED TO BUILD A LARGE
TEAM IN A SHORT PERIOD OF TIME.

THANK YOU



