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Is it really secure? Is it really vulnerable?

“I'm trying to free your mind, Neo. But I can only show you the door. You're The One that has to walk through it” 
The Matrix 1999



Written languages
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Resources

• learn.microsoft.com


• Books


• Training courses


• Official documents


• Leaked codes


• Blog posts of security researchers


• Alex Ionescu - Reversing without reversing



Compared to *nix

Everything is FILE Everything is OBJECT

{}{} {}
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User mode

Kernel mode

Bring Your Own Vulnerable Driver
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70% of all security bugs are memory safety issues 
Because of C, C++
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RET FAKE ADDR

ADDRESS 3



Intel CET

CET - Control-flow Enforcement Technology

• Developers still not aware about CET


• Misuse



Root of Trust
Pluton security processor




