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Is it really secure? Is it really vulnerable?

“I'm trying to free your mind, Neo. But | can only show you the door. You're The One that has to walk through it”
The Matrix 1999



Written languages

Other

C#,.NET

Assembly
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() Overview — Repositories 6.4k Projects 136 @ Packages A People 4.6k ) Sponsoring

Microsoft

Open source projects and samples from Microsoft

A 75.3k followers @ Redmond, WA & https://opensource.microsoft.com X @OpenAtMicrosoft

README .md

Open.
Collaborative.
Flexible.

Open Source enables Microsoft products and services to bring
choice, technology and community to our customers.




Resources
INterna

Part 2

e |learn.microsoft.com

e Books

@ Professional

e [raining courses

» Official documents

* | eaked codes

* Blog posts of security researchers

* Alex lonescu - Reversing without reversing

Windows

'S

Andrea Allievi
Alex Ionescu
Mark E. Russinovich
David A. Solomon

WINDOWS INTERNAL
MASTER




Compared to *nix

8 L

Everything is FILE Everything is OBJECT
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Bring Your Own Vulnerable Driver

User mode

Kernel mode



HVCI Blocklist

Block list of vulnerable drivers




HVCI Blocklist

Block list of vulnerable drivers

YES




Intel CET

func (){
a =1+ 1;
anotherFunc() ;
b =2 - 1;

CET - Control-flow Enforcement Technology



Intel CET

70% of all security bugs are memory safety issues
Because of C, C++

CET - Control-flow Enforcement Technology



Intel CET

Stack Shadow stack

OPERATION ADDRESS 1

OPERATION

ADDRESS 2

RET ADDRESS 1

OPERATION
OPERATION

RET ADDRESS 2

OPERATION

CET - Control-flow Enforcement Technology



Intel CET

Stack Shadow stack

OPERATION

ADDRESS 1

OPERATION ADDRESS 2

RET ADDRESS 1 ADDRESS 3

OPERATION
OPERATION

RET ADDRESS 2 ,

OPERATION

RET FAKE ADDR

CET - Control-flow Enforcement Technology



Intel CET

* Developers still not aware about CET

e Misuse

CET - Control-flow Enforcement Technology



Root of Trust

Pluton security processor

During Windows startup, the latest

: : A version of Pluton firmware, if
Pluton drivers Pluton firmware » . . )
available, is used instead.

Software block

o

Pluton Security Processor CPU Cores

At System boot, Microsoft Pluton
firmware is loaded from Flash

Microsoft Pluton firmware storage.

Hardware and firmware block

- e



Wake up, Neo...



