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About me
L.Nemekhbayar
2005-2018 : software developer
Now : security administrator @ Golomt Bank
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Card fraud today : USA
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Card fraud today : Europe
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Source :
European Central Bank,
“Sixth report on card fraud”
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Card fraud today : Mongolia
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~ 6900 records added in the last 5 years
80-90% were added in the last 1 year

Source : Gemini Advisory
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Card fraud today : Mongolia
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~ 6900 records

Sold within 15-30 days (vs 5-15 days in USA)

Source : Gemini Advisory

27 dark shops
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Card fraud today : Mongolia
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Before 2019 2019 2020

Card present
% of total 19% 7% 5%

Average price 50 87.5 154.2

Card not present
% of total 81% 93% 95%

Average price 15.5 16.4 15.8

Source : Gemini Advisory
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Card fraud today : Mongolia
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Card fraud today : largest breaches
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Target : 40M records

Wawa : 31M records

Home Depot : 56M records
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Card fraud today : MageCart
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British Airways : 380k records

Newegg
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Card fraud today : MageCart
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1 confirmed victim of "Keeper" MageCart group
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Card fraud today : Card Not Present
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Card fraud today : Card Not Present
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Before 2019 2019 2020

Card present % of total 19% 7% 5%

Card not present % of total 81% 93% 95%

Source : Gemini Advisory
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Card fraud today : Card Not Present

• EMV chip
• Online commerce
• Covid-19
• Made easier with Crime-as-a-service
• Botnet
• Access
• Anti-fingerprinting
• Behavior emulation
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Crime-as-a-service : botnet
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• Steal credentials
• Exfiltrate data
• Deploy malware
• …
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Crime-as-a-service : access
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"shell", "шелл", "sql", "RDP", "рдп", "доступ"
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Crime-as-a-service : anti-fingerprinting
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• IP address (external and local)
• Screen information (screen resolution, window size)
• Firmware version
• Operating system version
• Browser plugins installed
• Timezone
• Device ID
• Battery information
• Audio system fingerprint
• GPU info
• WebRTC IPs
• TCP/IP fingerprint
• Passive SSL/TLS analysis
• Cookies
• …
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Crime-as-a-service : anti-fingerprinting
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• browser fingerprints
• logins and passwords
• credit card information
• online bank account
• $5 - $200
• Disrupted by Chrome 80
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Crime-as-a-service : behavior emulation
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fully functional browser
user activity emulator :
• open websites
• follow links
• stay on websites for a given length 

of time
• intentional mistakes
• …
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Prevention : operations

• Patch, patch, patch
• Equifax : Apache Struts vulnerability

• Segment, segment, segment
• Target

• Compromised vendor credentials -> vulnerability -> pivot to POS network
• Home Depot

• Compromised vendor credentials -> malware -> pivot to POS network
• Wawa

• Phishing -> compromised credentials -> RAT -> pivot to POS network
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Prevention : developers

• Content-Security-Policy (use tools if necessary)
• New Content-Security-Policy directives
• script-src : stricter control of loaded resources
• trusted-types : control changes to the DOM

• Subresource Integrity : protect resource from manipulation
• Merchant website, as well as payment gateway
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Prevention : 3D Secure 2.0
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Prevention : tokenization
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THANK YOU !
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