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Pay a reward
not a ransom / Global Bug Bounty & VDP Platform

/ 400+ programs – public & private 

/ 30+ countries

/ 30,000+ vetted researchers



Crowdsourced security
V u l n e r a b i l i t y  d i s c l o s u r e  p o l i c y  +  B u g  B o u n t y

/ Vulnerabilities are exploitable by
hackers to cause damage.

/ With the increase in digitalization and
attack surface, the increase in
attackers, how can we keep up with
just a few employees and pentesters?
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What is vdp?
V u l n e r a b i l i t y  d i s c l o s u r e  p o l i c y

/ A public channel for anyone to report a bug
directly to the security team.

/ There are many goodwill security
researchers who have found bugs and need
a safe and clear framework to inform you.
(Fear of unfair prosecution)

/ Without a process to receive bugs securely,
organisations will miss out on important
information.
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Crowdsourced security
V u l n e r a b i l i t y  d i s c l o s u r e  p o l i c y  +  B u g  B o u n t y
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Paid on 
manhours, 
not results

Not doing enough to discover vulnerabilities

Problem

unfortunately

We need to Incentivise
testers to find 

bugs

Widening 
attack surface 

Malicious actors 
trying to hack into 

companies 24/7

Overwhelmed 
with bugs and not 

able to keep up

Testing once 
a year / 

infrequently

Limited pentesters

Test more 
frequently

Get diverse 
perspectives into 

our security



Digitalisation
Threats

fight  dynamic threats with the right tools

Costs
ROI

Cyber Talent Shortage

Non-Agile, Obsolete Solutions

Continuous Testing

High ROI: Only Valid Findings
are Rewarded based on impact

Unlimited Access to Talent
& Valuable Skills

Agile & Scaleable





What is bug bounty?
C r o w d s o u r c i n g  a p p l i e d  t o  c y b e r s e c u r i t y  

/ Reward researchers with bounties for
the vulnerabilities (bugs) they report.

/ Follows strict rules to find bugs within
defined scopes.

/ Rewarded based on bug severity, and
a defined rewards grid.



P R I V A T E
P r o g r a m
Handpicked 
Researchers 

P l a t f o r mc l i e n t

What does a Bug Bounty 
platform do? 

P U B L I C  
P R O G R A M

Entire 
Community 



How a bug bounty program works

S e t  u p  y o u r  p r o g r a m  r u l e s

§ Scope
§ Qualifying vulnerabilities
§ Rewards grid

L a u n c h  y o u r  p r o g r a m

§ Private: to a selection of hunters 

§ Public: to the whole community 

T R I A G E  R e p o r t s   
§ Qualification vs. Rules 
§ Severity Level
§ Validation 

P A Y  R E W A R D S  
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F I X  &  C h e c k  



BUG BOUNTY  = ACTIVE APPROACH VDP = PASSIVE APPROACH 

• WHY: Receive bugs from the public • WHY: Encourage active vulnerability research 

• HOW: Set up a communication channel 
on your website / a dedicated webpage 

• HOW: Set up a detailed programme (scopes, rules & 
reward grid) 

• WHO: For anyone wishing to report a bug • WHO: YesWeHack Professional Community

• Attracted by a financial reward

• Active research 

• No expectation of financial reward

• Discovery by chance

COMMITMENT
TO  SECURITY

A ‘THANKS’ FOR CIVIC DUTY REWARDS

IMPROVE YOUR  SECURITY

VDP VS Bug Bounty



conclusion

Old security testing models are no longer
effective in this ”new-normal”.

Bug Bounty and Crowdsourced Security
can no longer be ignored. The question is
no longer whether to run a Bug Bounty
program or not, but when or where to
start.

How can we continue to defend an ever-
increasing attack surface, a more active
cybercrime world, with tight budgets and
a small security team?
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E i l e e n  n e o
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