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The Best Practices
That you need to consider :

G Deploy Multi-Factor Authentication (MFA)
B&> Deploy Endpoint Protection (EPP)

G Deploy Email Security
G Monitor Network Threats

G |ldentify Assets and Their Vulnerabilities
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The Most Common Cyber Attack Kill Chain
Found in Hong Kong
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Let’s Break The Kill Chain With
Effective Cybersecurity Best Practices



The Most Common Cyber Attack Kill Chain
Found in Hong Kong
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Deploy Cybersecurity Measures

Multi-Factor
Authentication

&S ©

Endpoint

Protection | sessm

h@

:

Workstation PC

Endpoint  —=
Protection |—

_@_ .

—

Workstation PC

¢

Phishing Emails

Endpoint Protection

©

Workstation
PC

<+

Network
Threat Detection

Directory
Server

System Patch
Management

T o

External Firewall

Server Switch

Internal Firewall

Multi-Factor [
Authentication E
Endpoint
Protection
Database FTP Mail File
Server Server Exchange Server

Cyberworld




Get CyberSecurity Best Practices In Place

Preventive Control

7
Detectlve Control Corrective Control



You are now

strong enough
to fight

Cyber Crime |
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