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Red Teaming
in cyber environment
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Offense
● Vulnerability Assessments
● Penetration tests
● Social Engineering

Defense
● Implementing controls
● Security monitoring
● Incident response



Consider purple teaming

RED

VS

BLUE

Report with many vulnerabilities = Well done!
No alerts mean that preventive controls are 

working

Success is measured by # of failed controls
Large volume of alerts means detection 

controls are working 

Blue team failure = red team success Red team failure = blue team success

Information should flow in both direction

FEEDBACK LOOP



Red Team Maturity   |   Who is Red Teamer
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EDRs

Centralized 
Logging



● Scope is much LARGER

● Much more continuous 
process (attack <-> defend)

● Full stacks of process (people, 
technology), much more than 
just vulnerability assessments 
/ penetration tests

How
does it
differ from 
pentesting?



What is Adversary Emulation?

Adversary Emulation is 

an activity where security 

experts emulate how an 

adversary operates. The 

ultimate goal of course is 

to improve how resilient 

the organization is versus 

these adversary 

techniques. Both red and 

purple teaming can be 

considered as adversary 

emulation.

Adversary activities are described 

using TTPs (Tactics, Techniques & 

Procedures), possibly described using 

a kill chain. TTPs are not as concrete 

as for example IOCs, but they describe 

how the adversary operates at a 

higher level. Adversary emulation 

should be based on TTPs. As such, a 

traditional vulnerability scan or internal 

penetration test that is not based on 

TTPs should not be considered 

adversary emulation.



● Understand your current 

exposure to a realistic, relevant, 

threat

● On top of vulnerability 

identification, assess detection 

capability as well

● Also includes testing of human 

reaction as well

● Repeatable, structured process 

that provides key areas for 

improvement

Why do 
red teaming 
& adversary 
emulation?



Some 
tools
to keep
in mind 

● APTSimulator (Endpoint)

● FlightSim (Network)

● MITRE ATT&CK



APTSimulator

● Windows Batch script that uses 

a set of tools and output files to 

make a system look as if it was 

compromised. 

● Don’t need to run a web server, 

database or any agents 



FlightSim

● Generation of malicious network 

traffic

● Helping security teams to evaluate 

security controls and network 

visibility.

● DNS tunneling, DGA traffic, request 

to know active C2 destinations



MITRE ATT&CK

"MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics and techniques based on real-world observations."



Adversary Emulation with Caldera

CALDERA is an automated adversary emulation system, built on the MITRE ATT&CK™ framework.



Adversary Emulation with Caldera



What to
take away 
from this
presentation?

● Structuring infosec team as 
red and blue is efficient.

● Validate that logging the 
correct events and information 
doing red teaming.

● Adversary emulation can 
greatly improve your chances 
of preventing and detecting a 
breach.



Thanks!
For your undivided attention.


