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Agenda

IT assets
Service discovery by scan
Service discovery use minions
OS discovery



Beginning

For all types of admins (network, security, system etc) IT asset registration, service & IP discovery are important 
concepts.

Benefit of IT asset management
- Improved performance
- Increased security
- Reduced costs
- Asset visibility

Another aspect of IT asset management is the need for accurate information. Therefore, when services change, IT 
assets are replaced, it is necessary to update the Asset register.
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Security Control Layers
All the infrastructure layers we work on are best represented in 

Defense-in-Depth approach

Management
The best-practice approach helps organizations 

manage their information security by addressing 
people, processes and technology

For identify and IT registration, we have several approaches that we can follow. And these approaches also require 
constant improvements and info updates from IT engineers.



Controller

ID.AM - Assets (e.g., data, hardware, software, systems, facilities, services, people) that enable the organization to 
achieve business purposes are identified and managed consistent with their relative importance to organizational 
objectives and the organization's risk strategy 

ID.AM-01 - Inventories of hardware managed by the organization are maintained

ID.AM-02 - Inventories of software, services, and systems managed by the organization are maintained



Requirement

But how do you know changes if you have thousands of IT assets?
How to keep accurate IT asset registration info?

Depending on how many addresses and assets you need to manage, you may need to automate this. We tried 
some automation related IT asset registration use SALT, PYTHON, POSTGRESQL.

Our main principle is to detect changes and new asset arrivals based on port and service changes.



Service & IP discovery

Judging from the approaches, if our service discovery provides as much information as possible, it is good and it may 
be correct to analyze and register it in the asset.

We are doing host and service detection on about 2000 servers 
using NMAP. So, we used minions on each network pool in 
order to accelerate the job’s time.



Service & IP discovery

For example, we have the following minions, and we created a user with the same name on the minions and saved 
the following file named pool.txt.

pool.txt



Service & IP discovery

After that, will command the minions at the same time use below code, and for concurrent jobs use below 
package.
from concurrent.futures import ThreadPoolExecutor

All minions result will write in SALT master to one text named scanoutput.txt.



Service & IP discovery

The result looking like that and included ip, service, some service servers etc.

-rw-rw-r-- 1 1000 442926 Jun 14 07:58 scanoutput.txt



Service & IP discovery

After getting the following results, we get the information we need with the code below. We get only port, states 
and services. 



Service & IP discovery

The results are first we written to the main DB using the code below and main db looks like this.

 for ip, ports in data:
        if ports:
            for port_info in ports:
                port = port_info['PORT']
                state = port_info['STATE']
                service = port_info['SERVICE']
                cursor.execute(
                    """
                    INSERT INTO services (
ip, port, state, service)
                    VALUES (%s, %s, %s, %s);
                    """,
                    (ip, port, state, service)
                )



Service & IP discovery

From now on, we will only record changes, and only changed data such as service, ip, etc. will be added to the main DB. 

We are running a 1 week scheduled scan, and if there are no changes, we will keep the previous base DB. If there 
is a change, we will know about it and add the change to the main asset.

For this we are using temp DB and temp DB will store the new result and compare it with main DB.



Service & IP discovery

If there is a change, we will update it to the main DB, and if there is a new IP, we will insert it.



Service & IP discovery

And we have an audit DB, and only according to the changes, we can write I and U queries to the audit DB and see 
the changes as an alert.



GOAL

We can see only changes from auditDB, and it means that we can simplify our work by relying only on 
changes when renewal assets.

Asset registration is a task that should be regularly reviewed. 

If your organization has thousands of assets, you can use this automation to follow up based on changes. 

Hopefully this will help you avoid having to recheck assets that haven't changed at all.



Service discovery from minions

If you install minion-service at all assets, you can track service from master. But we need to exclude the default linux 
service, for example, we excluded it as follows.

And should run this command:
sudo salt '*' cmd.run 'systemctl list-units --type=service --state=running | grep -v -F -f 
/home/minion/default_service.txt'



Service discovery from minions

We took the services of the minions with that code and wrote it to the DB. After that also use AuditDB as above and you 
can track service changes.



OS detection

You can detect minions OS and model in several ways.
Example: 
• sudo salt '*' grains.item os osrelease  
• sudo salt ‘*’ cmd.run ‘cat etc/os-release etc



OS detection

You can also use it in a number of ways, such as adding your OS version to your asset registry or checking for 
vulnerabilities in that OS version.

In our case we want to check our OS vulnerabilities and for this we used exploitdb’s api.

git clone https://github.com/offensive-security/exploitdb.git /opt/exploitdb 
ln -sf /opt/exploitdb/searchsploit /usr/local/bin/searchsploit



OS detection

We can check available exploits by OS use this code.



OS detection

Result is looking like below If your version is exploitable, it will look like this.



Code

• https://github.com/Da5hka/inventory
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