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• Ganbagana Zolzaya (w01f)

• Member of IS Proconsul at Mongolian banking 
association (currently)

• Head of IS at Golomt Bank (currently)

• Background = Cyber security

• Haruulzangi 1 times champion, 2 times 2nd place.

• GXPN, CISM, Microsoft Security Operations 
Analyst… 2018



Digital Fraud in police (35+)

Source: ЦЕГ 
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№ Types of digital fraud

1 Phishing 

2 Payment card 

3 Personal Loan Scam

4 Malicious app





LUM976

• Country: African

• Type of fraud:
• Loan scam 
• Identify theft: Internet Banking, 

Facebook

• Google translate - No Mongolian 
language required

• Deposit ATM on African country

• French speaking 

• Well-organized

• Hosting: Cloudflare, LWS.FR 

• Supporter agents in Mongolia

• Domain: *.online, *.site

• Automated process (RPA)



Phase 1 – Early of 2022

Loan scam
Foreign profile pic
Contract pic
Facebook Group Post
Public Group
Few fraud bank account 
Non-Working Hours (Time 
Difference)

Phase 2 –  April 2023 

Loan scam + Identify theft: Internet 
Banking (Phishing Link)
Foreign profile pic + Few 
Mongolian profile pic
Fake Account statement 
Facebook Page 
Facebook Group Post + Comment 
Public Group
Few fraud bank account

Phase 3 – July 2023

Loan scam + Identity theft: Internet 
Banking, Binance, Facebook
Mongolian pic > Foreign Pic 
(Active account) - difficult to detect
Facebook Page + Ads 
Facebook Group Comment
Public Group + Private Group
Unique bank account 
24/7 response





BLACK AXE GANG 
(1977)



•The gang is estimated to have over 30k to 100k members worldwide.
•The gang is active in over 40 countries, including the United States, Canada, the United Kingdom, and Mongolia (possible)
•The gang is involved in a variety of criminal activities, including drug trafficking, extortion, internet fraud and money laundering.



LUM976 Mongolians

- Non-Professional 
- Low-income
- Disagreeable



Collaboration 

Bank (Central and Commercial)

• Implemented fraud mitigating technologies

National Police Agency

• Ятгах тусгах нягтал, Unsend, Нягтлах тусам 
аюулгүй.

Communications Regulatory Commission

• Meta communication (remove Fake Facebook Pages)

Web hosting company 

• Remove phishing websites

Domain name provider

• Block the DNS record used in phishing.



Brand reputation monitoring tool 
(social media and news sites)

• Banks have a duty to protect their customers from fraud.
• Early Detection of Suspicious Activities 

• Mean time to detect (MTTD)  1-3 days 
• Brand reputation can monitor public common FB groups (Mongolian). 

• Reputation monitoring can provide valuable data and insights into emerging fraud 
trends and tactics.

• There are available Mongolian and Foreign tools 



Detecting Phishing attempts (deep web)
• Possible phishing web detection methods:

• Crawling and Scraping Tools

• JavaScript-Based Phishing Detection (Mostly work 
with cloned websites)

• Favicon hash fingerprinting (Favicon hash, MD5, 
MMH3)  Shodan, ZoomEye, Censys  @Xyptonize 

• Possible detection time: Min: 5 hours Max: 24 hours 

Blacklist-based systems: Google Safe Browsing API, PhishTank



Favicon Finder – Test Result



Malicious App 
• Cybercriminals have created fake financial apps 

that mimic the interface and branding of 
legitimate institutions. 

• Users unknowingly enter their login credentials 
and sensitive financial information, which is 
then stolen.

TIP: Don’t store bank credentials and payment card 
information without approval and compliance 
requirements on your apps. 



Payment threat intelligence services

• Payment card threat intelligence services continuously monitor and analyze global cyber threat landscapes.
• These TI services can help identify patterns of fraudulent activity, such as card-not-present (CNP) fraud, card 

cloning, or account takeover attempts.
• Payment card threat intelligence services can help organizations detect potential fraud attempts and patterns in 

real-time. (dark web forums and marketplaces)



Fraud Detection & 
Bot Detection 
Solutions

• VPN/Proxy Detection service can be queried via an API lookup, through our user 
dashboard, or by uploading a CSV file. 

• Instantly reduce fraud by tapping into our real-time threat detection.

• Spoofed or anonymized IP, tunneled connection, botnet, or attempting to 
frequently change their device.



Other key 
security features

• Device verification (2FA) 

• Locking out an account  

• Alert Generation (SMS, Email)

• Calling suspicious customers 
(challenging process)

• Monitoring for "impossible 
travel"  (different locations that 
are geographically distant)



User Entity and Behavior 
Analytics (UEBA)

• UEBA continuously monitors the behavior of users within the 
banking system. 

• This includes tracking activities such as accessing sensitive 
customer data, performing transactions, and other interactions 
with the banking infrastructure.
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THANK YOU FOR YOUR ATTENTION.


