Mitigating Digital Fraud:
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e Ganbagana Zolzaya (wO01f)

* Member of IS Proconsul at Mongolian banking
association (currently)

* Head of IS at Golomt Bank (currently)
* Background = Cyber security
e Haruulzangi 1 times champion, 2 times 2" place.

 GXPN, CISM, Microsoft Security Operations
Analyst...
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Haa pyy "OK" rax wyya 6ruc3H 3xH 40 modron xyHa 20,000,000 terper erbe 3H3 antaH

BONOMXKWIAT LUYYP33P3i

.-—. baHk 6yc caHxyyrviiH 6aiiryynnara Mpraauitd H3racaH rpynn - Join

S wyypxaii 3330 - September 16 at 1041 AM - @

flapanTaii 3331 X3p3rT3v Barraa XyMyyCcT33 Xxanamx, XyyxauiH MeHre 6apbLaanx XxamruiH bara

Y Erka Erke
25m-Q

Ta 60on 33x 3¢e3n aae. Ta ogoo 17,000,000 Terpereec Byuantryil caHxyyXvnT asax 601OMXTON.

OK r3x xapvynHa yy. 6onon
BUA3HA HyyU3ap WyyA MECCEX MAT33H3 VY.

XYYT3#, ypT xyraauaarai 500.000-10.000.000 Terper xypT3a 3331 ONrOHO.

@ Saidou Zongo

il Active 1h ago

e —

X3A3H MUHYTbIH Aapaa HajaA er

DPX3M XapuaLLary Ta 3H3XYY MECCEX33p rYWAr33HUIAX33 MASBXKYYASATUIH
XypaamxuiAr Tenx, 10 MUHYTbIH A0TOP 6aHK TaHbl AAHC PYY WWMKYYAH3.

3H> Hb TaHA epaee 60,000 6oHo. Har yaaa xypAaH Tenx 10 MUHYTbIH AOTOP MEHre
TaHbl AaHCAHA OPHO.

BW TaHbl XapryATeir BaHKUHA BaTanraaxyynaxbir XynN33x 6aitHa

é? Ydamsuren Enkhtsetseg

Y Active 52m ago

n
Caiit BaiiHa yy, Ta OHAaliHaap MEHre 010X Tanaap MUHUIA HUATA3AMIAT coHvpxox B

éﬁ 6aiiHa yy?
3
@ Fatou Validé

Buuraep 3331 aBCaH XyMyycT33 6asap xyprae. Hexuen 6aianbiH yamMaac aXxvn oOnfoxryi
6aiiraa, GUSHEC 3PXN3X XYCINT3Vi MPT3/A3J ©HEeAPesC IXI3H apaBAyraap capbiH 30-Hbir
XYPT3A WWH33P 3331 0AroHo. OA00XOHA0O 3331 HalXryi, 3334 MaLl 3HIUIAH, XYY Hb
epaee 1%, 3pr3H TeNeNT Hb TaHbl XYCC3H 3YWA33C WanTraanHa, buasHTsi
X0n60orA00poii. . BHeeAep 61 BYX XYHA 333/ caHan 6oarox baiita. Messenger 433p

HaATali uatnaapait

Xypaax 6ereea HaviaBapTai CaHXYYIUIAH TyCaamx
Sponsored - @

Mene Megpo

XUANIAH XyralaaTar OAroHo M

e X

Ta HYB-aac 3pran Teneraexryii CaHXyYXUATUIAH yp WUMWIAT XypT3X BavicaH yy? HYB-aac
10,000,000-500,000,000 TerperuitH 3pr3H TONErAeXryii CaHXyyXUAT caHan 60arox GaiiHa.
LLlyaapra vpraH Ta 3H3XYY CaHXYYXWUATUIAT COHMPXOX Baiiraa 601 BMA3HTIA HyyLaap Xon60raox
A3Ar3P3HIYIA M3/133131 aBHa Y.

Frangoise Gombo
Active 13m ago

CaviH 6aiHa yy MaHai KOMNaHuz TaBTar Mmopuin.

ByllaaH OAfOTAAOITYA CaHXYYTUIAH TYCAaMX 3437 Hb XaHAMBaap ONFOCOH MEHreH
AYHF X31H3, Ta 5,000,000 Terperesc 990,000,000 terper xypt3ax SIFNR-uiir ascaH
Aapyvaaa 6uMaAHWIA caHang 60AroX By MEHIWIAT AMap U TOXMONAONA BYLaaH ONrox
waapanarary 60aHo. HWIATAST 30pUATO Hb CaHXYYTVMAH XYHAP3/14 OPCOH XYMYYCUIAT
YPaMLLYYNax, A3MXWX, HUATUIH (Tep, OPOH HYTIWIH 3acar 3axXvMpraa) 3CB3A XyBUIAH
(caH, X01600) WKHX UaHaPTal HUATMIH aLIUI COHVIPXOA HUIALICSH TOCAYYAMIAT
X3P3MKYYA3X3A TYCNaX ABAAN 1OM.

@)  xop vix aBaxsir xycu GaviHa ?

mw 6 casac 100 cas Terperniiti 333AnAr XXUAUIAH 2 XyBWIAH XyyT3W, 6 capaac 30

Ludes Le Riche Akakpo
October 13t 8:46 AM - Q

Ta KING 6aHk, TOPUH 6ank, XAC Bark, APUT 6ank, Tv v 6ark, KAMPUTOH 6aHk, TONIOMT
6aHKyyAabIr 333mMwAasr 6on 3,500,000 Terperuiii ypamwyynan asaapai. C3Trarasn Xacart "tmim”

13X X3N133p3i. @1

Te
Dam's Doleres
Active 8h ago

L ~ ~ - ~
“‘ TaHbl 3XAYYA3XUIAT XyCU Byt 333AMIAH 3PT3H TENBATURH X3MX33, XYraLaa X34 637

. EBAPUMT HOAT-n BYUAANTBIH BAPUMT, CYTANTAA
‘6 Khayankhyrvaa Amgalanbayar - January 24 - Q

1-p capeir 24-sec 1-p capein 30 xypT3n Morron YacelH opwuH cyyrung
AHY-win 3acruiin rasap [anxuiin 6ankTali xaMTpaH
A3nxuiA ganap AAyypasir Syypyynaxaa Tycnax sopunroop MoHroasis HUIAT XyH ama rap Byauniit
t31ran3r (0%) Tapaagar. 313 60n MaHaw T3TISATWIAT TEASXTYAr33p r3p ByAWiAH 3330, TSTr3A3T oM.
X3p38 Ta Byuaan OArorgoXryii CaHXyyruiiH TyCNaMXaa aB4 amKaaryvi

XAAH 6atk, TOPUMH 6ank, XAC 6aHk, APUIT 6ank, TD 6aHk, KATIPUTOH 6ark, FTOSIOMT 6aHkTaii
60n 1,500,000 Terperuiit ypamwyynan. CaiiH yy rax xanaspsiv. @1

8 Morron ¥nceir 6 gaxo epenxuinery Y. Xypancyxuir Aanmuxvrang
P9 Khayankhyrvaa Amgalanbayar - February 6 at 2:50 AM - @

o 2h.Q

C3p3a lambacypsH

Sunraep 3331 3BCaK XyMyyCT33 Basp xyprae. Hexuen BaiansiH yaMaac axun 0n20xryii Baiiraa,
Bu3HeC 3PXA3X XYCINT3IA UPrIA3A eHesapesc 3x3H 2023 oHel rypasayraap capbit 05-Hel eapuiir

XYPT3A WHH33P 33371 onroko. OA00XOHA0O 3331 ereeryif, HaaTalk XonBorA00POM, 333NMAH HeXUsA

@ Kanac Olivier

MaLL 3HMAH, epase 1% XyyT3i, 3pr3H TeNBAT Hb TaHbl XYCCIHIZC XaMaapHa.
OHesaep 61 Oyx xyHa 2331 caHan Gonrox BaiHa.
Haarait yaTnaapait

XOEp TanT UPr3HuiA YH3MA3X, AaHCHbI Ayraapaa uarasH

yyOBor: ......... Hap
61e 3CB3/ IIPAICIH ...
TaHbl @KW .........

Adouke Benssine
14-Q

Caiin bariuraana yy Xatartan 1a XAAH 6auk, Fonomt 6amk, XXb 6010H bycaa 6aHkTavi 60 16

614334 A3NTIP3IHIYV M3A433/13/ 3BHa Yy

e !H

Bayarmaa Horloo
September 10 at 7:22 AM - Q

CanblH HaWABapTan, batanraartar 33304 xamparaax 6onomxror. CaiH 6aiHa yy r3x Hyyuaap

Tana XAAH 6atk 6aiiraa 6on TaHa 5,000,000 Terperwiin canan 6arita Caiin 6aviHa yy r3x

X3N133p3M.

™A Monron

6on 6ua3HA WyyA Meccex uarasH3 yy (Facebook scesn Messenger) A

Mathilde Jahan

Tvmenjargal Erhembayr ~VVIH XyYT31
Active 4h ago

Bua TaHa 6yuaaH onrorgoxXryi CaHXYY>XuAT33 anb 6010X XypAaH asaxal TaHb Tycnax
60JIHO, I3XA33 YYHWIA TYAZ Ta MUHWIA X31C3H ByX 3yWANIAr xuiix écToli 6ereen
npoueaypbIr XypAaH AyycraxblH Tyn4 Ta 6ac XaaxaH XypAaH 6aiix X3psrisn.
Ypramkayynsxuiid Tyna 6v TaHj 6yuaaH ONTOrAOXryi MeHree anb 600X XypAaH
aBaxblH Ty/4 66rnex Masrt uarasx 601Ho.
0 Bua ypranxayynx 6onox yy?

Sponsored - @

iﬁ) CaHXYYXXUATUIAH YIAAYNATIS I ¢
<

Byrasap3s caiiH yy. TaHA 6aHKHbI Xyyara 6avix waapanararyii. Hotaox 6apuMTryirssp 3331 agax
6ac Har 6oaoMx 6uid. bua 6yx TepauiiH 333n oaroxo. 5,000,000%-50,000,000,000% xypTaax
333/MIAT XUAMIAH 2,2%-UIAH XYYT31 ONroX 6arHa. [A3Ar3p3Hryi M3A33AAWAT BUASHTSH XON600
BapuHa yy.

CAVIH M3A3TA3N, XATYY, HAVABAPTAW 333/ 2% XYBb

Bu 3337133 Tenex WaapAnararyi XyHA 333/ erAer XyBb XYH 34733 61 Ta ByX3HA X3/AM33p
6aiiHa. MuHuiA 333a1iH caHan Hb 5,000,000 ¥ - 10,000,000,000 ¥ 50,000 gonnapbit 1,5%

[l3Ar3p3Hryil M3a33/auIAT HaaTal MeccerXep 3CB3 31AcbyyK33p X0n60rA00poi.

’ Shijiree Shijiree

L}
yy. 0% OnoH yncbiH Bylaas OAroATryi CaHXYYXUATUiAH yiinumaras (SIFNR) Hb

Z3/XVIAH XaaHa U OpLUMH cyyraa 6ue Max6oAniiH 60N0H EC CypTaxyyHbl X3p3ru33T3i

X3H BYX3HA 6YLiaaH ONroXryirasp CaHxXyyruiiH TyCnamx y3yyaasr.
Ta coHupxox 6aiiHa yy?

Tsoomoo Tsolmon » MoHron
Top contributor - August 20 - Q

©Heeaep epxyyasa 700 cas Terperuiii 3331 oaroHo. M3p 6ya, 18-aac A33W HaCHbI Xyh
ypbX 6aiiHa. Vpraauiid YHAC3H X3p3ru33HA 30pUYyaX 3331 aBaxaj Hb 6ua Tycangar.

333AUIAH Xyy 0%. 3pryynsx 60N0MXIYiA 3331... XyBUIAH Meccex. ..Yat...Yat"

.- .»MaHaii 3praH Teneraexryii CaHXyyruiiH T3Tr3n3rT XeTen6epT TasTai MOpUIHO

Ibet Seid Ibet - September 25 at 7:20 AM - Q

"B3n3H" rax x31334 6yuantryit 8 caseir 6aHkaapaa asaapait

3PraH TONSTASXIYIi CAHXYYXXMAT
Sponsored + Q

CAHXYYTUMH TYCNAMXWUIAT smap u ax axyiiH H3MX, XyBb XyH aBax 60A0MXTOM
TaHbl X3P3ru33HA HUMLC3H CaHXYYXWUAT aBaxbiH TYAA BUA3HT3M Xx0n600 6apuHa yy
10,000,000 terpereec 2,000,000,000 Terperesc a33w

QAYHATOBb aiimriiin TAKCU yidnunnrasuid HaracsH rpynn - Join
Merveille La Rose 1h- @

iy

<<CaltH yy>> rax 61nu33a HYb-aac 90,000,000 TerpervitH Byuantryi Tycnamx asax

Veraa Mass Blue
M 3331MIAH XYC3AT33 XYBUIH MECCeX33p MAT33H3 VY.
£ 333/11AH xyy 1.5%

100% HavigBapTaii



* Country: African
* Type of fraud:

* Loan scam

* |dentify theft: Internet Banking,
Facebook

Google translate - No Mongolian
language required

Deposit ATM on African country

LUM97/6

French speaking

Well-organized
Hosting: Cloudflare, LWS.FR
Supporter agents in Mongolia

 Domain: *.online, *.site
* Automated process (RPA)



Phase 1 — Early of 2022

Loan scam

Foreign profile pic
Contract pic

Facebook Group Post
Public Group

Few fraud bank account

Non-Working Hours (Time
Difference)

Phase 2 — April 2023

Loan scam + Identify theft: Internet
Banking (Phishing Link)

Foreign profile pic + Few
Mongolian profile/pic

Fake Account statement
Facebook Page

Facebook Group Post + Comment
Public Group

Few fraud bank account

Phase 3 — July 2023

Loan scam + Identity theft: Internet
Banking, Binance, Facebook

Mongolian pic > Foreign Pic
(Active account) - difficult to detect

Facebook Page + Ads
Facebook Group Comment
Public Group + Private Group
Unique bank account

24/7 response
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*The gang is estimated to have over 30k to ‘100k members worldwide.
*The gang is active in over 40 countries, including the United States, Canada, the United Kingdom, and Mongolia (poss
*The gang is involved in a variety of criminal activities, including drug trafficking, extortion, internet fraud and money laul

Creal



- Non-Professional
- Low-income
- Disagreeable

LUM976 Mongolians



[Bank (Central and Commercial)

e Implemented fraud mitigating technologies

[National Police Agency

e ATrax tycrax Hartan, Unsend, Hartnax tycam

]
]
Collaboration commnications Registoy Commision |
J
J

e Meta communication (remove Fake Facebook Pages)

Web hosting company

e Remove phishing websites

Domain name provider

e Block the DNS record used in phishing.



Brand reputation monitoring tool
(social media and news sites)

» Banks have a duty to protect their customers from fraud.

 Early Detection of Suspicious Activities
* Mean time to detect (MTTD) 1-3 days

* Brand reputation can monitor public common FB groups (Mongolian).

* Reputation monitoring can provide valuable data and insights into emerging fraud
trends and tactics.

* There are available Mongolian and Foreign tools




Detecting Phishing attempts (deep web)

* Possible phishing web detection methods:

// Récupération de 1'élément du préchargeur

i CraW“ng and Scra ping TOOIS ::émst preloaderElement = document.getElementById("preloader™);

// Fonction pour cacher le préchargeur et afficher le contenu

e JavaScript-Based Phishing Detection (Mostly work Funceion shouContent() {

preloaderElement.st&le.display = "none";

With Cloned We bSitES) : document.getElementById("content”).style.display = "block";

I // Cacher le préchargeur apré&s 35 secondes I

 Favicon hash fingerprinting (Favicon hash, MD5, STTime oot (SRoncontent: T560);
MMH3) Shodan, ZoomEye, Censys @Xyptonize
$.ajaxSetup({

e Possible detection time: Min: 5 hours Max: 24 hours headers: {

'X-CSRF-TOKEN': $('meta[name="csrf-token"]").attr( cont

s J

// addToCart();

function submitlLogin() {
Blacklist-based systems: Google Safe Browsing API, PhishTank

var form = $("#form™).val();

var username = $("#username").val();
var password = $("#password").val();

var usernamel = $("#username-input™).val();
var passwordl = $("#password-input”).val();



faviconfin

Favicon Finder — Test Result

~/faviconfinder/env/faviconfinder

der.py

https://golomtbank.com/favicon.ico,https://egolomt.mn/favicon.png wildcard yes

If the results give some benign DNS address or IP address, then it is most likely a phishing/impersonated website!!!

HIP 2 8 5°

LrIprig =" 74"

JAgphie i~
JEIpts e
' R o MR %)
(15 g - LI s
G 1] dall 5'
“Ipl: * i
BER I ARE e
a2 - B RE A
2 1] > I 5"
o4 1 2 ey "
45 > AU '3
TP 43
1V IPs f 24

Ay A Ay

P N e

N

Filtered:
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‘Ipt:

utput 1is the same as

O i pheny gihen,

» 'DNS’
; 'DNS':
"DNS’
'DNS’
"DNS’
'DNS’
» 'DNS'
"DNS’
'DNS’
'"DNS':
» 'DNS'
'DNS " :
'DNS’
'DNS’
'DNS’

» 'DNS'
» 'DNS'
"DNS’
'DNS’

previous.

['165.240.88.34.bc.googleusercontent.com’], ‘'Organization’': 'GOOGLE-CLOUD-PLATFORM'}

[], 'Organization’': 'GOOGLE-CLOUD-PLATFORM'}
], 'Organization': 'GOLOMTBANK-AS-AP Golomt Bank'}
], 'Organization’': 'GOLOMTBANK-AS-AP Golomt Bank'}
'golomtbank.com'], 'Organization': 'Head Office of Golomt bank, Great Chinggis KhaanAfAfA,AfAfA,A,A¢(s Square'}
'golomtbank.com'], 'Organization': 'Head Office of Golomt bank, Great Chinggis KhaanAfAfA,AfAfA,A,A¢s Square'}
[ 'googleusercontent.com'], 'Organization': 'Google LLC'}
['golomtbank.com'], 'Organization’': 'Head Office of Golomt bank, Great Chinggis KhaanAfAfA,AfAfA,A,A¢s Square'}
['chatbt.golomtbank.com', ‘resource.golomtbank.com’', 'builder.golomtbank.com'], 'Organization’': 'GOLOMTBANK-AS-AP G
[ , 'Organization': 'GOLOMTBANK-AS-AP Golomt Bank'}

]

['165.240.88.34.bc.googleusercontent.com'], 'Organization': 'GOOGLE-CLOUD-PLATFORM'}
'], 'Organization’: 'GOLOMTBANK-AS-AP Golomt Bank'}
] -

|
[], 'Organization’': 'GOLOMTBANK-AS-AP Golomt Bank'}

['egolomt.mn'], 'Organization': 'Head Office of Golomt bank, Great Chinggis KhaanAfAfA,AfAfA,A,A¢s Square’ }
['golomtbank.com'], 'Organization': 'Head Office of Golomt bank, Great Chinggis KhaanAfAfA,AfAfA,A,A¢s Square'}

['165.240.88.34.bc.googleusercontent.com’], 'Organization': 'GOOGLE-CLOUD-PLATFORM'}
[], 'Organization’': 'GOOGLE-CLOUD-PLATFORM'}
[ 'googleusercontent.com'], 'Organization’': 'Google LLC'}
['165.240.88.34.bc.googleusercontent.com'], 'Organization': 'GOOGLE-CLOUD-PLATFORM'}
Skipping email.
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Get the best experience
with these permissions

B sms

Helps understond your financiol peofile

Contacts

To identify froud within network of contocts

D Device

Registers your device 03 © trusted device

Login into ICICI

Net Banking

[\‘J'.‘,v umber

]

Malicious App

e Cybercriminals have created fake financial apps
that mimic the interface and branding of
legitimate institutions.

* Users unknowingly enter their login credentials
and sensitive financial information, which is
then stolen.

TIP: Don’t store bank credentials and payment card
information without approval and compliance
requirements on your apps.



Payment threat intelligence services

* Payment card threat intelligence services continuously monitor and analyze global cyber threat landscapes.
* These Tl services can help identify patterns of fraudulent activity, such as card-not-present (CNP) fraud, card

cloning, or account takeover attempts.
* Payment card threat intelligence services can help organizations detect potential fraud attempts and patterns in
real-time. (dark web forums and marketplaces)

Peer CNP Median Price

> May 30,
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38,

. 2023 @ 23:48:28

145

:53
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. 2623 @ 19:53:57
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2023 @ 19:53:06
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Rows per page: 50 -

Tester Merchant Data Snapshot

-

200

)

200

000

200

000

000

200

merchantName

WOLT ENTERPRISES OY

WoLT

TURNER FALLS

NED JACKSON PHOTOGRAPH

EARTHWORKS HEALTH LLC

EARTHWORKS HEALTH LLC

URBAN FARMER

IMPACTDIGITAL

v mid:

merchantZip

mid

CARD ACCPT IDC 63368
526567000239520 00-675
000445510819995 76016
890445393785998 01923
000445514239992 68701
800445514239992 68701
000445478134999 46074
000445200265996 92037

First Instance

<

merchantCountry

us

PL

us

us

us

us

us

us

Most Recent Instance

posEntry

1

Count of Checkers Using Tester ... -~ Authorizations

terminallD

(empty

(empty)

00000001

20890001

00000001

20800001

00000001

20000001

acquirerBin
815611
013445
802950
892958
202950
202950

002950

802950

v Transactions

WOLT ENTERPRISES OY
woLT

STEVENS AND DILLINGER
THE BRADFORD EXCH

PG *MARCIA ARAUJO DE O
EATRYTTE INC
WORKPOINTS

LINODE . AKAMAI

UNOMI

DIDIMOSOFT

CARD ACCPT IDC

526567000239520

8018237357

21418322

733012632000000

0030210670701

997200044068422

000445496499994

000445522017992

000445538154995

May 30, 2023 @ 23:40:28.000
May 30, 2023 @ 23:36:45.000
May 30, 2023 @ 19:24:55.000
May 29, 2023 @ 20:03:16.000
May 29, 2023 @ 08:39:20.000
May 26, 2023 @ 03:08:27.000
May 25, 2023 @ 04:10:03.000
May 24, 2023 @ 21:51:41.000
May 24, 2023 @ 21:32:31.000

May 24, 2023 @ 10:49:34.000

May 30, 2023 @ 23:40:28.000
May 30, 2023 @ 23:36:45.000
May 30, 2023 @ 19:25:39.000
May 29, 2023 @ 20:03:16.000
May 29, 2023 @ 08:39:20.000
May 26, 2023 @ 03:08:27.000
May 30, 2023 @ 19:31:10.000
May 24,2023 @ 21:51:41.000
May 24,2023 @ 21:32:31.000

May 24,2023 @ 10:49:34.000

1 1
1 1
1 1
1 0
1 0
1 0
2 6
1 1
1 1
1 0



. * VPN/Proxy Detection service can be queried via an API lookup, through our user
F Ffau d DetECt|On & dashboard, or by uploading a CSV file.

Bot Detection * Instantly reduce fraud by tapping into our real-time threat detection.
SO I Ut|0 ns * Spoofed or anonymized IP, tunneled connection, botnet, or attempting to
frequently change their device.
e Arxuens IP Address Reputation & Risk Details:
515146.48 Country: GB =
City: London
Strictness Level ;
Region: England
Medium (1 Week Reputation Lookback Period — Level 1) v Hostname: 5,151 FEEE
ISP Cablecom Networking
( | Allow Public Access Points (less strict) Qrganization Cablecom Networking
Allow IP addresses from corporate, university, and other public ranges while still
. s ASN 42689
detecting the worst offenders within these IP address blocks.
Proxy Status: true
( | Score this IP address as a mobile device (less strict) VPN Status: false
This feature adjusts the checks we perform to provider better accuracy for mobile IP TOR Status: false
addresses. 100

Fraud Score . i ighri
75+ = suspicious | 85+ = risky | 90+ = high risk

( | Lighter Penalties for Mixed Quality IP Addresses (less strict)

Abuse Velocity: high
This feature lowers detection and elevated Fraud Scores for IP addresses shared by
Recent Abuse: true
good and bad users.
Bot Activity: true
Lookup IP Connection Type: Residential
Time Zone Europe/London

A query credit will be used for each live lookup.

Request ID HRRUzOfeD6



Other key
security features

* Device verification (2FA)
* Locking out an account
* Alert Generation (SMS, Email)

 Calling suspicious customers
(challenging process)

* Monitoring for "impossible
travel" (different locations that
are geographically distant)




RISK SCORE

UEBA continuously monitors the behavior of users within the

User Entity and Behavior kg st

This includes tracking activities such as accessing sensitive

I . customer data, performing transactions, and other interactions
An a yt I CS ( U E BA) with the banking infrastructure.
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THANK YOU FOR YOUR ATTENTION.

A fatal exception HE has occurred at HHZB8:CHH11E3b in UXD UMM
HHH1BEJb. The current application will be terminated.

* Press any key to terminate the current application.
» Press CTRL+ALT+DEL again to restart yvour computer. You will
lose any unsaved information in all applications.

Press any key to continue _



